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0. Executive Summary

The mobile telecommunications world is undergoing a continuing transformation as increasing
numbers of services are being offered to a growing number of users by more and more operators. It is
essential for the continuing success of this process that the evolving security requirements of users and
service providers are addressed in an appropriate and timely way. ASPeCT aims to ensure that this
happens by implementing and running trials of advanced security features to prove their feasibility
and acceptability.

This deliverable, the first technical one, contains an initial report on security requirements, collating
and anaysing initial requirements on UMTS security migration, security services and fraud
management. These requirements are based on the views of users, service providers, network
operators, regulatory bodies and manufacturers.

The deliverable contains contributions from 4 work packages. Detection and management of fraud in
UMTS networks, Migration towards UMTS security, Trusted third parties and Security and Integrity
of billingin UMTS.

Fraud scenarios in mobile telecommunication networks have been identified and categorised. This has
been done based on the partner Operators experience of analysing fraud in existing analogue and
GSM networks. These scenarios were extended towards the next generation of networks. Fraud
indicators have been identified and defined, enabling the detection of important fraud scenarios. A
selection has been made of those scenarios which cannot be easily detected using existing tools, but
which could be identified using the rule-based or neural network-based approach. (Note that due to
the sensitive nature of the fraud-related information, part of the information cannot be distributed
outside the ASPeCT project).

Currently work is under way to define in ETSI, a third generation mobile telecommunications system,
UMTS (universal mobile telecommunications system). The main objectives of UMTS are summarised
in this contribution, with particular focus on those relevant to security and on the ideas relating to
migration/evolution. The security mechanisms provided in currently available mobile systems (such as
GSM and DECT) are described and compared with the security mechanisms proposed for UMTS. At
the moment only mechanisms proposed for authentication are available, three of them (one based on
symmetric keys, two based on asymmetric keys) were studied and described in a unified notation. This
part was also contributed to SMG SG, facilitating the ongoing work on the authentication framework.

As a gtart for the real work on the definition of a migration scenario for the security mechanisms and
security features, a requirements capture has been done. The requirements on the migration path from
the different roles have been gathered. The following roles were studied: manufacturers, network
operators, service providers, regulators, users and subscribers.

The general role of TTPs (Trusted third parties)was studied. This was enhanced by identifying the
role a TTP can play in supporting the provison of security services in future mobile
telecommunications systems. Not all UMTS security services gain from the introduction of a TTP.
The core functions which a TTP has to perform in order to support the relevant UMTS security
services, have been identified and described. The necessary internal operations (e.g. cryptographic
caculation, key storage) and external interfaces have been identified for all the TTP-defined
functions. Thefinal part of the work on requirements capture for TTP security services has focused on
analysing precisely what the functional reguirements are for the ASPeCT initia and final
implementations of TTP services.

The requirement capture for security and integrity of billing in UMTS started with studying the
important aspects of charging and billing in GSM which may be relevant also for UMTS, including
GSM charging principles for mobile-originating and mobile-terminating calls and the transfer of
accounting and billing data between GSM operators. The principles and security issues for charging
and hilling in UMTS were derived from information already available from ETS technical reports.
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ASPeCT will further investigate methods, which are suitable to increase confidence in the correctness
of the hilling process in a situation where trust among network operators and service providers and
trust between network operators/ service providers and users can no longer be taken for granted. The
reguirements on secure hilling services in different scenarios were derived. Finally the TTP services
which arelikdy to be needed to support the demonstration of secure billing services were identified.

_Page3_



Initial report on security requirements

Table of Contents

0. EXECUTIVE SUMMARY

1. INTRODUCTION
1.1 Contributors

1.2 Document History

2. REFERENCES
2.1 Referencesfor WP2.1 (Chapters6,7,8)
2.2 Referencesfor WP2.3 (Chapter 9)

2.3 Referencesfor WP2.5 (Chapters 10)

3. ABBREVIATIONS

ACO095/ATEA/W21/DS/P/02/B

10
10
11

11

12

4. FRAUD SCENARIOS IN MOBILE TELECOMMUNICATION NETWORKS

(WP2.2)

14

5. FRAUD INDICATORS IN MOBILE TELECOMMUNICATION NETWORKS

(WP2.2)
5.1 Introduction

5.2 Identification of Potential Fraud Indicators
5.2.1 Classification of Indicators by Type
5.2.2 Classification of Indicators by Use
5.2.3 Summary of Useful Indicators

5.3 Measurement of Indicators
5.3.1 PABX Fraud
5.3.2 Mohility Indicators
5.3.3 Thresholds
5.3.4 Legality Issues

5.4 Fraud Detection in GSM and UMTSFPLMTS
5.4.1 The GSM System
542 UMTSand FPLMTS

55 Toll Tickets
5.5.1 Toll Ticket Statistics
5.5.2 Contents of a Toll Ticket
5.5.3 GSM Toll Ticket Fields

5.6 APPENDI X: Possible Subscriber Profile

- Page4_

15
15

16
16
21
23

24
24
26
26
26

26
26
27

27
27
28
28

30



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

6. UMTS : THE THIRD GENERATION MOBILE TELECOMMUNICATIONS

SYSTEM & MIGRATION TOWARDS UMTS (WP2.1) 32
6.1 Introduction 32
6.2 Role Model 32
6.3 Functional Model 33
6.4 Migration 36

6.4.1 What is migration towards UMTS ? 36
6.4.2 Why migration towards UMTS 36
6.4.3 Standardisation of migration 36

7. SECURITY IN SECOND AND THIRD GENERATION MOBILE SYSTEMS

(WP2.1) 38
7.1 Introduction 38
7.2 Security in second gener ation systems 38

7.21GSM 38
7.2.2 DECT security 4
7.3 Security in third generation systems 47
7.3.1 Security reguirements 47
7.3.2 Mechanisms available 47

8. REQUIREMENTS ON THE MIGRATION PATH (WP2.1) 71
8.1 Introduction 71
8.2 Requirements from the point of view of manufacturers 71

8.2.1 Interworking requirements 71
8.2.2 Satisfaction of Users 71
8.2.3 Technically realizable mechanisms 72
8.3 Requirements from the point of view of Network Operatorsand Service Providers 72
8.3.1 Integration of Infrastructure 72
8.3.2 Access and Interworking 73
8.3.3 Prevention of Misuse 73
8.3.4 Control of Resources and Services 73
8.3.5 Integrity of Signalling Information 73
8.3.6 Confidentiality of Data 73
8.3.7 Access Control 73
8.3.8 Fraud management 74
8.3.9 Non-repudiation of transaction 74
8.3.10 Standardisation and Intellectual Property Rights 74
8.4 Requirements from the point of view of regulators 74
8.4.1 Lawful Interception 74
8.4.2 Use of Encryption Technology 75
8.4.3 Standardisation and Type-Approval 75
8.4.4 Emergency Calls 75
8.4.5 Legal Evidence 75

_Pa995_



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

8.5 Requirements from the point of view of usersand subscribers
8.5.1 Speech Quality
8.5.2 Mohility in UMTS
8.5.3 Requirements for the User Identity Module
8.5.4 Requirements for the Mobile Terminal Equipment
8.5.5 Privacy of information
8.5.6 Integrity of information
8.5.7 Standardisation

9. REQUIREMENTS FOR TRUSTED THIRD PARTIES (WP2.3)
9.1 Introduction

9.2 The general role of TTPs
9.2.1 Therequirement for TTPs
9.2.2 Establishing trust
9.2.3 Theassurance of trustina TTP
9.2.4 Management and operation of aTTP
9.25Locationof aTTP

9.3Theroleof TTPsin UMTS
9.3.1 UMTSrole mode
9.3.2 Therequirement for TTPsin UMTS
9.3.3 TTP services, functions and components.

94 TTP servicesfor UMTS
9.4.1 |dentification of TTP servicesfor UMTS
9.4.2 Fulfilling UMTS security requirementsusing TTPs

9.5 TTP functionsfor UMTS
9.5.1 Functions required to support TTP services
9.5.2 Description of TTP functions

9.6 TTP componentsfor UMTS
9.6.1 Internal operations
9.6.2 External Interfaces
9.6.3 Matching functions to operationginterfaces

9.7 TTPrequirementsfor ASPeCT
9.7.1 Evaluation of TTP based security services
9.7.2 TTP security services to be devel oped within ASPeCT
9.7.3 Functions required to support the selected security services
9.7.4 Components required to support the selected security services

10. REQUIREMENTS FOR SECURITY AND INTEGRITY OF BILLING
(WP2.5)

10.1 Introduction

10.2 Background

10.3 Charging and billing in GSM
10.3.1 Overview of GSM hilling
10.3.2 GSM charging principles

10.3.3 Transfer of accounting and billing data between GSM operators
10.3.4 Optimal routing in GSM

_Page6_

75
76
76
76
76
77
77
77

78
78

78
78
78
79
79
80

80
80
81
82

82
82
86

90
90
91

92
92
93
94

104
104
105
107
107

108
108
109

110
110
110
112
112



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

10.4 Principlesfor billingin UMTS
10.4.1 Charging principles
10.4.2 Charging based on optimal routing
10.4.3 Supplementary services

10.5 Security issuesfor billingin UMTS
10.5.1 Problems resulting from lack of trust between the participants
10.5.2 Security reguirements relating to supplementary services
10.5.3 Electronic commerce over UMTS
10.5.4 Transfer of billing information between service providers and network operators

10.6 Requirements on secur e billing for UM TSto be investigated in ASPeCT
10.6.1 Selection of security issues
10.6.2 Billing Scenarios
10.6.3 Threats
10.6.4 Obligations
10.6.5 Trust Relations
10.6.6 Requirements
10.6.7 Requirements on Trusted Third Partiesin order to provide secure billing

_Page7_

113
113
114
114

114
114
115
115
116

116
116
116
118
121
122
123
123



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

1. Introduction

This report collates and analyses initial requirements for fraud management, UMTS security
migration, trusted third parties and security of charging and billing.

Fraud scenarios (Chapter 4) and fraud indicators (Chapter 5) have been identified and described.
However due to the sensitive nature of this information, Chapter 4 is ASPeCT confidential.

In Chapter 6 UMTS and migration towards UMTS is are briefly summarized. The security
mechanisms, in use by GSM and DECT are compared with 3 proposed authentication mechanisms for
UMTS in Chapter 7. The more specific requirements for the different roles on the migration path are
summarised in Chapter 8.

In Chapter 9 Trusted third parties were studies. An overview of the basic role of a TTP is provided, in
order to identify possible UMTS security services that require their support. The corresponding
functions to be provided by the TTP are identified.

In Chapter 10 the study of the requirements on secure hilling started with an overview of existing
methods in GSM. The UMTS defined principles and security issues were studied. Billing scenarios
suitable for demonstrations were evaluated, resulting in the TTP services needed being identified.

1.1 Contributors

Thisisalist of all project managersinvolved in the ASPeCT project plus the principal editors (Johan
Degraeve and Geneviéve Vanneste) whose contact details are included.

Bart Prened ESAT/COSIC KU Leuven Phone: +32 16 32 1148 bart.prened @esat.kuleuven.ac.be
K. Mercierlaan 94
B 3001 Heverlee Fax: +3216 321986
Belgium

George Vorvis PANAFON Phone: +30 1 6407268 pfengl@compulink.gr
2 Mesogeon Avenue
11527 Athens ahad@mail.hol.gr
Greece Fax:  +30 17483322

Chris Mitchell Royal Holloway, University of Phone: +44 1784 443423 cgm@dcs.rhbnc.ac.uk
London
Egham Fax: +44 1784439786
Surrey TW20 OEX
England

Giinther Horn SiemensAG Phone: +49 89 636 41494 Gunther.Horn@zfe.semens.de
ZFETSN3
D-81730 Miinchen Fax:  +49 89 636 48000
Germany

Geneviéve Vanneste SiemensAtea Phone: +32 14 252937 p82586@vnet.atea.be
Atealaan 34
B-2200 Herentals Fax: +3214 253339
Belgium

Johan Degraeve Siemens Atea Phone: +32 14 252431 p82953@vnet.atea.be
Atealaan 34
B-2200 Herentals Fax:  +3214 253339
Belgium
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GMBH s=johnson; g=eric
Prinzregenstr. 159 Fax:  +49 89 4119 905
D-81607 Miinchen Internet:
Germany 100277.1206@compuserve.com
Nigel Jefferies Vodafone Ltd Phone: +44 1635 503883 Nigel . Jefferies@
The Courtyard vodafone.gold-400.gb
2-4 London Road Fax:  +44 1635 31127
Newbury
Berks RG14 1JX
England

1.2 Document History

Revision Date Changes

A 05/12/95 preliminary version

B 15/02/96 Draft for review by ASPeCT

BA1l 23/02/96 Version including comments on version B from all the partners, with revision
marks

C 26/02/96 Version C, equal to version BA1, without revision marks

1 28/02/96 Final Version
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3. Abbreviations
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ASPeCT Advanced Security for Personal Communications Technologies
AuC Authentication Centre

BACF Bearer Access Control Function

BARG Billing Administration and Roaming Group
BCF Bearer Control Function

BCFr Bearer Control Function radio

BSS Base Station Subsystem

CAMEL Customised Application Mobile-network Enhanced Logic
CCF Call Contral Function

CMIP Common Management Information Protocol
CP Content Provider

CRL Certificate Revocation List

DAM DECT authentication Module

DCCH Dedicated Control Channel

DCS1800 Digital Cdlular System on 1800 Mhz band
DECT Digital European Cordless Telecommunications
DSAA DECT Standard Authentication Algorithm
EIR Equipment Identification Register

ETR ETSI Technical Report

ETSI European Telecommunications Standards Ingtitute
FPLMTS Future Public Land Mobile Telecommunications System
FTAM File Transfer Access and Management

GSM Global System for Mobile Communications
HLR Home Location Register

HPLMN Home PLMN

IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
IMTI International Mobile Terminal Identity
IMUI International Mobile User Identity

IN Intelligent Network

ISDN Integrated Services Digital Network

ITU International Telecommunication Union
LAI Location Area ldentification

MCCF Mobile Call Control Function

MCF Mohile Control Function

MO Mobile Originated

MoU Memorandum of Understanding

MS Mobile Station

MSC Mobile Services Switching Centre

MSF Mobile Storage Function

MT Mobile Terminated

NO Network Operator

PABX Private Automatic Branch Exchange

PAC Privilege Attribute Certificates

PLMN Public Land Mobile Network

PMR Public Mobile Radio

PO Payment Organisation

PPC Pre-personalisation Centre

PRD Permanent Reference Document

PSTN Public Switching Telephone Network
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QoS
RACF
RBCF
RCF
S-PCN
SCAF
SCF
SDF
SIM
SMG
SNMP
SP
SRES
SSF
TACAF
TADIG
TAP
TCH
T™MSI
TMSIn
TMSlo
TTP
UM
UMTS
UPT
VAS
VASP
VHE
VLR
VLRnN
VLRo
WP
xor

Quality of Service

Radio Associated Control Function
Radio Bearer Control Function

Roaming Call Forward

Satellite Personal Communications Network
Service Control Agent Function

Service Control Function

Service Data Function

Subscriber Identification Module
Special Mobile Group

Secure Network Management Protocol
Service Provider

Signed Response

Service Switching Function

Terminal Access Control Agent Function
Transfer Account Data Interchange Group
Transferred Account Procedure

Traffic Channel

Temporary Mobile Subscriber Identity
new TMS|

old TMSI

Trusted Third Parties

User Identity Module

Universal Mobile Telecommunications System
Universal Personal Telecommunication
Value Added Service

Value Added Service Provider

Virtual Home Environment

Visitor Location Register

new VLR

old VLR

Work Package

Bit-wise exclusive or operation

- Page 13 -



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

4. Fraud scenariosin mobile telecommunication networ ks (WP2.2)

In this section, a brief overview of the most common types of fraud is presented, together with an
outline for each of their high levd characterigtics as seen by the mobile network operator. This list is not
intended to be exhaugtive, but does appear to represent the vast magjority of frauds being perpetrated at the
present time on cdlular mobile tdecommunication networks. The various types of fraud are classfied
according to whether they are technical frauds which are typicaly operated for financia gain or whether
they are rdated to the personal use of mobiles and thus are typically not employed for profiteering.

This section has been withhed from any public dissemination due to considerations of commercial
confidentiality. Accordingly it has been classfied as ASPeCT Confidentid. The contents are moved to
Annex A.

- Page 14 -



Initial report on security regquirements ACO095/ATEA/W21/DSP/02/B

5. Fraud indicator sin mobile telecommunication networks (WP2.2)

5.1 Introduction

This section identifies and dassifies potentia indicators of fraud in cdlular mobile
telecommunications systems. This section is largely based upon interna Vodafone studies concerned with
characterising technical fraud (i.e. usage of doned mobile phone equipment) on the Vodafone UK TACS
(analogue) network. This should be remembered when reading the document. Some, but not al, of the
indicators referenced may aso be ussful for the detection of commercial fraud (i.e that committed using
false subscriptions) and for the detection of fraud in general in other cdlular systems (such as the Vodafone
UK GSM (digital) network). It is entirey possible, however, that other indicators not referenced in this
document may be useful for the detection of fraud in these other cases.

There are many different types of technica and commercid fraud eg. direct cal sdling, PABX
fraud, persona use of clones. Each has its own characterigics and can thus be identified by particular
combinations of indicators. Groups of indicators for each known type of technical fraud are identified in this
document. The reader is referred to Appendix A Fraud Scenarios in Mobile Telecommunication Networks
(Note that this document has been withheld from public dissemination).

The document then discusses those indicators which cannot be measured in existing networks.
Future work should address the measurement of these indicators by placing reguirements on Third-
Generation sysemse.g. UMTS and FPLMTS, and devel oping mechanismsto facilitate the measurements.

The document contains a brief section outlining how the set of indicators identified in
previous sections can be extended to accommodate features (such as roaming) of Second-Generation
and Third-Generation digital systems which are generally not found in First-Generation analogue
systems.

The document is concluded with a section detailing the various fields which are contained

within a typical GSM toll ticket, together with a description of their purpose. A list of the different
types of call for which toll tickets are generated is given.
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5.2 ldentification of Potential Fraud I ndicators

The objective of this section is to build upon the high-leve discussion of fraud scenariosin mobile
telecommunication networks discussed in Sections 2 - 4 of Appendix A, in order to identify and dassify
potentia indicators of fraud in cdllular mobile tel ecommunication systems.

Two classifications of potential indicators and their interrelationship are considered :-
- Classification by type of indicator (Section 5.2.1).

- Classfication by use of indicator (Section 5.2.2).

5.2.1 Classfication of Indicatorsby Type

In terms of a classification of indicators by type, three categories are considered :-
- Usageindicators

- Mohility indicators

- Deductiveindicators

Each of these three categories is conddered in turn. The dgnificance of the mgjority of the
indicators can be appreciated by an undersanding of Sections 2 - 4 of Appendix A.

5.2.1.1 Usage Indicators

A usage indicator is defined by some criterion relating to the way in which a mobile telephone is
used. For example, the number of mobile originating calls made in a defined timeinterval by an individual
subscriber may potentially be such an indicator. As discussed in Sections 2 - 4 of Appendix A, mogt types of
fraud are characterised by unusually high usage, the notable exception being persona use of fraudulent
mobiles.

In this document, only usage characterigics of mobile-originating cals (or other
mobile-originating transactions) are conddered. This is reasonable in Firg-Generation systems such as
AMPS and TACS because incoming calls do not in general incur any charges (for the receiving party), and
hence mobile terminating calls on their own cannot be used to commit fraud, except in the case of areverse-
charge (operator connected) call. This approach is harder to judtify in Second and Third-Generation systems
where, in particular, roaming can lead to charges for a receiving mohile party. Thus indicators based upon
the usage characterigtics of mobile terminating calls may also be appropriate in these newer systems.

The actua number of basic usage criteriais extremey small. Asillugrated in Table 5-1 (below),
most can be represented in absolute and differential form. For subscriber specific analysis, only the absolute
formisrequired; the differential form only complicates the analysis. For blanket or globa analyss, however,
thereisaposshble advantagein usng differential analyss.
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Absolute Usage Criteria for M obile-Originating Calls and Other Transactions (per subscriber)

Number of transactions within a defined timeinterval

Total time usage within a defined timeinterva

Total time required for a defined number of transactions or total time usage to occur (from the
inception of the first call within the defined time interval)

Duration of individual transactions

Differential Usage Criteria for Maobile-Originating Calls and Other Transactions (per
subscriber)

“ Differences’ between the number of transactions within corresponding defined time intervals

“ Differences’ between the total time usage within corresponding defined time intervals

“ Differences’ between the total time required for a defined number of transactions or total time
usage to occur within corresponding defined time intervals

Table5-1: Basic Usage Indicators for the Detection of Fraud

Suppose for the purposes of argument that the usage (however thisis defined) corresponding to any
individual genuine subscriber over a given time period is congtant; with differences in the usage exigting
from subscriber to subscriber. Then the variation in usage of a subscriber from one time period to the next
i.e. the difference, is zero for all subscribers irrespective of whether they are low or high usage subscribers.
Thus, in such a scenario, the respective usage leves of different genuine subscribers have been effectively
mapped into ainto asingle prafile - any deviations from this unique profile imply suspicious activity. Thisis
far preferable to the use of absolute criteria in which the genuine subscriber with the highest usage
determines the threshold level for al subscribers and a fraudulent mobile associated with a low usage
subscriber can operate for a significant time period without detection. In practice, however, genuine
subscribers can exhibit large variations in their usage from one defined time period to the next. A posshble
subscriber usage prdfile is shown in the appendix to this chapter. In a worgt-case scenario, the use of
differentials could lead to significantly poorer fraud detection capability relative to absolutes for a blanket
analysis.

Thus this document concentrates on the use of absolute usage criteria for fraud detection. The
adoption of a differential form of usage criteria is aso complicated by the fact that there are a number of
ways that “differences’ can be formed (the standard first-order difference, formed by subtracting the current
measure from the corresponding previous measure, may not always be the optimum chaice).
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1. Classification by Geogr aphic Sour ce of M obile-Originating Transactions

Classification by cell site(s) or switch area(s)

2. Classfication by Degtination of M obile-Originating Transactions (B-Number Analysis)

Geographic

Classfication by national, regiona or international calls

Non-geogr aphic

Classfication by repeated callsto a single number

Classfication by callsto fixed or mobile numbers

Classfication by callsto premium rate or non-premium rate numbers

Classfication by callsto fresfone or non-freefone numbers

3. Classfication by Temporal Factors

Classification by time of day (e.g. 0700-1900hrs, 1900hrs-0700hrs)

Classification by time of week (e.g. week day, weekend)

Classification by special periods or events (e.g. Christmas, bank holidays)

4. Classfication by Type of M obile-Originating Transaction

Classification by mobile originating call, enquiry calls or flash requests, conference cdlls,
activation/deactivation of supplementary services or operation of call diverts

Table 5-2 : Four Possible Generic Classifications of Basic Usage Indicators

The basic usage criteria can be classified into distinct categories in a number of different ways to
yield alarge array of possible indicators. It is useful to allocate these classifications into one of four groups,
asillugrated in Table 5-2 (above). So, for example, in addition to the number of calls made by an individual
subscriber in a defined time interval being a potential indicator, there are also potentia indicators such as
the number of calls made by an individual subscriber in a defined timeinterval to nationa detinations, and

the number of calls made by an individual subscriber in adefined timeintervel to international destinations.

It isaso possible to combine two or more of these classfications to yied hybrid dassfications. For

example, the usage criteriamay aso be dassfied into the following categories :-

- Mobile-originating callsto nationa destinations from insgde switch area A.

- Mobile-originating callsto international destinations from insgde switch area A.
- Mobile-originating callsto nationd destinations from outside switch area A.

- Mobile-originating callsto international destinations from outside switch area A.
- All other mobile-originating transactions.
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5.2.1.2 Mohbility Indicators

A mohbility indicator is defined by some criterion relating to the mohility of a mobile. For example,
the number of successful “rescug’ handovers' performed during al mobile originating calls made in a
defined time interval by an individual subscriber may potentially be such an indicator. As discussed in
Sections 2 - 4 of Appendix A, most types of fraud are characterised by unusually low mobility, the notable
exception being personal use of fraudulent mobiles.

Measurement of mohility in a terrestria cdlular network is difficult because there is no precise
position location capahility. The resolution is limited to cdls during calls and to location aress (i.e. sets of
contiguous cells) between calls. Mohility indicators mugt, therefore, be defined differently, or at least in
different contexts, for the in-call and out-of-call cases. Table 5-3 (below) illustrates an example s&t of basic
mohbility indicators for these two different scenarios. Note that it is possble to define many other basic
mohbility indicators as a consequence of the fact that mohility is difficult to measure precisdy, although the
indicatorsillugtrated are probably the most useful.

! In general terms, there are several different types of handover. A “rescue’ handover is the

most common type and is one which is mandatory in order to maintain acceptable signal quality
during a conversation usually because of the mobility of a subscriber. There are, however, other
generic types:-“confinement” (to reduce local interference and thus improve QoS) and “traffic’ (to
redistribute local traffic in order to improve capacity) are two examples. Not all these types may relate
to mobility to the same extent.
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In-Call Mohility Criteria

Number of successful handovers within a defined time interval

Number of successful handovers within a defined time interval weighted by cell size

Number of successful handovers which do not return a mobile to the previous cell within a defined timeinterval

Number of successful handovers which do not return a mobile to the previous cell within a defined time interval
weighted by cell size

Number of distinct cells visited within a defined time interval

Number of distinct cdls visited within a defined time interval weighted by cell size

Geographical separation of cells visited within a defined time interval

Number of successful handovers for individual transactions

Number of successful handoversfor individual transactions weighted by cell size

Number of successful handovers which do not return a mobile to the previous cell for individual transactions

Number of successful handovers which do not return a mobile to the previous cell for individual transactions
weighted by cell size

Number of distinct cellsvisited for individual transactions

Number of distinct cells visited for individual transactions weighted by cell size

Out-of-Call Mobility Criteria

Number of successful mobility-based location updates within a defined time interval

Number of successful mobility-based location updates within a defined time interval weighted by location area size

Number of successful mohility-based location updates which do not return a mobile to the previous location area
within a defined time interval

Number of successful mohility-based location updates which do not return a mobile to the previous location area
within a defined time interval weighted by location areasize

Number of distinct location areas visited within a defined time interval

Number of distinct location areas visited within a defined time interval weighted by location areasize

Geographical separation of location areas visited within a defined timeinterval

Table 5-3 : Basic Moability Indicatorsfor the Detection of Fraud

The potential weighting of many of these indicators by cdll or location area Size, as appropriate, is
areflection of the fact that cdl and location area sizes fluctuate significantly with geographical position in
accordance with the expected offered traffic. Exactly how such weightings can be applied in practice
requires further study. For the out-of-call case, location updates can, in principle, occur for a variety of
reasons eg. on movement from one location area to an adjacent one, after a defined time interval or as
commanded by the appropriate base gtation. Only those which correspond to a movement from one location
areato an adjacent one need to be consdered since these are the only type which are ameasure of mobility.
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For thein-call case, there are at least two reasons for considering indicators other than the number
of successful handovers (whether weighted by cdl Sze or nat) :-

- Totake account of the fact that cdlls can berevisited.

- Totake account of the mobility characteristics of subscribers who make or receive callsin many
cdlsduring a defined timeinterval, but who do not tend to move across cdll boundaries while
making calls.

Anadogous arguments exigt for considering indicators other than the number of successful
mohbility-based location area updates (whether weighted by location area size or nat) for the out-of-call case.

Clearly, the values of in-call and out-of-call mobility criteria depend not only upon mohility
consderations, but also upon the rdative times for which amobileisin thein-call and out-of-call gates. The
basicin-call mobility indicators can be dassfied asillugrated in Table 5-4 (below).

1. Classification by Type of Transaction

Classfication by mobile-originating or mobile-terminating transaction

2. Classfication by Type of Handover (Handover-related indicator s only)

Classfication by rescue, confinement or traffic handovers eic.

Table 5-4 : Two Possible Classifications of Basic In-Call Mohility Indicators

5.2.1.3 Deductive Indicators

A deductive indicator is an indicator which arises as a by-product of fraudulent behaviour. For
example, the presence of overlapping calls ather than enquiry or conference cals (i.e. between two or more
clones or between a genuine mobile and one or more clones all with the same identity) may potentially be
such an indicator.

Table 5-5 (below) illugtrates the set of basic deductive indicators.

Control and traffic channe congestion in cdls

Overlapping calls or overlapping calls and location updates

Veodity checks

Recent history of alarms associated with mobile

Calsto and/or from other mobiles which have arecent history of aarms or have subsequently raised alarms

Table 5-5 : Basic Deductive Indicators for the Detection of Fraud

5.2.2 Classification of Indicatorsby Use

In terms of a classification of indicators by use, three categories are consdered :-
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- Primary indicators
- Secondary indicators

- Tertiary indicators

Primary indicatorsare thase which, in principle, can be employed in isolation to detect fraud.

Secondary indicators are thase from which, in principle, useful information can be gained if they
are condgdered in isolation, but which should not be employed in isolation to detect fraud.

Tertiary indicators are those from which no useful information can be gained if they are
consdered in isolation, but which can, in principle, be usad to provide ancillary information in connection
with the detection of fraud.

Note that this dassification of indicators by useinto primary, secondary and tertiary indicators does
not imply anything about the value or reliability of a particular indicator at a particular point in time. In fact,
this dasdfication is independent of the value or rdiability of indicators and is purdy conceptual. An
indicator classed as primary may well be completey unrdiable at a particular time and, therefore, should not
be employed. Conversdly, an indicator classed as tertiary may be very reiable at a particular time; the fact
that it is tertiary amply implies that it mugt, by definition, be employed in conjunction with other (rdiable)
indicators.

Table 5-6 (bdow) illustrates a classification of all the (absolute) indicators which are considered in
section 5.2.1, according to use.

Some of the assgnmentsin Table 5-6 may need some darification. In particular, it may not be
clear why some of the indicators have been assgned to the secondary rather than to the primary category.
For example, all usage criteria dassified according to the geographic source of transactions are considered to
be secondary indicators. In order to explain why thisis so, suppose that an arbitrary subscriber is alowed to
make a total of 300 minutes of mobile originating calls within any period of 24 hours before raisng an
alarm. Now, it would be quite reasonable to suggest, for example, that only 90 minutes of these calls might
be made to international detinations. This is why usage criteria classified according to destination are
assigned aprimary gtatus. It would be quite unreasonable to suggest, however, that 90 minutes (for example)
of al calswould be made from an arbitrary switch area. The mobility patterns of genuine subscribers will
fluctuate a great deal on a day-to-day basis and it is quite unlikely that a subscriber will make a large
proportion of calls from a sngle switch area, particularly since a switch area is a very artificially defined
region. Thus, athough usage criteria dassfied according to geographic source do provide useful
information about the likeihood of fraud (since fraudulent activity doestend to occur in certain geographical
aress), it would be very unwise to use them in a primary capacity.

Further comment is deserved regarding the deductive indicators which are assigned to the
secondary category. One reason why, for example, detection of overlapping calls and smilar indicators
cannot be assigned to the primary category is because of the presence of extenson mobiles (i.e. dones of a
subscriber's own mobile for persona (“legitimate’) use of that subscriber) on the network. Thus, because
these indicators cannot distinguish between use of “legitimate’ extension mobiles and illegitimate clones,
they cannot be given primary status. Switch boundary effects are dlso influential in this decision.

The provision for extension mobiles within GSM is supported by certain network operators,
however it is not supported within the GSM specifications and it is not supported by Vodafone. The
use of extenson mobiles within UMTS is ill being debated. Irrespective of the fact that the
functionality supported by extension mobiles may be provided either by multiple-SIM subscription or
by network services, it is crucia (from the point of view of fraud detection) that if SIMs are
duplicated, they are identifiable by some individual data field. Otherwise it would be impossible to
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distinguish between legitimate (multi-SIM) usage and a definite fraud where MS-related identity has
been cloned.

Primary Indicators

Number of mobile-originating transactions within a defined time interval (unclassified or classified by the
destination of mobile originating transactionsi.e. b-number analysis)

Total time usage of mobile-originating transactions within a defined time interval (unclassified or classified by the
destination of mobile originating transactionsi.e. b-number analysis)

Duration of individual mobile-originating transactions (unclassified or classified by the destination of mobile
originating transactionsi.e. b-number analysis)

Secondary Indicators

Number of mobile-originating transactions within a defined time interval (classified by the geographic source of
mobile originating transactions, temporal factors or type of MO transaction)

Total time usage of mobile-originating transactions within a defined time interval (classified by the geographic
source of mobile originating transactions, temporal factors or type of MO transaction)

Duration of individual mobile-originating transactions (classified by the geographic source of mobile originating
transactions, temporal factors or type of MO transaction)

Total time required for a defined number of transactions or total time usage to occur (from the inception of thefirst
call within the defined timeinterval) (classified or unclassified)

Overlapping calls or overlapping calls and location updates (with or without geographic source comparison)

Velocity checks

Tertiary Indicators

All mobility indicators (classified or unclassified)

Control and traffic channel congestion in cells

Recent history of alarms associated with mobile

Callsto and/or from other mobiles which have arecent history of alarms or have subsequently raised alarms

Table 5-6 : Classfication of Indicators by Useinto Primary, Secondary and Tertiary Categories

5.2.3 Summary of Useful Indicators

Table 5-7 (below) summarises indicators which appear to be useful in principle for detecting each
type of fraud discussed in Sections 2 - 4 of Appendix A. Notefrom Table 5-7 that it is extremdly difficult to
universally characterise and hence devise indicators to reliably detect the personal use of fraudulent mobiles
as digtinct from the legitimate use of mohiles. This is probably because such fraudulent mobiles are used by
different people for awide range of reasonsincduding calling friends and rdatives abroad, in addition to use
normally associated with fraudulent mobilese.g. such as communications with other members of adrug ring
etc. This problem could be solved by sub-dassifying what has previoudy been described as persona use of
fraudulent mobilesinto a number of different types of fraud and then establishing indicators for each type.
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5.3 Measurement of Indicators

Many of the indicators mentioned in Section 5.2 are measured as a norma part of cdlular system
operation. For ingtance, al usage indicators can be derived from billing information. There is no mechanism
in exigting cdlular systems, however, capable of measuring mohbility criteria on a per-subscriber basis. This
needs to be addressed by placing requirements on future sygtems eg. UMTS and FPLMTS, and developing
mechanisms to facilitate the measurements.

5.3.1 PABX Fraud

Ancther area of interest is whether or not the dial-on digits for calls made through dia-on PABXs
and dia-on freefone services can be obtained for analyss by the origina cdlular network operator. With
reference to Sections 2 - 4 of Appendix A, thiswould aid in diagnosing PABX and freefone fraud. There
are a number of questions to be answered in this context. For insgtance, nat only is the question of technical
feadhility of concern, but also whether it will be legally possible for a network operator to intercept dia-on-
digitswhich are transmitted after a connection has been set up and hence condtitute user traffic.

PABX fraud is not limited to just mobile-originated calls, however it islargely attributable to
such calls because of the mobile (non-traceable) nature of the calling party. Irrespective of this, PABX
fraud is a significant factor of mobile-associated fraud and is, therefore, to be considered by the
network operators. Note that certain types of (potential) PABX fraud may be detected without any co-
operation with the PABX operators, and that a co-operation between the network operator and the
PABX operators would act to supplement the data types available to the network operator for the
detection of potential fraud.
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Basic Indicator

Classification/Type

Type of Fraud
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Primary
Total MO time usage Unclassified O| O| O & (e 0] o)
Geographic destination & o)
Repesated callsto asingle b-number O O| GO | b
Callsto UK freefone numbers (e 0]
Callsto UK mobile numbers e0) o)
Callsto UK premium rate numbers e0) o)
MO call duration Unclassified O| O| O & (e 0] o)
Secondary
Total MO time usage Geographic source O | O] | (e 0]
Temporal factors O| O] | (e 0]
Type of transaction cou)
Timeto surpassthresholds | All thresholds O| O O & & 0
Overlapping “calls All types | O| 0| | @ &
Velocity checks Unclassified | O| 0| | &
Tertiary
Mobility All types and classifications O| O| O & (e 0]
Cell congestion Unclassified | O| 0| |
Recent alarms Unclassified o o o 0 o) o)
Callstoffrom other Unclassified o] o o 0 o) 0
fraudulent mobiles

Table 5-7 : Summary of Useful Indicators at the Present Time as a Function of Type of Fraud

(G5= usdful in the mgjority of cases, O= useful in isolated cases)

T only for thefirg type of premium rateline fraud discussed in Section 5.2.

t1 only for the second type of premium rate line fraud discussed in Section 5.2.
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5.3.2 Mobility Indicators

The mobility information referred to in Table 5-3, such as cdl size, area size and
geographical location may act to supplement the detection of fraud by extending the set of possible
indicators, for example, in overlapping calls and velocity checking. Note, however, that this
information is not currently used by Vodafone in the detection of fraud and that toll tickets with a
meaningful inclusion of such data are not currently available. It is suggested, therefore, that these
mobility indicators are not used in the development of a rule-based or adaptive analysis of toll tickets
in the detection of fraud. Refer to section 5.5 for a discussion of GSM tall tickets.

5.3.3 Thresholds

The determination of thresholds for incorporation into fraud indicators is not feasible on a
personal basis, due to the fact that the usage patterns of any one individual may be expected to
fluctuate greatly from time to time. It is suggested, therefore, that thresholds be set (initialy)
according to a “rolling average”, based upon usage figures for each particular subscription tariff and
each particular type of call.

5.3.4 Legality Issues

Legal problems associated with the protection of subscriber-related signalling data are not
perceived, since such data would normally be dealt with in-house. For the purposes of developing
either a rule-based or an adaptive fraud detection mechanism, any data provided by Vodafone would
be sanitised to remove any real relation to actual calling-party or called-party identifier, or to their
equipment. Long-term analysis of user behaviour should create no problems with regard to legality,
since such practices are common on the basis that the information relating to such analysisis properly
protected and is not divulged outside the any company which collectsit. Note, however, that V odafone
isnot currently in possession of any such data setsrelated to individual users, sinceit sdlsits network
services via Service Providers, who re-sdll the services to the individual mobile subscribers.

5.4 Fraud Detection in GSM and UMTS/FPLMTS

As discussed in the introduction, the set of fraud indicators identified in Section 5.2 is specific to
the case of technica fraud on Firg-Generation analogue networks, in particular the Vodafone UK TACS
network. In this section, the features of Second and Third-Generation systems which will cause additional
indicators and/or fraud detection mechanismsto arise are examined.

54.1 TheGSM System

The two most significant differences with respect to fraud detection between a Second-Generation
system, such as GSM, and Firgt-Generation sysemsare:

- The ability to differentiate easily between different tele-services and bearer servicesin GSM.

- The ability to roam between different networksin GSM.
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The former feature alows usage indicators to be dassified according to the exact tele-service or
bearer service.

The latter feature implies that the fraud engines (i.e. the sysems that perform fraud management)
of different network operators must co-operate in order to facilitate efficient fraud detection. This is not
smply a case of the visited network operator monitoring a subscriber’s behaviour in isolation. For example,
if doning of SIM cards were possible, this approach would not detect smultaneous use of a subscription on
different GSM networks.

54.2 UMTSand FPLMTS

Three fundamental system requirements of UMTS and FPLMTS are that they will be :-

- Multi-service
- Multi-environment

- Multi-operator

The multi-service agpect of UMTS and FPLMTS allows usage indicators to be dassified according
to the exact service being used.

The multi-environment feature of UMTS and FPLMTS should alow greater resolution to the
process of monitoring subscribers mohility in urban/office environments where microcdlg/picocdls are in
existence.

Asfar asthe third requirement is concerned, a multitude of operators may be in existence be they
small, large, localised or nation-wide. The fraud detection architecture for such a scenario requires careful
condderation. It is unlikey that the smaller localised operators will be able to afford to operate dedicated
fraud engines and, in any case, a multitude of fraud engines in any arbitrary region is bound to be counter-
productivein terms of signalling and effectiveness.

5.5 Toll Tickets

The toll ticket is a set of details stored eectronicaly or in printed format about any
individual call being made on a mobile telephone. The toll ticket can be analysed to provide
information about customer usage and to facilitate the detection of any possible fraudulent use.
Different formats are used according to whether the telephone is running on the TACS
(First-Generation) system or on the GSM (Second-Generation) system. This document focuses only on
GSM tall tickets, since these will be used to develop neura-net and rule-based mechanisms for fraud
detection within the Third-Generation UMTS.

5.5.1 Toll Ticket Statistics

A toll ticket is prepared for every call made on a mobile telephone and, to give an idea of the
size of the data collected as awhole, an exampleis given here of a recent analysis of the Vodafone UK
GSM network. There are approximately one million toll tickets generated per weekday, plus
approximately one million toll tickets generated per weekend. Thus the weekly toll ticket count isin
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theregion of six million. If an assumed 200 bytes of information is contained in each Toll Ticket, this
equates to an upper bound of approximately 1 Gigabyte of information per week.

5.5.2 Contentsof aTall Ticket

Thetoll ticket contains details such as the base station used in the caller’s initial connection,
the a-number, equipment serial number (IMEI) and subscriber number (IMSl), the date time and
duration of the call and the b-number. Other details refer to the call class, such as international calls
or premium-rate calls.

Depending on the nature of the call being made, data might not be recorded regarding
certain subscriber-related information. For example, if the call is to a fixed terrestrial (PSTN/ISDN)
system or to a communications network abroad, then no mobile subscriber number exists for the
recipient.

Note that the data typesin the various fields of a GSM toll ticket are either of fixed length or
have a fixed maximum length.

A failed call attempt does not cause a tall ticket in GSM. The “Cause for Termination” field
is used to indicate causes for termination of a call, such as “terminated by calling party”, “terminated
by called party”, “time-out” or “network failure” etc.

A “partial call” is not a result of a dial-on call; it is used to refer to a toll ticket which is
generated during a call which exceeds a given time duration threshold. For example, a call which
exceeds a time duration of 6 hours may cause the generation of atoll ticket for a partial call. In this
case, a “partial record number” would be assigned to the toll ticket together with the appropriate
“Cause for Output”, allowing thetoll ticket to be uniquely associated with any other toll tickets caused
asaresult of that particular call.

5.5.3 GSM Toall Ticket Fields

For the GSM communications system, there are eight types of data sets depending on what
type of call isbeing made. The eight call-type classes are :-

» Mobile-Originated (MO)

e Land-to-Land (LL)

* Mobile-Terminated (MT)

* Forwarded (FWD)

» Roamer Call Forward (RCF)

* Supplementary Service (SS)

* Short Message Service (point-to-point) Mobile-Originated (SMSMO)
* Short Message Service (point-to-point) Mobile-Terminated (SMS/MT)

In al, there are a total of 52 different fields within a GSM Toll Ticket, excluding any data
specific to the particular billing system. It is intended that a description of the position, (maximum)
length and purpose of each (relevant) field within a GSM tall ticket will be provided by Vodafone,
specific to any sets of GSM toll tickets which are provided for analysis. Also a suggestion will be
made of the relevance of each individual toll ticket field, with respect to the analysis of the toll tickets
for the purposes of detecting fraud. Note that GSM specification 12:05 gives a comprehensive
description of the data types included in toll tickets, produced by the MSC for analysis by the Billing
Centre,

- Page 28 -



Initial report on security requirements ACO095/ATEA/W21/DSP/02/B

Table 5-8 (below) shows the format of GSM Toll Tickets for Mobile-Originated (MO) Calls,
where data is collected in 34 fields. It is intended that Vodafone will provide a comprehensive list of
the data fields which are included in the different types of toll ticket, specific to the eight different
types of call.

With respect to Table 5-8, the Record Type identifies whether it is a Mobile-Originated call,
Land-to-Land, etc., and the Record Number is a sequential number of generated toll tickets. The
Call Reference is unique to a Mobile Services Switching Centre (MSC), and the Partial Record
Number is a sequential number of a partial record. The Cause For Output field records whether or
not thisis a partial call. The Number of SS Records refers to the number of supplementary service
records relating to one call.

The Calling IMEI (International Mobile Equipment Identity) and Calling IMS
(International Mobile Subscriber Identity) identify the subscriber and the telephone being used to
make the call. The Calling Number identifies from which directory number the call is being made
(the a-number) and the B-Type Of Number notes whether (for example) the dialled number is an
international call. The Called Number is the directory number being dialled and the First L ocation
Area ID and Last Area Location 1D indicate from which area code the call is being made and to
whereit isbeing made. TheFirst Cell ID and Last Cell 1D identify the cells relating to this call. The
Last Exchange ID isthe MSISDN (Mobile Station ISDN) of the Exchange.

Fidd Contents Fidd Contents
1 Record Type 18 Charging Start Time
2 Record Number 19 Chargeable Duration
3 Call Reference 20 Cause For Termination
4 Partial Record Number 21 Data Volume
5 Cause For Output 22 Chargeable Service Type
6 Number Of SS Records 23 Chargeable Service Code
7 Cdling IMS| 24 Secondary Service Type
8 Calling IMEI 25 Secondary Service Code
9 Calling Number 26 Tariff Class
10 B Type Of Number 27 Call Type
11 Called Number 28 Half-Rate Indicator
12 First Location Area D 29 Non-Transparency |ndicator
13 First Cdl ID 30 Category
14 Last Exchange ID 31 IMS Class Mark
15 Last Location Area|D 32 Out Circuit Group NR
16 Last Cdl ID 33 DTMF Sender Indicator
17 Channd Allocation Time 34 AQOC Indicator

Table 5-8 : Summary of Useful Indicators at the Present Time as a Function of Type of Fraud

The Channel Allocation Time is the time of seizure of the channel. The Charging Start
Time notes when the call starts, and the Char geable Duration is used to determine how long the call
was. The Cause For Termination notes the reason for the success or failure of a call attempt. The
Data Volume is the number of 64-Octet packets transmitted on a bearer service. The Chargeable
Service Code is the primary service for which the customer is charged. The Chargeable Service
Type determines whether the Chargeable Service Code is a bearer service or atele-service code.

The Secondary Service Code is given if a tele-service has been used. This then contains the
associated bearer service code. The Secondary Service Type qualifies the Secondary Service Code if
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atele-service has been used. The Tariff Class identifies the charging attributes for the call. The Call
Type notes what type of call record is being generated by the MSC. The Half-Rate Indicator notes
whether the serviceis at full-rate or half-rate. The Non-Transparency Indicator indicates whether a
cal is “transparent”. The Category field records the priority or the function of the call
(ordinary/priority, testphone/payphone).

The NS Class Mark is the power capability of the mobile equipment. The Out Circuit
Group NR notes the number of the trunk circuit group from the Public Switched Telephone Network.
The DTMF Sender Indicator records whether the Dual Tone Multi-Frequency (DTMF) indicator is
on or off. Finally, the AOC Indicator indicatesif an Advice Of Charge is associated with this call.

5.6 APPENDI X: Possible Subscriber Profile

A possible customer profile based on network-provided data to be used for the detection of
fraud. Typical data fields may include the following :-

MSISDN :
IMSI :

SUBSCRIPTION TYPE:
ADD. SERVICES:
ADDITIONAL MSISDNSs:

BARS (OPERATOR):
BARS (SUBSCRIBER):
HLR ID:

VLR ID (CURRENT):

# CALLS/DAY :
AVG CALL DURATION :
CELLSUSUALLY USED:

CALLS/DAY INTERNATIONAL :
DESTINATIONS OF INTERNATIONAL CALLS (COUNTRIES):

CALLSWEEK ROAMING:
AVG CALL DURATION ROAMING:
COUNTRIES USUALLY ROAMED:

AVG MONTHLY BILL:
CREDIT LIMIT:

CALL FORWARDING AVAILABLE:
NUMBER OF DIVERTS USUALLY APPLIED /TYPE
CALL FORWARDED NUMBERS USED (frequently-used numbers):
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#OF CALLSLAST HOUR:

INTERNATIONAL CALLS LAST HOUR (to a specific country):

FROM CELL:

AVG WEEKEND USAGE:
HOURS WEEK ENDS (busy period):
HOURS WEEKDAY S (busy period):
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6. UMTS: thethird generation mobile telecommunications system &
migration towardsUMTS (WP2.1)

6.1 Introduction

The Universal Mobile Telecommunications System (UMTS) is the third generation mobile
telecommunications system, scheduled to start service in Europe around 2000-2005 to provide a range
of telecommunications services to mobile and stationary usersin avariety of environments.

Here are some general objectives for the third generation mobile telecommunications system (General
Objectives arelisted in [3]):

Integration of existing telecommunication servicesinto a single system.

Personal mobility by using an identification module on any mobile station.

Universal Personal Telecommunications (UPT)

Controal of theft, fraud and abuse

Security @ The same security must be given as in the fixed network. Due to the
vulnerability of the radio interface in maobile communications, special precautions will be
taken to guarantee security.

6.2 Role Modd

The concept of a Role Modd is introduced where the various actors (persons, legal entities, or
machines as their delegates) are assigned a role and relationships are defined between the roles. A
simplified representation of the model is depicted in Figure 6-1.

subscription

subscriber billing service provider

)
i

service profile

delegation l T accounting

management

Figure 6-1: Simplified Role M odel

The UMTS role model consists of 4 actors, the user, the subscriber, the service provider and the
network operator.

Between these actors relations can be defined:
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subscription : a contractual relationship between a subscriber and a service provider, defining
among other things, the services subscribed to and the tariffs that Will be applied

delegation : the subscriber authorises a user to use (a part of) the telecommunication services
subscribed to; this authorisation isimplemented in a user service profile

service profile management : the relationship between the user and the service provider,
devoted to modification of the relevant user service profile data, as agreed at subscription

usage : the use of telecommunication services as agreed at subscription; the user uses network
capabilities provided by the network operator to access telecommunication services

accounting : the network operator notifies the service provider of the use of telecommunication
services invoked by the users, who are using a subscription to the service provider; thisis a
prerequisite to billing

billing : the subscriber receives nctification of the monetary counterpart of the use of
telecommunication services by its users.

6.3 Functional Model
In [9] adraft functional modd is defined (See Figure 6-2)

In the end-to-end functional mode a distinction is made between

a. home network of user A (or user A related service provider)
b. home network of user B (or user B related service provider)
C. originating network
d. terminating network

The home networks are understood to act in their role as service provider only, hence the FEs SSF /
CCF, SCAF and RACF are not shown. In the originating network SSF / SCF and RACF are shown
sincethese FEs are used in call / connection related signalling.

Intermediate networks are not shown in the figure. A box drawn between the originating network and
the terminating network shows that it must be possible to establish a relation between the terminating
SCF and originating SCF, and between the terminating SSF / CCF and the originating SSF / CCF. In
principle the intermediate network(s) should be transparent to the originating and terminating
networks.

Asit is an assumption for UMTS that the connection control is separated from the call contradl, it is
not necessary to show service control or call control entities in intermediate networks. Connection
control is deemed to be available in intermediate networks, but the only requirement is that the
connection control related functionality can inter-work with the connection control functionality in
the originating and terminating networks.

In the following sections some mobile specific entities and functions are described.

The following actions require relations among instances of SDF FEs
registration
Location update
possibly call set-up

The following actions require relations among instances of SCF FEs

split charging
call set-up
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handover provision of identical VPN functionality across networks of different network operators
provision of VHE

On the terminal side a functional entity is inserted that represents the handover control functionality
necessary for aterminal initiated / controlled handover. ThisFE is called TACAF.

The TACAF may include the following functionality with respect to handover control:

determination of the transmission mode and, if needed, determination of the relevant connection
type to support the required service;

indication of relevant data needed for aradio resource allocation request;

co-ordination of link establishment and release (e.g. for terminal controlled handover);

processing control of data having a local significance (e.g. radio measurement samples used to
monitor and decide on terminal controlled handover);

The TACAF's functionalities regarding paging include:
reply at the paging request from the SCF.
The functions of the BCAF are
establishing theradio link
maintaining the radio link (power control, timing advance)

monitoring of link quality (bit error rate, frame error rate etc.)
releasing the radio link

user A service provider user B service provider

terminal user terminal user

call / connection related functionality

Figure 6-2 : End to End functional model

Definitions of the IN functional entities used in Figure 6-2.

SDF - Service Data Function (Mobile) : This function handles storage and access to service related
data and network data and provides consistency checks on data. It hides from the SCF the real data
implementation and provides alogical data view to the SCF.
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SCF - Service Control Function (Mobile) : For UMTS this function contains the overall service
and mobility control logic and handles service related processing activity. It supports all mobile
specific functions and provides overall service control. Service logic is invoked by service requests
from other functionalities to support location management, mobility management, security
management and user service control as defined.

SCAF - Service Control Agent Function : This functional entity interacts with the MCF and SCF.

MSF - Mobile Storage Function : This is a pure data storage function at the mobile side of the
radio interface.

MCF - Mobile Control Function : This function contains the service logic and service related
processing required at the mobile side of the radio interface. It supports al mobile specific functions
(e.g. location management, mobility management, identity management) and provides local service
control.

CCF - Call Controal Function :

In general the CCF includes the following functionalities:
analyse and process service requests;
establish, maintain and release calls;
request for allocation of network bearer resources;
execution of some types of handover

provide information relevant to charging

SSF - Service Switching Function :
The SSF is the service switching function, which interacts with the CCF and the Service Control
Function (SCF).

BCF - Bearer Control Function :
This function controls the bearer connection dements in the fixed network in order to provide the
bearer capabilities requested by the CCF.

BCAF - Bearer Control Agent Function :
Thisfunction isresponsible for the control of the radio bearer connection at the terminal side.

MCCF Mabile Call Control Function :
The MCCF is the agent between the user and the network call control functions.

TACAF - Terminal AccessControl Agent Function :
Thisfunction isresponsible for the control of terminal initiated handover at the terminal side.

RACF - Radio Associated Control Function :

This functional entity provides the control functionality required in the radio access subsystem. The
role of the RACF is to drive the actions which have to be performed by other FE's for radio resource
allocation/de-allocation (e.g. RRC) and radio bearer connection establishment/release (e.g. RBCF).
The RACF is also responsible of some local supervisory actions like processing control needed for the
handover monitoring and decision phases and co-ordination between the RBCF and BCF in order to
maintain the context of the end-to-end connection (e.g. during handover execution).
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6.4 Migration

6.4.1 What ismigration towardsUMTS?

Both UMTS and FPLMTS give definitions for migration and evolution towards third generation
[6,13] :
Evolution towardsUMTS::
A process of change and development of a telecommunications system towards the capabilities and
functionalities of UMTS.
MigrationtoUMTS:
Movement of users and/or service ddivery from existing telecommunications systemsto UMTS.

In the ACTS Proposal one can read that the objectives of Work Package 2.1, to which this document
will be the first contribution, include both evolution and migration to UMTS (See Section 3.3.3 in
[16])

In this document “ migration” will include both migration and evolution as defined above.

6.4.2 Why migration towardsUMTS

The requirement for migration is based on the UMTS system requirements defined in ETSI ETR
/SMG 050103 [5], which are themselves based on the UMTS objectives defined in ETSI ETR/ISMG
50101 [3].

Some of the system requirements are listed here:

R092 : UMTS aims at the convergence of current mobile and fixed network services with cost
efficient re-use and development of functionality for maximum efficiency.

R096 : The UMTS standard must enable the provision of cost effective, efficient interworking with
second generation mobile systems and fixed systems. Ideally, seamless service delivery is required,
enabling services to be provided transparently across several networks.

R098 : Provision shall be made for the support of terminal roaming between second generation
systems and UMTS. This shall not constrain the UMTS standards.

R099 : Provision shall be made for SIM/UIM roaming between second generation handsets and
UMTS handsets.

6.4.3 Standardisation of migration
This section summarises some documents describing migration.

6.4.3.1 ETSI : SMG 050104 Scenarios and considerations for the introduction of
the UMTS[6]

In this document some candidates for migration are discussed:
GSM/DCS1800/DCS1900
S-PCN (Satdllite Personal Communications Network)
DECT (Digital European Cordless Telecommunications)
IN and fixed network

Two important examples for migration towards UMTS are mentioned :
“ GSMI/DCS, DECT/GSM, IN. The further evolution can comprise the introduction of a new
(UMTS) air interface, increased bit-rates and enhancements of the MAP to fulfil UMTS system
requirements. Potentially also new base station system technologies might be introduced.
Gradually GSM evolves and in the end UMTS services can be offered.”
“ Adding IN-capabilities with mobility support and radio access subsystems to the fixed networks
forms the second main track towards UMTS. CTM is one such example.”

A “four level and three step model” is defined :
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Each level contains new technology and is a step to UMTS. Level 1 is the current situation (GSM
Phase 2, IN CS-1, B-ISDN CS-1, D-AMPS, PDC/PHS). The new technologies introduced in the new
stepsare:

step A : GSM Phase 2++, Advanced PDC/PHS, IN CS-2, B-ISDN CS-2.1 and CS-2.2

step B : IN CS-3, B-ISDN CS-3, new frequency band added, new air interface added

step C: to UMTS.

A modular approach is defined :

The whole system is divided into modules with, as an example of different modules : user data (user-
id, subscription,...), terminal, access subsystem, transport subsystem, service subsystem, mobility
subsystem, security subsystem. Each module can be maintained, enhanced or changed as it complies
with the UMTS standards and, if necessary, till being backwards compatible with the previous
version.

The importance of backwards and forward compatibility are emphasised
Backwards compatibility means that a user should be able to use his second generation terminal after
the network is upgraded to third generation. Third generation terminals should also be unable in to
operate in a second generation network.

Forward compatibility means that a second generation terminal should be prepared for network
capabilities that will be introduced in third generation networks.

The “ Virtua Home Environment” (VHE) is considered as an important system concept : “The
primary aim is to provide the user (subscriber, service provider or network operator) with a
comprehensive set of services, features and tools, which have the “ same look and feel” whether they
are used “ at home or abroad” -hence the term* Virtual Home Environment” .

Enhancements to this document can be expected. There are already two proposals : CTM evolution
scenario towards UMTS written by Telenor and a GSM evolutionary scenario written by Telecom
Finland. The last proposal refines the four level and three step model.

6.4.3.2 Draft report on evolution and migration FPLMTS, Document 8-
VUTEMP/218E [13]

This document has been a base for ETSI SMG 050104 [6] (See Section 6.4.3.1) so most of the ideas
described are the same. This document [13] is more extensive because FPLMTS will start from awide
range of technologies from different countries. Some differences are:
- An Evolution Framework is defined which concludes with the same modular approach as UMTS
Standardisation of a Radio Bearer Adaptation Functionality
Standardisation of a User Identity Module (UIM) : with evolution towards a common UIM.
Software-Defined Radio Technologiesin FPLMTS
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7. Security in second and third generation mobile systems (WP2.1)

7.1 Introduction

The following sections describe security in second generation and security in third generation systems.
Section 7.2 describes security in GSM and DECT.

Section 7.3 describes the security featuresin UMTS for which mechanisms are proposed until now.
The only security features for which mechanisms are available is authentication.

7.2 Security in second generation systems

721 GSM

GSM security features are standardised in GSM 02.09 [2].
The following security features are considered :

— subscriber identity (IMSI) confidentiality

— subscriber identity (IMS]) authentication

— user data confidentiality on physical connections

— connectionless user data confidentiality

— dignalling information element confidentiality

7.2.1.1 Subscriber identity (IMSI) confidentiality

The purpose of this function isto avoid an intruder being able to identify which subscriber isusing a
given resource on the radio path. The provision of this function implies that the IMSl (International
Mobile Subscriber |dentity) should not normally be transmitted in clear text in any signalling message
on the radio path.

The means used to identify a mobile subscriber on the radio path consists of a TMSI (Temporary
Mobile Subscriber Identity). The TMSI is allocated by the VLR (Visitor Location Register) where the
MS (Mobile Station) is registered.

The very first time that a MS registers in the network or after a software failure in the VLR, the fixed
part of the network can require the MSto send the IMS] in clear. A new TMSI is alocated and sent to
the MSin ciphertext.

Figure 7-1 demonstrates the use of the TMSI : “Location Updating in a new VLR; old VLR not
reachable’. It is an example where the IMSI has to be used because no information can be obtained
using the TM S, since the old VLR can not be contacted.
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7.2.1.2 Subscriber identity (IMSI) authentication

Subscriber identity (IMS]) authentication is the corroboration by the land-based part of the system that
the subscriber identity (IMSI or TMSI), transferred by the mobile subscriber within the identification
procedure at the radiopath, isthe one claimed.

The authentication of the GSM PLMN subscriber identity may be triggered by the network when the

subscriber appliesfor:

- a change of subscriber-related information eement in the VLR or HLR (including some or all
of: location up-dating involving change of VLR, registration or erasure of a supplementary
service); or

- an access to a service (including some or al of: set-up of mobile originating or terminated
calls, activation or deactivation of a supplementary service); or

- first network access after restart of MSC/VLR,;

or in the event of cipher key sequence number mismatch.

The authentication procedure consists of :
The fixed subsystem transmits a non-predictable number RAND to the MS
The MS computes the signature of RAND say SRES, using algorithm A3 and some secret
information: the Individual Subscriber Authentication Key, denoted below by Ki.
The MS transmits the signature SRES to the fixed subsystem.
The fixed subsystem tests SRES for validity.
Note that this procedureis also used to set the ciphering key (see section7.2.1.3.2).
The general procedure is schematised in Figure 7-2

YHLLLLLLLLLLO vHLLLLLLLLLLLLLLLLLLLO vLHLLLLLLLLLLLLLO
X e X 395 AK O Ocex XX 2Mee00& ox£2m x
DLLLLLLLLLLLA DLLLLLLLLLLLLLLLLLLLLA DLLLLLLLLLLLLLL A
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O Y2 X BEH%H=0
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X X X X
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X oI ¢ A AN XGH
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X
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Figure 7-2 : The authentication procedure
NOTE: IMSI isused to retrieve Ki in the network.
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Algorithm A3 is PLMN operator specific. Only the formats of their inputs and outputs must be
specified.

The Subscriber Authentication Key Ki is allocated, together with the IMSI, at subscription time. Ki is
stored on the network side in the Home Public Land Mobile Network (HPLMN), in an Authentication
Centre (AuC). A PLMN may contain one or more AuC. An AuC can be physically integrated with
other functions, e.g. in a Home Location Register (HLR).

Several scenarios are possible when a VLR wants to perform an authentication, depending on whether
the TMSI or IMSI is used for identification, and whether the TMS| can be used to retrieve security
information already available in the old VLR. This security related information consists of a Random
(RAND), a Signed Response (SRES) and a ciphering key Kc which will be used later for ciphering.
These three together are called atriplet.

When no triplets are available in the VLR or can’t be retrieved from the old VLR (in case the MS
performs a location update in a new VLR), then the triplets are requested to the HLR/AuC.

7.2.1.3 Confidentiality of signalling information elements, connectionless data and
user information elements on physical connections.

Thefollowing information is considered sensitive and must be protected against eavesdropping:

- Signalling information elements
To ensure identity confidentiality, the Temporary Mobile Subscriber Identity must be transferred
in a protected mode at allocation time and at other times when the signalling procedures permit it.
The confidentiality of connection-less user data requires at least the protection of the message part
pertaining to OSI layers 4 and above.

. User data

Confidentiality is achieved by one mechanism and is situated in the OS| layer 1.

Four points are specified:

- the ciphering method;

- the key setting;

- the starting of the enciphering and deciphering processes;

- the synchronisation.

7.2.1.3.1 The ciphering method

Stream ciphering is done using the key Kc (ciphering key) generated during authentication (See
section 7.2.1.2) and the ciphering algorithm A5. Algorithm A5 is specified in Annex C of GSM 03.20
[1].

A5 isnot PLMN specific. However several A5 versions are possible and negotiation between the MS
and the network is carried out to decide on which A5 to use.

7.2.1.3.2 Key sting

The key Kc is generated during the authentication procedure (See section 7.2.1.2). Kc is calculated at
the same time as SRES and is transmitted from the AuC to the VLR together with SRES. Algorithm
A8, which isPLMN specific is used for the generation of Kc.

Key setting is schematised in Figure 7-3.
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Figure 7-3: Key setting

7.2.1.3.3 Starting the ciphering and deciphering processes

A digtinction is made between data on a Dedicated Control Channel (DCCH) and data on a Traffic
Channel (TCH).

On a DCCH the start of enciphering is under control of the network. See Figure 7-4.

The BSS sendsin clear text a message “ Start cipher” and deciphering is started in the BSS. The MS
starts enciphering and deciphering and sends its next message (any message) enciphered. When this
message is deciphered correctly in the BSS, enciphering is started in the BSS.

On a TCH enciphering and deciphering are started as soon as a key is present, unless “ Null Cipher”
modeis selected.
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Figure 7-4 ;. Starting of the enciphering and deciphering processes

7.2.1.3.4 Synchronisation
The enciphering stream at one end and the deciphering stream at the other end must be synchronised,

for the enciphering bit stream and the deciphering bit streams to coincide. The underlying
Synchronisation schemeis described in Annex C of [1].
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7.2.2 DECT security

DECT security features are standardised in [17].

DECT defines following security features:
- authentication of the DECT terminal
authentication of the DECT network operator
mutual authentication of DECT terminal and DECT network operator
data confidentiality on the common air interface
User authentication

Mutual authentication may be provided by combining the two other authentication security features.

The user authentication service allows the network or fixed part to authenticate a user of a DECT by
checking a User Personal Identity (UPI) value associated with that user. This service is similar to on-
line personal identity number (PIN) verification provided by banking systems.

7.2.2.1 Authentication

In the following sections the authentication of the DECT terminal and the DECT network operator
are described. The DECT standard leaves multiple options on how to implement the authentication
mechanism. The mechanism described below uses the session key for roaming with mutual
authentication, with the possibility of using different algorithms.

In DECT the user is normally associated with a specific terminal, since the DECT Access Module, is
currently still under standardisation and not yet commonly used. As a result, the user’s identity is
contained in the DECT terminal.

Following symbols are used:

K secret user key, uniquely assigned to one user, only known by the terminal/user and the
service provider
RS random number for generation of session key

KS session key for authentication of DECT terminal

KS session key for authentication of the DECT network operator

RAND_P random number generated by the mobile terminal

RAND_F random number generated by the network

XRESL response calculated by authenticating entity, for terminal to network authentication
RES1 response calculated by entity to be authenticated, for terminal to network authentication
XRES2 response calculated by authenticating entity, for network to terminal authentication
RES2 response calculated by entity to be authenticated, for network to terminal authentication
A1l  session key generation algorithm for mobile to network authentication

Al12  authentication algorithm for mobile to network authentication

A21  session key generation algorithm for network to mobile authentication

A22  authentication algorithm for network to mobile authentication
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7.2.2.1.1 Authentication of the DECT terminal

DECT DECT DECT
Terminal Network Service Provider
RS K
RS, KS KS

RAND F KS =

K RS - "PANDF  xREs1 Dok
Authentication REQUEST

KS RAND_F

RES1

RES1 DCK >
Authentication REPLY  RES1 = ? XRESL

The DCK (derived cipher key) will be used to encrypt the air interface, by means of a stream cipher
algorithm. An algorithm proposed by DECT is DSC (Dect standard cipher).

7.2.2.1.2 Authentication of the DECT network operator

DECT DECT DECT
Terminal Network Service Provider
RS K
RAND_P RS, KS Ks

> RAND_P KS =
Authentication REQUEST

RES2, RS RES?
Authentication REPLY

K RS <

KS RAND_P

XRES2
RES2 = ? XRES2

For the algorithms A11, A21, A12 and A22 DECT proposes to use the DSAA (DECT standard
authentication algorithm).
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If session keys are used for roaming, A11 and A21 can be chosen to be service provider specific.

An established session key KS/KS' can remain valid during longer periods, this avoids signalling to
the home network for future authentications.
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7.3 Security in third generation systems

7.3.1 Security requirements

The Security requirements for UMTS arelisted in ETSI SMG 050901 [7]. They aredivided into :
customer security reguirements
provider security requirements
supplementary service security requirements
UPT security reguirements
satellite security requirements
PMR security requirements

Only customer and provider security requirements are listed in ETSI SMG 050901. The other sections
are dtill open.

7.3.2 Mechanismsavailable

Currently detailed proposals are only available for authentication mechanisms.
All proposed authentication mechanisms do more than just authentication of the mobile user to the
network and vice versa.

Securlty featuresrealised by all of them are;
mutual authentication of the user and the network
key agreement for ciphering of the air interface
confidentiality of the user identity on the air interface

In addition some of them realise;

authentication of the service provider towards the user
non-repudiation of part of the transmitted data
assurance that certificates are not revoked

In the following sections 3 currently proposed authentication mechanisms are described in a unified
notation.

Each mechanism till has some proprietary symbols and notation, depending on the specific needs.
For each mechanism alist of provided security featuresis given and a description of how the security
featureis provided.

The three mechanisms are;
A challenge-response mechanism using symmetric key techniques (Royal Holloway)
A public-key based mechanism (Siemens)
A public-key based mechanism (KPN)

Currently in SMG SG the definition of a general framework is under study.

7.3.2.1 Used Symbols and Notations

This section lists the symbols and notations used in the following protocols (section 7.3.2.2 to
7.3.2.4).

Il concatenation
Ak session key generation algorithm : This algorithm takes as input a secret key and a

data string and outputs a session key Kg.
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AUTHp
AUTHg
AUTH

CA
CertN

CertU

CIPHy
CIPHg
cs

datal, data2,
data3

Dec

Enc

expon
f

IMUI

Ak (K,data) denotes the encipherment of data with algorithm Ak and key K.
user-network operator key generation algorithm : This algorithm takes as input a
secret key and a data string and outputs a user-network operator secret key Kyjy.
Ap (K,data) denotes the encipherment of data with algorithm Ay and key K.
Service provider authentication algorithm : This algorithm takes as input a secret
key and a data string and outputs a check value AUTH. Ag (K,data) denotes the
encipherment of data with algorithm Ag and key K.

User authentication algorithm : This algorithm takes as input a secret key and a data
string and outputs a check value AUTH. Ay (K,data) denotes the encipherment of
data with algorithm A and key K.

Value to authenticate the network operator to the user, mostly this will be a
challenge response value.

Value to authenticate the service provider to the user, mostly this will be a challenge
response value.

Value to authenticate the user to the network operator, mostly this will be a

challenge response value.

Certification Authority

a valid certificate, issued by a certification authority CA, on the public key of the
asymmetric signature system of N, available at N

a valid certificate, issued by a certification authority CA, on the public key of the
asymmetric signature system of U, available at U

Data used to conceal TMUIp

Data used to conceal TMUIg

Certificate Server, may coincide with the service provider of the user
anonymity algorithm : This algorithm takes as input a secret key, a data string, and

possibly a key offset, and outputs a string CIPH used to conceal a temporary user
identity. Cy( K, data, KO) denotes the encipherment of data with algorithm Cy, key

K and key-offset KO (optional).

optional datafields

A decryption algorithm, corresponding with the encryption algorithm Enc

A symmetric encryption algorithm. Enc(K,data) means data encrypted with
encryption algorithm Enc and key K

modular exponentiation

may be the identity function or a compressing function. The requirement is that f(x)
depends on all bits of x.

generator g, known by UIM/terminal, Network Operator, and Service Provider. g is
a generator of a finite group G, e.g. the multiplicative group of a finite field or a
subgroup of an dliptic curve, in which the Discrete Logarithm Problem is hard.

public key agreement key of the Network Operator.

public key agreement key of the Certificate Server.
one-way function

hash function

hash function

identity of the Certification Authority

identity of the certificate server

identity of the network operator

International Mobile User Identity
Secret authentication key shared between user and network operator

Key Offset
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KS
Ksu
L

NO
NOID

PK_CA
PK_CS
PK_NO
PK_SP

PK_U

RND
RND u
S

Siges
Signo
Sigy
SK_CA
SK_CS
SK_NO
SK_SP
SK U
TMUIp

TMUIg

TS1
u
UIM/Termina

Verc,5
Verno
Veru

Secret session key shared between user and network operator

Secret authentication key shared between user and service provider

length of session key Kg

Network operator

Network Operator Identification

aprime

public key of Certification Authority used to verify signatures from the Certification
Authority.

Public key of the Certificate Server used to verify signatures from the Certificate
Server.

Public key of the Network Operator used to verify signatures from the Network
Operator.

Public key of the Service Provider used to verify signatures from the Service
Provider.

Public key of the user used to verify signatures from the UIM/Terminal.

the order of the generator g, with q | p - 1 alarge prime

Random challenge, generated by the network operator

Random challenge, generated by the user

secret key agreement key of the Network Operator.

A secret signature transformation owned by the certificate server.
A secret signature transformation owned by the network operator.
A secret signature transformation owned by the user.

Secret key of the Certification Authority used to generate signatures.

Secret key of the Certificate Server used to generate signatures.

Secret key of the Network Operator used to generate signatures.

Secret key of the Service Provider used to generate signatures.

Secret key of the user used to generate signatures.

Temporary user identity assigned by a network operator, used for identification of

the user towards the network. The notation TMUI ' isanew identifier.
Temporary user identity assigned by a service provider, used for identification of the
user towards the service provider. The notation TMUIg' isanew identifier.

Time Stamp 1

secret key agreement key of the Certificate Server.

The combination of the UIM and the termina denoting the user. No decision is
made here whether the key storage or algorithm calculation are done in the UIM or
in theterminal.

A verification algorithm, corresponding with the signature algorithm Sigeg

A verification algorithm, corresponding with the signature algorithm Sigy,q
A verification algorithm, corresponding with the signature algorithm Sig,
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7.3.2.2 A challenge-response mechanism using symmetric key techniques (Royal
Holloway)

In SMG 050901, Security principles for the UMTS[7], clause 9, a security mechanism is defined.

It is a challenge - response mechanism using symmetric key techniques, providing mutual
authentication between user and network operator/service provider, and incorporating user identity
confidentiality and session key generation. The mechanism was developed at Royal Holloway,
University of London.

In clause 11 of [7] this mechanism is mapped into the UMTS functional modd.

There are two cases : Current Registrations where the user is already registered with the network
operator where it is currently roaming. The user and the network operator aready share a temporary
identity TMUI and secret key K.

New Registrations where user and network operator don’t share any secret information.

7.3.2.2.1 Current registrations

7.3.2.2.1.1 PROTOCOL GOALS

- mutual authentication between Network Operator and UIM/Terminal.
- establishment of a new sesson key Kg with mutual key authentication, mutual key freshness

assurance
- assignment of a new temporary identity TMUI ;.

- user identity confidentiality on the air-interface.
- user identity confidentiality to the Network Operator.

7.3.2.2.1.2 PREREQUISTES ON MECHANISM
- The UIM/Terminal has a temporary identifier TMUI which is assigned by the Network Operator
during a previous registration. The TMUI is unique to the registering UIM/Terminal and is only

known to the Network Operator and the UIM/Terminal.
- The UIM/Terminal and the Network Operator share a unique secret key Ky which is assigned

by the user’s Service Provider during a previous new registration.

7.3.2.2.1.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-5 .

The mechanism consists of three messages exchanged between the user and the network operator. The
service provider is not involved. The three messages areindicated in the figure with M1, M2 and M3.
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UIM/Terminal Network operator

TMUIn, RNDy

M1

v

RNDn, TMUIN' xor CIPHN, AUTHN

<

M2

AUTHuy
M3

v

Figure 7-5: Royal Holloway, Current registrations

The UIM/Terminal generates arandom number RND .

Message M1:

The UIM/Terminal sends his temporary identity TMUI and RNDy to the network operator.
The Network operator generates RNDy and a new temporary identity TMUI' for subsequent use

between the UIM/Terminal and the network operator, and calculates :
— AUTHy = Ay (KNu.RNDy [|RNDy | TMUIY)

— CIPHN = Cy (KNny» RNDyy). CIPHN will conceal the new temporary identity TMUIN' when it is

transmitted the first time to the UIM/Terminal (message M2).
— asession key KS: AK ( KNU ) RNDU I RNDN I TMUlN').

Message M2:

The network operator sends RNDy; , TMUI' xor CIPHy and AUTH) to the UIM/Terminal. While
the Network Operator waits for message M3 it can calculate AUTH( = Ay (Kyy, RNDy || RNDy).

The UIM/Terminal calculates
— CIPHyjin the same way as the network operator did.

— TMUIN' = (TMUIN' xor CIPHp)) xor CIPHY
— AUTHy , Kg and AUTH); in the same way as the network operator did.
The UIM/Terminal compares the received AUTH) with the calculated one.

Message M3:

The UIM/Terminal sends AUTHy, to the Network operator. The Network operator compares the
received AUTH| with the previously calculated one.
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7.3.2.2.1.4 ACHIEVED GOALS

Session Key authentication of the UIM/Terminal to the Network operator :
No third party can calculate Kg because Kg is calculated with the secret information TMUI’

and secret key K-

Session Key confirmation of the UIM/Terminal to the Network operator :
Not achieved.
Session Key authentication of the Network Operator to the UIM/Terminal :
No third party can calculate K¢ because Kg is calculated with the secret information TMUIy’

and secret key Kyy. Verification of AUTHY assures the UIM/Terminal that TMUIY' is

assigned by the Network Operator.

Session Key confirmation of the Network Operator to the UIM/Terminal :
Not achieved.

Assurance to the UIM/Terminal that the Session key is fresh:
Kgisbased on RNDy , generated by the UIM/Terminal.

Assurance to the Network Operator that the Session key is fresh:
Kgisbased on RNDy, generated by the Network Operator.

Entity authentication of the UIM/Terminal to the Network Operator:
By verifying AUTHy, which is based on data RNDy and secret key K.

Entity authentication of the Network Operator to the UIM/Terminal:
By verifying AUTH) which is based on data RNDy and secret key K.

Non-repudiation of data sent by the UIM/Terminal:
Not achieved.
Non-repudiation of data received by the UIM/Terminal:
Not achieved.
Confidentiality of the user identity
The temporary identity TMUI hides the real user identity on the air-interface and also to the

Network Operator. A new temporary identity TMUI' is assigned by the Network Operator to
avoid tracing of the user. TMUI;' becomes the new TMUIy which will be used in cleartext
during the next registration or other communications (like call-setup).

7.3.2.2.2 New registrations

7.3.2.2.2.1 PROTOCOL GOALS

In addition to the goals for “Current registrations’ (section 7.3.2.2.1)
- authentication from the Service Provider to the UIM/Terminal.
- establishment of a new user-network operator secret key Ky

- assignment of a new temporary identity TMUIg'.

7.3.2.2.2.2 PREREQUISTES ON MECHANISM
- The UIM/Terminal has a temporary identifier TMUIg which is assigned by the Service Provider
during a previous registration. The TMUI g is unique to the registering user and is only known to

the Service Provider and the UIM/Terminal.
- The UIM/Terminal and the Service Provider share a unique secret key Kgy.

- Theidentification of the Network Operator (NOID) is used by the UIM/Terminal and the Service
Provider to calculate the secret key K. They must both know this identification in the same

format. If necessary it should be added in one of the messages.
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7.3.2.2.2.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-6.

The mechanism consists of five messages exchanged between the UIM/Terminal, the network
operator, and the service provider of the user. The five messages are indicated in the figure with M1,
M2, M3, M4 and M5.

UIM/Terminal Network operator Service provider

M1 TMUIs, RNDy M2 TMUIs , RNDy

v
v

TMUIS' xor CIPHs, KO, Knu, AUTHs

<

M3

TMUIs" xor CIPHs, AUTHs, RNDy, M4

<

KO, TMUIN' xor CIPHN, AUTHN

M5 AUTHy

v

Figure 7-6 :Royal Holloway, New Registrations

The UIM/Terminal generates RNDy.

Message M1:

The UIM/Terminal sends TMUIg and RNDy to the Network operator .

Message M2:

The Network operator sends TMUIg and RNDy to the Service Provider.
The Service Provider calculates:

CIPHg = Cy( Kgy, RNDyy, KO). CIPHg will conceal the new temporary identity TMUIG' when it

is transmitted the first time to the UIM/Terminal (message M3 and M4).
The service provider generates a new temporary identity TMUI g

AUTHg = Ag (Kgy, RNDy [ TMUIG)
Knu = An(Kgy, NOID, KO)

Message M3:

The Service Provider sends TMUIG' xor CIPHg , KO, Ky » AUTHg to the Network operator. The
Network operator calculates AUTHy,, AUTHy, CIPHN and Kg as in section 7.3.2.2.1.3 (Current
registrations), and generates a new temporary identity TMUI.
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Message M4:

The Network operator sends TMUIG xor CIPHg, AUTHg, RNDy, KO, TMUIy' xor CIPHY,
AUTHY to the UIM/Terminal :

The UIM/Terminal calculates
— CIPHy and CIPHg in the same way as the network operator and the Service Provider did,

respectively.
— TMUlg = (TMUlg xor CIPHg) xor CIPHg

— TMUIN' = (TMUIN' xor CIPHp) xor CIPHY

— AUTHg and Ky in the same way as the Service Provider did.

— AUTH, AUTHp and Kgin the same way as the Network Operator did.

The UIM/Terminal compares the received AUTH)y; and AUTHg with the calculated val ues.

Message M5:

The UIM/Terminal sends AUTHY to the Network operator.
The Network operator compares AUTHy with the cal cul ated value.

7.3.2.2.2.4 ACHIEVED GOALS

In addition to the goals achieved for “Current registrations* (section 7.3.2.2.1) :

Entity authentication of the Service Provider to the UIM/Terminal:
By verifying AUTHg which is based on RND| generated by the user and secret key Kgyy

Establishment of a new key Ky :
The new user-network operator secret key Ky can only be calculated by the UIM/Terminal

and the Service Provider and is sent to the Network Operator in message M 3.
Assignment of a new temporary identity TMUIg':

Verifying AUTHg assures the UIM/Terminal that TMUIG is generated by the Service
Provider. TMUIg' is sent encrypted to the UIM/Terminal.
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7.3.2.3 A public-key based mechanism (Siemens)

This mechanism is defined by Siemens AG in a contribution to SMG sg (SMG SG Doc 73/95) [18].
There are three versions of the protocol, called protocol A, B and C

7.3.2.3.1 PROTOCOL A

This is the case where authentic copies of public keys of the UIM/Terminal and the network operator
are adready available at the Network Operator and the UIM/Terminal respectively and, hence, are not
exchanged in the course of the protocol.

7.3.2.3.1.1 PROTOCOL GOALS

mutual explicit authentication of User and Network operator

agreement between the user and the Network operator on a shared secret key Kg with mutual
implicit key authentication

mutual key confirmation of the User and the Network operator

mutual assurance of key freshness

non-repudiation by the User of data sent by the User to the Network operator

confidentiality of theidentity IMUI of the User on the air interface

7.3.2.3.1.2 PREREQUISTES ON MECHANISM
The identity of the Network Operator is assumed to be known to the UIM/Terminal at the start of
the protocoal.
There is a finite group G with generator g, e. g. the multiplicative group of a finite field or a
subgroup of an eliptic curve, in which the Discrete Logarithm Problem is hard.
The Network Operator has secret and public key agreement keys s and gS respectively.
The UIM/Terminal possesses an asymmetric signature system with secret signature transformation
Sigy,. Inthe case of a signature with message recovery, Sig;,(M) denotes the signature itself. In the
case of asignature with appendix, Sig;,(M) denotes only the appendix.
An authentic copy of the public key PK_U of the asymmetric signature system of the

UIM/Terminal is available at the Network Operator . (It may have been distributed to the Network
Operator in an earlier run of protocol B or protocol C.)

An authentic copy of the public key agreement key gS of the Network Operator is available at the
UIM/Termina . (It may have been distributed to the UIM/Terminal in an earlier run of protocol B
or protocol C.)

It is assumed for protocol A that a compromise of the secret signature transformation Sig,, of the

UIM/Terminal need not be taken into account for non-repudiation.

7.3.2.3.1.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-7.

The mechanism consists of three messages exchanged between the user and the network operator. The
service provider is not involved. The three messages areindicated in the figure with M1, M2 and M3.
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UIM/Termina Network operator

v

RNDy;, AUTHp, Enc( K ,datal)
M2

A

Enc(Kg ,Sig(h3(K glldatal|data2)) ), Enc( Kg,IMUI) ,
Enc( Kg ,data?)

M3

v

Figure 7-7 . Siemens, Protocol A

The UIM/Terminal calculates gRNDU
Message M1:

The UIM/Terminal sends gRNDU to the Network operator.
The Network operator calculates:

— (gRN\Dy) s

— thesession key Kg = h1( (gRNDU) S| RNDY)

— AUTHp = h2(Kg)

Message M2:

The Network operator sends RNDy, AUTH) and Enc( Kg, datal)to the UIM/Terminal.
The UIM/Terminal calculates:

— (Q%RNDU

— thesession key Kg = h1((g9RNDuU || RNDy)

— AUTHN =h2(Kg)

— Enc( Kg,Sigy(h3(K glldatalldata)) )

— Enc(Kg,IMUI)

— Enc( Kg,data2)

AUTHY is compared with the one received from the Network operator.

Message M3:

The UIM/Terminal sends Enc( Kg,Sig(h3(K glldatal|data2)) ), Enc( Kg,IMUI) and
Enc( Kg, data2)to the Network operator.
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The Network Operator

— decrypts every part in the message with decryption algorithm Dec and session key Kg

— thuslearns the IMUI and knows which public key (PK_U) he has to retrieve from his database in
order to verify the signature

— knows Kg, datal and data2 and cal culates h3(K gl|datal||data2)

— retrieves h3(K gl|datal||data2) from Sig(h3(Kgl|datal|data?)) with verification algorithm Ver,
and key PK_U.and compares the two val ues.

7.3.2.3.1.4 ACHIEVED GOALS

Session Key authentication of the UIM/Terminal to the Network operator :
Implicitly by including a hash value in the third message : h3(K gl|datal||data2)

Session Key confirmation of the UIM/Terminal to the Network operator :
by including a hash value in the third message : h3(K g || datal || data2)

Session Key authentication of the Network Operator to the UIM/Terminal :
K is derived from the Network Operator secure key s

Session Key confirmation of the Network Operator to the UIM/Terminal :
by including a hash value h2(K) in the second message.
Instead of using a hash function for key confirmation, one could encrypt with K a quantity
known to both sides after the reception of M1.

Assurance to the UIM/Terminal that the Session key is fresh:
The session key is derived from the random value RND .

Assurance to the Network Operator that the Session key is fresh:
The session key is derived from the random value RNDy;.

Entity authentication of the UIM/Terminal to the Network Operator:
By including a signature on h3( Kg) in message M3, knowing that Kg is based on RNDy.

Entity authentication of the Network Operator to the UIM/Terminal:
Implicitly by providing key authentication, confirmation and freshness, since the key is based
on the secure key s and RNDy, which is generated by the UIM/Terminal.

Non-repudiation of data sent by the UIM/Terminal:
data? sent signed (Sig(h3(K gl|datal|ldata?))) and encrypted (Enc(K g,data2)) to the Network
Operator

Non-repudiation of data received by the UIM/Terminal:
datal received from the Network Operator is sent back signed (Sig(h3(K gf|datal||data2))) to
the Network Operator.

Confidentiality of the user identity
by encrypting the IMUI in the third message. Also the signature in the third message is
encrypted because an attacker may be able to detect the identity of the UIM/Termina by
verifying the signature. Whether this is possible - and hence, whether encryption of the
signature is truly needed - depends on the particular signature system and padding method
chosen.

7.3.2.3.2 PROTOCOL B

The protocal is executed between the UIM/Terminal and the network operator if a valid certificate on
the public verification key PK_U of the UIM/Terminal is available at the UIM/Terminal, but not at

the Network Operator, and a valid certificate on the public key agreement key gS of the Network
Operator is available at the Network Operator, but not at the UIM/Terminal.

7.3.2.3.2.1 PROTOCOL GOALS

In addition to the protocol goals defined for protocol A :
exchange of certified public keys between U and N
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7.3.2.3.2.2 PREREQUISTES ON MECHANISM
The same as for protocol A, except that
The UIM/Terminal has no authentic copy of the public key agreement key gS of the Network
Operator.
The Network Operator has no authentic copy of the public verification key PK_U of the
UIM/Terminal.
Thereis avalid certificate CertU, issued by a certification authority CA, on the public key PK_U
of the asymmetric signature system of the UIM/Terminal, available at the UIM/Terminal.
There is a valid certificate CertN, issued by a certification authority CA on the public key
agreement key gS of the Network Operator , available at the Network Operator.
It is assumed for protocol B that a revocation of the certificate CertU need not be taken into
account for non-repudiation.

The UIM/Terminal and the Network Operator possess the public key necessary to verify
certificatesissued by CA (PK_CA)

7.3.2.3.2.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-8.

The difference with protocol A isthat the UIM/Terminal does not know the public key of the Network
Operator and the Network Operator does not know the public key of the UIM/Terminal. Therefore the
UIM/Terminal will include in the first message (M1) the identification of the certification authority of
which the UIM/Terminal can verify signatures (idca). The Network Operator will include in the

second message (M2) his certificate signed by the corresponding certification authority (CA). The
UIM/Terminal can verify this certificate (CertN) and retrieves the public key agreement key gS of the

Network Operator which is used for calculation of (g%RNDU. In the third message (M3) the
certificate of the UIM/Terminal (CertU) is encrypted (Enc( Kg ,CertU)) in stead of the IMUI. After

receipt of message M3 the Network Operator retrieves the public key of the UIM/Terminal (PK_U)
from the user’s certificate and uses it for the other calculations.
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UIM/Terminal Network operator

RNDy g,

M1 9

v

RNDp;, AUTHy;, Enc( K¢ datal), CertN
< M2

Enc(K¢,Sigy(h3(K gldatal|ldata2)) ), Enc(Kg,CertU) ,
Enc( Kg ,data?)
M3

v

Figure 7-8 ;. Siemens, Protocol B

7.3.2.3.2.4 ACHIEVED GOALS

The same goal s are achieved in the same way as for protocol A except for :
Confidentiality of the user identity:

by encrypting the user certificate CertU in stead of the IMUI in the third message.
Exchange of certificates:

ideg IS sent in message M1 to indicate to the Network Operator which certificates can be

verified by the UIM/Terminal. The Network Operator sends a certificate on his public key
CertN to the UIM/Terminal in message M2. the UIM/Terminal sends a certificate on his public

key CertU to the UIM/Terminal in message M2.

7.3.2.3.3 PROTOCOL C

There is no authentic copy of the public key of the UIM/Terminal available at the network operator.

Thereis no authentic copy of the public key of the network operator available at the UIM/Terminal.

7.3.2.3.3.1 PROTOCOL GOALS

In addition to the protocol goals defined for protocol A :
distribution of public key PK_U of the UIM/Terminal, certified by a certification authority (CA),
from the certificate server (CS) to the Network Operator

distribution of the public key agreement key gS of the Network operator, certified by the Certificate

Server, from the Network operator to the UIM/Terminal

assurance for the Certificate Server that the public key it certifies is indeed the public key of the

Network operator

assurance for the UIM/Terminal and the Network operator that the certificates of the Network

operator and the UIM/Terminal respectively have not been revoked
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7.3.2.3.3.2 PREREQUIS TES ON MECHANISM
In additionto A :

the Certificate Server has access to up-to-date revocation lists relevant for the public keys of the
Network Operator and the UIM/Termina

Both the Certificate Server and the Network Operator are capable of creating and checking time-
stamps TS

Both the Network Operator and the UIM/Terminal possess the public key PK_CS needed to verify
signatures by the Certificate Server

The Certificate Server possesses a private-public key agreement key pair (u, g4)

The UIM/Terminal has an authentic copy of the public key agreement key g! of the Certificate
Server.

The Certificate Server possesses the public verification key PK_NO needed to verify signatures
made by the Network Operator using his private signature key SK_NO.

7.3.2.3.3.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-9.

The mechanism consists of five messages exchanged between the UIM/Terminal, the network
operator, and a Certificate Server trusted by the user. The certificate server CS has access to a
certificate on the public key of the UIM/Terminal, issued by a certification authority CA. CS and CA
may coincide. CS may be identical with the Service Provider of the UIM/Terminal.

The five messages are indicated in the figure with M1, M2, M3, M4, M5.

The flow of the messages exchanged between the UIM/Terminal and the Network Operator is
identical to that in protocols A and B. Over the air interface, the protocol itself is aso very similar to
protocols A and B. The major difference is that now a certified public key of the Network Operator is
distributed from the Network Operator to the UIM/Terminal, but no certified public key is distributed
from the UIM/Terminal to the Network Operator.

In addition to the messages exchanged between the UIM/Terminal and the Network Operator, thereis
a two-pass exchange of messages between the Network Operator and the Certificate Server in which
Certificate Server distributes public keys of the Network Operator and the UIM/Terminal to the
Network Operator which are signed by CS.
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UIM/Terminal |Network operator Certificate Server

M1 gRNDy, ideg, Enc( L , IMUI)

v

Ts1, g5, gRNPU , Enc(L , IMUI)
Signo(h3(Tst Il g3 11 gRNPu || Enc(

L, IMULI)))

M2 R
CertN, TS|l idpg [ CertU, Sigeg(TS|lidpg Il
CertU)

M3

<
<

RNDjp, AUTHy, CertN*, Enc(K g datal || data3)
M4

<
<

Enc(Kg Sigy(h3(K glldataldata2))),
M5 Enc(K ; data2)

v

Figure 7-9: Siemens, Protocol C

The UIM/Terminal generates gRNDU and calculates :
gRNDU
L= (QU)RNDU

— Enc(L, IMUI)

Message M1:

The UIM/Terminal sends gRNDU, idegand Enc( L , IMUI) to the Network Operator.
ideg istheidentification of the certificate server of which the UIM/Terminal can verify signatures.

The Network Operator retrieves a (possibly new) public key gS from storage and creates a time-stamp

TSL. In the following steps, a certificate on the new key gS is obtained from the Certificate Server.
Thisfacilitates changing private-public key pairs of the Network Operator.

The Network Operator calculates a signature on TS1 || ¢S || gRNDU [| Enc( L, IMUI) with the hash
function h3, signature algorithm Sigp, and key SK_NO

Message M2:
The Network Operator sends TS1 , ¢S, gRNDU , Enc( L , IMUI) , Signo(h3(TSL || ¢ || gRNDU I

Enc( L, IMUI))) to the Certificate Server.
The Certificate Server:
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— calculates h3(TSL || ¢S || gRNDU || Enc( L , IMUI)) and verifies the received signature with
verification algorithm Ver,q and public key PK_NO.

— checksthe Time Stamp TS1

— L= (gRNDU )U

— decrypts Enc( L , IMUI) with decryption algorithm Dec and key L

— retrieves CertU associated with the obtained IMUI from its database.

— checks the (eventually new) key g5 of the Network Operator and the certificate CertU against
revocation lists.

— creates the credentials = gRNDU Il oSl idno |l data3 and calculates a certificate on the Network

Operator’s public key agreement key i.e. CertN which is a signature on the credentials. CertN =
credentials, Sigeg(h3(credentials)). data3 is an optional field transmitted to the UIM/Terminal in

an authentic way.
— createsatime stamp TS and calculates asignature on TS || idpq || CertU.

Message M3 :

The Certificate Server sends CertN, TS || idpq || CertU, Sigeq(TS || idpg || CertU) to the Network

Operator.
The Network Operator:
— verifiesthe signature on TS || idpq || CertU and the CertN with verification algorithm Ver g and

key PK_CS.
The Network Operator calculates :
— ashortened CertN named CertN* = gS|| Sigeg(h3(credentials)).
— (gRNDU) s
— thesession key Kg = h1( (gRNDuU) S| RNDY)
— AUTHN = h2(Kg)
— Enc(Kg,datal || data3) encrypted with algorithm Enc and key Kg
datal is an optional data field sent from the Network Operator to the UIM/Terminal in an authentic
way.

Message M4 :

The Network Operator sends RNDy, AUTHp, CertN* and Enc( Kg ,datal | data3) to the
UIM/Terminal.

The UIM/Terminal reconstructs the credentials = gRNDU Il oS | idno |l data3 and verifies the
signature on CertN (which is Sigeg(h3(credentials)) and is part of CertN*) with verification algorithm
Veregand key PK_CS.

The UIM/Terminal calculates:

— (Q%RNDU

_ thesession key Kg = h1((gRNDuU || RNDy)

— AUTHN = h2(Kg)

— datal || data3 = decryption of Enc( Kg,datal || data3) with decryption algorithm Dec and key Kg

— Enc( Kg,Sigy(h3(K glldatalldata)) )

— Enc( Kg,data?)

AUTHY is compared with the one received from the Network operator.

Message M5 :
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The UIM/Terminal sends Enc( Kg ,Sig,(h3(K glldatal|ldata?)) ), Enc( Kg ,data?) to the Network

Operator.
The Network Operator

decrypts every part in the message with decryption algorithm Dec and session key K¢

knows K, datal and data2 and cal cul ates h3(K gl|datal||data2)

retrieves h3(K glldatal|ldata?) from Sig,(h3(K gl|datalldata2)) with verification algorithm Ver
and key PK_U.and compares the two val ues.

7.3.2.3.3.4 ACHIEVED GOALS

The same goal s are achieved in the same way as for protocol A except for :
Confidentiality of the user identity :

by encrypting the user identity IMUI in the first message with secret key L which can only be
calculated by the UIM/Terminal and the Certificate Server.

Exchange of certificates:

ideg is sent in message M1 to indicate to the Network Operator which certificates can be

verified by the UIM/Terminal. The Certificate Server sends CertN and CertU to the Network
Operator. The Network Operator sends a shortened certificate CertN* to the UIM/Terminal in
order to reduce the message length on the air interface. The message length is of no concern in
the fixed network.

Other remarks on this protocol :

In addition, in order to achieve non-repudiation, it may be required that the Network Operator
submits Sigp(h3(...)) to a time-keeper who is trusted by the UIM/Termina and who signs

Signo(h3(...)) together with a timestamp and returns it to the Network Operator. Otherwise, the

UIM/Terminal could repudiate a signature claiming that the signature was generated by an
impostor after the certificate had been revoked. Whether this additional measure should be
implemented, however, depends on the security policy and on a trade-off between a higher security
level and additional effort. A corresponding exchange of messages is not shown here.

The time-stamp TS1 gives assurance to CS that the signature was generated recently, and hence

that gSisindeed the public key agreement key of the Network Operator. This gives more flexibility
to the Network Operator in changing its key agreement key pair. It may be desirable for the
Network Operator to change its key agreement key pair frequently as the compromise of the
Network Operator's secret key agreement key also compromises all session keys generated with it
in the past.

The inclusion of gt in the credentials allows the UIM/Terminal to check that CertN is fresh, i.e.

that the public key gS of the Network Operator isvalid
An optional field data3 is included in the credentials formed by CS. In thisfield, CS can transmit
information to the UIM/Terminal in an authentic way. Furthermore, by including the freshness

parameter gt in the signature, CS gives assurance to the UIM/Terminal that this information is
fresh. This may be information which the UIM/Terminal is unable to generate and/or verify (eg. a
time-stamp). This feature may be useful e.g. in cases where the UIM/Terminal is to include such
information in the field data2 which is signed in message M3 for non-repudiation purposes

CS shall send M3 to the Network Operator only if CertU has not been revoked. The signature on
the time-stamp TS and on CertU assures that CS cannot deny later having told the Network
Operator that CertU had not been revoked at a certain time.
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7.3.2.4 A public-key based mechanism (KPN)

Thisisaproposal from KPN Research (SMG SG Doc 36 rev 1/95) [19].
There are two cases:
New Registration
For the New Registration version there are again two versions:
The user sends his certificate (CertU) as identification
The user sends hisidentity (IMUI), the network operator retrieves a certificate (CertU) from a
certificate server.
Current Registration.

7.3.2.4.1 New Registration - use of CertU

7.3.24.1.1 PROTOCOL GOALS

mutual authentication of network operator and mobile user
establishment of a session key shared by network operator and mobile user
confidentiality over the air interface of the IMUI of the user
exchange of certificates between the UIM/Terminal and the Network Operator on each others
public key needed to verify signatures.
The session key isimplicitly verified.

7.3.2.4.1.2 PREREQUISTES ON MECHANISM

pisaprime, g agenerator of order g, with q | p-1 alarge prime
Both the UIM/Terminal and the Network Operator possess the public key PK_CS of the Certificate
Server needed to verify certificates signed by the cs.

7.3.2.4.1.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-10.

The mechanism consists of three messages exchanged between the UIM/Terminal and the Network
Operator.
The three messages are indicated in the figure with M1, M2, M3.
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UIM/Terminal Network operator Certificate Server

M1 gRNDU mod p, ideg

v

gRNDN mod p, CertN , AUTHy M2

A

M3 Enc(Kg, CertU || AUTH|)

v

Figure 7-10: KPN, new registrations, use of CertU

The UIM/Terminal generates RND with RNDy < ¢ and calculates (gRNDU) mod p

Message M1:

The UIM/Termina sends (gRNDU )mod p and idqg to the Network Operator.
ideg istheidentification of the Certificate Server of which the UIM/Terminal can verify signatures.
The Network Operator generates RNDpy with RNDp < ¢ and:

calculates K g = (((gRNPU) RNDN) mod p) mod 21
selects a certificate CertN signed by the Certificate Server with identity ideg

calculates AUTH = Signo (f(gRNPU) [ f(gRNPN))

Message M2 :

The Network Operator sends gRNDN mod p, CertN and AUTH\\ to the UIM/Terminal.
The UIM/Terminal:

calculates Kg = (((gRNPN) RNDy) mod p) mod 21

verifies CertN with verification algorithm Ver g and public key PK_CS of the Certificate Server.
retrieves the public key of the Network Operator (PK_NO) from CertN

calculates f(gRNDU) || f(gRNDN)

retrieves f(gRNDU) I f(gRNDN) from AUTHp using the public key of the Network Operator
(PK_NO) and the verification algorithm Ver,o.and compares the value with the cal cul ated value.

calculates AUTH = Sig,, (f@™PN) I f(gRNPU))
calculates Enc( Kg, CertU [ AUTH)

Message M3:
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The UIM/Terminal sends Enc( Kg, CertU || AUTHY))
The Network Operator decrypts this message with decryption algorithm Dec and key K :

— verifies CertU with the public key of the Certificate Server.
— retrieves the public key of the UIM/Terminal (PK_U) from CertU

— calculates f(gRNDN) || f(gRNDu)
— retrieves f(gRNDN) || f(gRNDU) from AUTH using the public key of the UIM/Terminal (PK_U)
and the verification algorithm Ver ,.and compares the value with the cal cul ated val ue.

7.3.24.1.4 ACHIEVED GOALS

Session Key authentication of the UIM/Terminal to the Network operator :
By sending a signature in AUTHY = Sigu(f(gRNDN) I f(gRNDU)) in message M3, the
UIM/Terminal proves that gRNDU is generated by himsdlf and thus that no third entity can
caculateKg.

Session Key confirmation of the UIM/Terminal to the Network operator :

The UIM/Termina calculatesf(gRNDN) and sends this value signed to the UIM/Terminal in message
M3. Verification ensures the Network Operator that the UIM/Terminal received the correct value of

gRNDN.S&si on Key authentication of the Network Operator to the UIM/Terminal :
By sending a signature in AUTHp = Signo(f(gRNDU) I f(gRNDN)) in message M2, the
Network Operator proves that RNDy is generated by himself and thus that no third entity can
caculateKg.

Session Key confirmation of the Network Operator to the UIM/Terminal :
The Network Operator calculates f(gRNDU) and sends this value signed to the UIM/Terminal
in message M2. Verification ensures the UIM/Terminal that the Network Operator received the

correct value of gRNDU..
Assurance to the UIM/Terminal that the Session key is fresh:
The session key is derived from the random value RND .
Assurance to the Network Operator that the Session key is fresh:
The session key is derived from the random value RNDy;.
Entity authentication of the UIM/Terminal to the Network Operator:
By sending AUTH which includes a signature on RNDy
Entity authentication of the Network Operator to the UIM/Terminal:
By sending AUTH) which includes a signature on RNDy
Non-repudiation of data sent by the UIM/Terminal:
Not achieved.
Non-repudiation of data received by the UIM/Terminal:
Not achieved
Confidentiality of the user identity
By encrypting the certificate of the user CertU in the third message M3.
Exchange of certificates:
The Network Operator sends a certificate on his public key CertN in message M2, the
UIM/Terminal sends a certificate on his public key CertU in message M3.

7.3.2.4.2 New Registration - use of IMUI

7.3.24.2.1 PROTOCOL GOALS

The same goals as for “New Registration - use of CertU” (section 7.3.2.4.1) except exchange of
certificates :
The Network Operator sends a certificate on his public key to the UIM/Terminal.
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The Network Operator obtains a certificate on the user’ s public key from the Certificate Server.

7.3.2.4.2.2 PREREQUISTES ON MECHANISM
The same prerequisites as for “New Registration - use of CertU” (section 7.3.2.4.1)

7.3.2.4.2.3 DESCRIPTION OF THE PROTOCOL
The message flow is shown in Figure 7-11.

The mechanism consists of five messages exchanged between the UIM/Terminal and the Network
Operator.
The five messages are indicated in the figure with M1, M2, M3, M4 and M5.

The calculations are the same as in the case where the certificate of the UIM/Terminal is used (section
7.3.2.4.1) except that not the user's certificate is sent encrypted in message M3 but some data
uniquely identifying this certificate (for example the IMUI). An extra step is then required for the
Network Operator to obtain the corresponding certificate from a server.

UIM/Terminal Network operator Certificate Server

M1 gRNDU mod p, ideg

v

gRNDN mod p, CertN , AUTHy M2

<
<

M3 Enc(Kg, IMUI || AUTH))

v

IMUI
M4

v

CertU M5

A

Figure 7-11 : KPN, current registrations

(Only the differences with the previous protocol are mentioned)
Message M3:

The user sends Enc( Kg, IMUI || AUTHY) to the Network Operator.
Message M4:

The Network Operator sends the identity of the UIM/Termina (IMUI) to the Service Provider or a
Certificate Server.
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Message M5:

The Service Provider or Certificate Server sends back a user certificate CertU.

7.3.2.4.2.4 ACHIEVED GOALS

The same goals as for “New Registration - use of CertU” (section 7.3.2.4.1) except exchange of
certificates.

7.3.2.4.3 Current Registrations

7.3.24.3.1 PROTOCOL GOALS

mutual authentication of network operator and mobile user
establishment of a session key shared by network operator and mobile user
confidentiality over the air interface of the IMUI of the user

The session key isimplicitly verified.

7.3.2.4.3.2 PREREQUIS TES ON MECHANISM
The UIM/Termina and the Network Operator have valid certificates on each other’s public key.

7.3.2.4.3.3 DESCRIPTION OF THE PROTOCOL

The message flow is shown in Figure 7-12.

Because the certificates of the other party’s public keys are aready available, they are not exchanged
in the protocol. CertN is omitted in message M2. The user encrypts his identity IMUI (or some other
data uniquely identifying his certificate) in stead of CertU and sends this to the Network Operator.

(Only differences with “New Registration - use of CertU” in section 7.3.2.4.1 are mentioned).
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UIM/Terminal Network operator Certificate Server

M1 gRNDU mod p, ideg

v

gRNDN mod p, AUTHY M2

A

M3 Enc(Kg, IMUI || AUTH))

v

Figure 7-12 : KPN, new registrations, use of IMUI

7.3.2.4.3.4 ACHIEVED GOALS

The same goals as for “New Registration - use of CertU” (section 7.3.2.4.1) except exchange of
certificates.
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7.3.2.5 General Authentication Framework

The authentication framework will provide a common description for all proposed mechanisms,
resulting in one set of requirements to the signalling procedures. This will facilitate the work in the
other groups (e.g. network services, ...), there are still open points which require bilateral interaction.
ASPeCT will follow the work on the authentication framework.
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8. Requirementson the migration path (WP2.1)

8.1 Introduction

Chapter 8 presents a high-level overview of the security-related requirements for migration of
Network Operators, Service Providers, Regulators, Users, Subscribers and Manufacturers from Second-
Generation PLMNs (typically GSM900/DCS1800) to Third-Generation PLMNs (UMTSFPLMTYS). It
addressesthework carried out as part of A2.1.2.

Note that the term “ migration” is used in this document to represent both the migration of “users’ from a
present system to a next-generation system, and aso the evolution of technology from supporting a present
system to a next-generation system.

The desired security features which are anticipated to be included within the Third-Generation are
taken from ETR 050901 [7], and are listed below. Refer to ETR 050901 (chapters 7 and 8) for an
explanation of these security features.

- Authentication

- Data Confidentiality

- Party Anonymity

- Access Control

- Data Integrity

- Message Non-Repudiation

- Supplementary Security Features

This chapter is subdivided in different sections according to the different points of view :
manufacturers (Section 8.2), network operators and service providers (Section 8.3), regulators
(Section 8.4), users and subscribers (Section 8.5).

8.2 Requirements from the point of view of manufacturers

8.2.1 Interworking requirements

8.2.1.1 Open Interfaces

The different entities should be designed with open interfaces so that different suppliers can be used
for the different entities.

8.2.1.2 Interworking between second and third generation systems

Requirements on third generation systems should not constrain the interworking with second
generation systems. Entities satisfying the third generation requirements should still be able to execute
security related functions needed to interwork with second generation PLMN' s or operators.

8.2.2 Satisfaction of Users

The security mechanisms should be designed in such a way that they fulfil the users needs and are
friendly to use (e.g. not increasing too much call-setup time). The user should not be affected by any
upgrade in the security mechanisms of their home-network or the networks where they can roam in
during the migration/evolution towards third generation systems. This means users of second
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generation systems should still be able to use their equipment (SIM or DAM and terminal) during the
migration/evolution without any extra costs for the user, and without a degradation to the second
generation security features, within those upgrading networks (home and visited).

8.2.3 Technically realizable mechanisms

8.2.3.1 Cost-effective

The manufacturers should make sure that the designed protocols are realizable, in  a cost-effective
way with current available technol ogy.

8.2.3.2 Intellectual Property Rights

Intellectual property rights on mechanisms should not restrict manufacturers in their possibilities to
choose for realizing different options.

8.2.3.3 Broad Standardisation

Standardisation of security mechanisms should be broad enough to allow the implementation of
different protocols.

8.3 Requirements from the point of view of Network Operators and Service
Providers

The regquirements of Network Operators and Service Providers for security-related migration
from Second-Generation PLMNSs to Third-Generation PLMNs are summarised in the following sub-
sections. Refer to the UMTS objectives stated in ETR 050101, from which the following requirements
are derived.

Note that, for several of these security-related requirements, there is no clear distinction
between those which are attributable purely to the Service Provider, those which are attributable to the
Network Operator and those which are attributable to both. These security-related requirements have
therefore been grouped together as being attributable to the Service Provider and/or the Network
Operator.

Note also that these security-related requirements of Network Operators and Service
Providers cannot be considered in isolation, since the security-related requirements of al other
interested parties (particularly the subscriber/user) have indirect implications for the requirements of
Network Operators and Service Providers, since they have to cater for the security-related
requirements of the other interested parties.

Section 8.3 has been derived with reference to ETR 050103 [5], ETR 050104 [6] and ETR 050301
[20].

8.3.1 Integration of Infrastructure

In order to facilitate the transition towards UMTS deployment, it shall be possible to provide
UMTS services in a system which contains components of fixed networks and Second-Generation
PLMNs, forming an integrated system infrastructure. This means that the various services and
(security-related) features which are to be supported within UMTS must allow for both forwards
compatibility and backwards compatibility between UMTS and Second-Generation PLMNs and
PSTNs.
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8.3.2 Access and Interworking

The UMTS operational and service environment should alow for maximum flexibility concerning
interworking with services of existing systems. The standards of UMTS and GSM are not fully
compatible, and interoperability cannot be provided. Interworking is therefore a major requirement
regarding the interactions between 2nd and 3rd generation systems.

Clearly UMTS must be capable to provide voice and data services to and from other existing
networks. Completdy new UMTS-specific service capabilities will be offered according to market
needs, however migrated preeUMTS system components should, to the edge of their limitations, be
used to provide UMTS services. UMTS security features should not therefore prevent or complicate
the communication interaction between 2nd and 3rd generation systems.

8.3.3 Prevention of Misuse

The UMTS standard shall ensure the prevention of misuse (or misappropriation) of data,
resources or services through the impersonation of Users/Subscribers or Service Providers/Network
Operators. This security requirement is expanded into further security-related requirements, including
the authentication of Users/Subscribers, the authentication of Service Providers/Network Operators,
the non-repudiation of messages and access control at the mobile terminal. Note that these security-
related requirements are equally required by the Users/Subscribers.

8.3.4 Control of Resour ces and Services

The UMTS standard shall allow authorised entities to control the use of resources and
services by other entities. This requirement includes the secure billing exchanges which occur
between Network Operator and Service Provider, and between Service Provider and Subscriber. It also
has implications for the techniques employed to combat fraud within cellular communication systems.

8.3.5 Integrity of Signalling Information

The UMTS standard shall ensure that the integrity of signalling information is guaranteed.
This requirement includes that location management procedures be performed in a secure manner,
and that the integrity of signalling information is unaffected by handovers. Note that security is a
mobility-related procedure and, as such, should be an integrated part of call handling.

8.3.6 Confidentiality of Data

The UMTS standard shall provide for the confidentiality of network signalling information,
to support location confidentiality and party anonymity over at least the air interface, in addition to
the protection of any data related to party authentication or to the generation of traffic ciphering keys.
Note that this security-related requirement would normally be extended to provide for the
(User/Subscriber) security-related requirement of privacy of user data, at least over the air interface.

8.3.7 Access Control

Unauthorized attempts to access information and resources should be prevented. Thisisaresult of the
UMTS access control requirements of the providers. Resources in UMTS should be protected because
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serious complications may arise in case of unrestricted access. From the provider perspective these
resources include UMTS services provision, UMTS (sub)network use, UMTS equipment use and
management of stored data. The relevant access control security mechanisms should provide for
protection of entities by means of verification of access rights combined with authentication of the
initiator.

8.3.8 Fraud management

The fraudulent use of network resources by means of stolen or cloned UIMs and mobile terminals, or
intruder disguise as users, service providers or network operators is identified in the security
requirements described above and will be confronted by the relevant security mechanisms. However,
other fraud cases that are grouped under the general categories of technical or airtime fraud and
roaming fraud and involve misuse of a subscription, mostly by means of call-forwarding and roaming
capabilities, are required to be detected and prevented by the appropriate standardised security
mechanisms within UMTS.

8.3.9 Non-repudiation of transaction

The expected vast expansion of parties and services involved in UMTS, will increase the need for the
provider to be able to prove that a particular entity at a particular instance will have been involved in
an action related to the network. This will allow the provider to solve possible disputes with the
involved party who will try to deny involvement in the certain action. This may be needed in the
billing process on disputes over charges of entities.

8.3.10 Standardisation and Intellectual Property Rights

The UMTS standard shall incorporate security features that can be incorporated in a general
standardisation of UMTS functionality. The UMTS standard shall also incorporate security features
that are provided via the use of security mechanisms which have minimal intellectual property rights
associated with them.

8.4 Requirementsfrom the point of view of regulators

The security-related requirements of regulators include certain aspects which are not
(necessarily) included in the security-related requirements of any of the other parties associated with
(public) telecommunication systems; namely the Network Operators/Service Providers, the
Userg/Subscribers or the Equipment Manufacturers.

The security-related requirements of regulators for migration from Second-Generation
PLMNs to Third-Generation PLMNs are summarised in the following sub-sections. Such
requirements may (where indicated) involve certain Supplementary Security Features as mentioned in
Section .

Section 8.4 has been derived with reference to the following document :
[21] UK 3GMG, Draft Industry Advisory Document on Third Generation P.C.S., Policy Document,
section 6.9: Security

8.4.1 Lawful Interception
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Certain (government) authorities may require the ability to intercept communications over
any public telecommunications network. Such interception may be required, for example, over the air
interface, at a switch or at an exchange. Note that such interception would typically require the
availability of non-ciphered user data and/or network signalling information. If (transparent) end-to-
end ciphering of user data were to be supported on a public tedecommunications network, a
requirement to support lawful interception of user data may be the enforcement of a key escrow
mechanism, allowing the recovery of user data via a “Trusted Third Party”. For this reason, certain
Supplementary Security Features may be required to be incorporated within UMTS, such as the
provision of (User/Subscriber) end-to-end security and the provision of key escrow (via a Trusted
Third Party).

8.4.2 Use of Encryption Technology

Certain (government) authorities may require the restriction of the use of or the export of
particular types of cryptographic algorithm. Such restriction may be required, for example, to prevent
the dissemination of cryptographic-related technology to organisations or countries whose
communications are required to be recoverable for intelligence purposes.

8.4.3 Standardisation and Type-Approval

For the purposes of standardisation, a Regulator may require that security-related
functionality (for example, to support ciphering or authentication) be type-approved. This may result
in a requirement within UMTS that mechanisms be provided to permit network-based approval
checking of mobile terminals. Similarly, a regulator may require that any network-based approval
checking in general (for example, to support verification of mobile terminal type/parameters) is
provided for in a secure manner.

8.4.4 Emergency Calls

A Regulator may require that UMTS provides the facility to make emergency calls from
mobile terminals with the incorporation of a minimal security-related functionality. For example, the
provision of ciphering of user data may be suppressed during an emergency call to reduce the
probability of such acall being dropped due to a ciphering malfunction. Similarly, the security-related
provisions to support location confidentiality and party anonymity (over the air interface) may be
relaxed during an emergency call. Note, however, that party authentication (and message non-
repudiation) would still be likely to be required in order to combat abuse by hoax callers.

8.4.5 Legal Evidence

A regulator may require that certain UMTS security features are provided to at least a
guaranteed minimum performance standard. Thisisto ensure that data derived from network activity
associated with Userg/Subscribers is acceptable for the purposes of legal evidence. Typical security-
related data useful for the purposes of providing legal evidence is that derived from the non-
repudiation of messages.

8.5 Requirementsfrom the point of view of users and subscribers
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8.5.1 Speech Quality

The UMTS standard will allow high-quality speech connections to be established to a
Second-Generation user or between a fixed user and a UMTS subscriber. This hasimplications for the
nature of the security mechanisms employed to support the desired security functions, since the
implementation of the security mechanisms must not have any detrimental effect upon speech quality,
thus there will be associated constraints imposed upon the processing and signalling overheads of any
cryptosystem. Similarly, there may be implications for the nature of any error correction/detection
mechanisms employed within UMTS,

8.5.2 Mobility in UMTS

UMTS should allow for mobility on the terminal and the user. Specifically, UMTS should enable the
same terminal to be used in al co-existing environments aswell asin all different (competitive or not)
UMTS networks, subject only to constrains imposed by the terminals capabilities and by agreements
on service provision. Furthermore, UMTS users should be allowed to move between UMTS terminals
and UMTS networks (by means of a personal User Identity Module) and for the purpose of accessing
different telecommunication services. Therefore, additional security features should be offered due to
the increased risks resulting from the mobility of the user and terminal.

8.5.3 Requirementsfor the User Identity Module

The UIM will contain data and functions needed to identify and authenticate the user when accessing
UMTS services and will be managed by the user’s (subscriber’s) Service Provider. The UIM will play
the mgjor role in the authentication process that should be applied between users, network operators
and service providers. Apart from the advanced authentication requirements, a number of additional
provider requirements are related to the UIM. It will be necessary to protect against unauthorised
maodification of data stored in the card. It will also be necessary to detect and prevent the use of UIMs
that will fall in one of the ‘non-healthy’ categories, i.e. stolen, cloned, expired lost and faulty UIMs.

The UMTS standard shall provide for SIM/UIM roaming between Second-Generation handsets and
UMTS handsets. Support for SIM/UIM roaming is required to allow personal mobility between
different terminals (both UMTS and Second-Generation). This is an essential aspect of terminal-
associated functionality for supporting migration to a Third-Generation system. Users/Subscribers
must be able to authenticate themsaves in a seamless manner as they roam between different network
systems. In this direction, there is a requirement for flexible or even multiple security and
authentication mechanisms. Additionally. there may be security-related requirements associated with
multi-vendor use of a SIM/UIM.

8.5.4 Requirementsfor the Mobile Terminal Equipment

The UMTS standard will distinguish users from their terminals. This will allow user mobility
independant of terminal mobility but will aso generate the need for independant treatment of user and
terminal security issues. Thus, UMTS will enable the same terminal to be used in all environments
and all UMTS networks, as well as the use of terminals from different terminal manufacturersin the
same network.
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The security requirements specifically related to the use of mobile terminal equipments are relevant to
the requirements associated with the use of the UIM, i.e. to ensure the protection of unauthorised
modification of data stored in the mobile terminal and to be able to detect and prevent the use of
terminals bel onging to one of the categories of not-type-approved, faulty, stolen or cloned terminals.

The security mechanisms that will realise these requirements should not deter the roaming/mobility
capability of the UMTS terminal. Such terminal mability is required to support the freedom of use of
different manufacturers’ terminals. The advent of large numbers of Network Operators and Service
Providers will require the provision of mechanisms to support secure on-line roaming. Additionally,
there will be need to provide mechanisms/procedures to negotiate the level of security and the nature
of security-related functionality afforded to roamers as they move between different networks,
however the level of security should not be affected by handovers.

Furthermore, as for the UIM’s, terminals should be able to roam between second generation and third
generation systems. As this should be possible without constraints to the UMTS standards, this will
lead to the production of multimode terminals supporting both second and third generation systems.

8.5.5 Privacy of information

In general terms, the UMTS standard must ensure that data will not be made available or disclosed to
unauthorised parties. The term ‘data’ in UMTS includes a whole range of information elements,
however it could be grouped under two major categories, namely transferred and stored data:

- Transferred data: it includes speech, user (fax, files, etc), signalling and management (identifiers,
location, charging/billing, etc) data that is transferred over the radio interface or a signalling channel
respectively - however we should mention that security requirements over speech and user data on the
air interface is basically a user concern. The relevant confidentiality services are required to be
applied continuoudly during each traffic, signalling or management transmision.

- Stored data: it includes signalling and management data, data stored in the UIM and the mobile
terminal as well as charging and billing data; the appropriate confidentiality services are required to
to be applied continuoudly when data is stored permanently or temporarily.

This requirement should not deter the ability of UMTS to provide UMTS services to multiple
environments and users.

8.5.6 Integrity of information

In the context of UMTS it will be required to ensure that data (as defined previously) will not be
altered or destroyed on the transfer path or location of storage. This security requirement concerns the
ability to detect such attempts. The appropriate security mechanisms will be applied continuously
during any transfer or storage of data. The ability of UMTS to provide UMTS services to multiple
environments/users should not be detered by this regquirement.

8.5.7 Standardisation

The security to be provided by UMTS should be adequately standardised to provide secure
interworking and and roaming. However, they should allow the maximum freedom for al parties
involved in UMTS to set their own security policies.
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9. Requirementsfor Trusted Third Parties (WP2.3)

9.1 Introduction

The ASPeCT project aims to propose and implement a solution to the management of complex trust
relationships involved in the provision of end-to-end security services for UMTS. In the muilti-
operator Europe of the future, the management of these relationships will be a major issue and a
suitable Europe wide architecture based on trusted third parties (TTP) is required.

This Section will address the work carried out as part of Activity A2.3.1. The objective of this activity
is to define the security services involving TTPs that are to be developed within the project. An
overview of the basic role of a TTP is provided in order to identify possible UMTS security services
that require their support. The functions provided by the TTPs for these services are also identified.
The component internal operations and external interfaces for each function are then described. The
Section concludes with a list of the requirements for TTPs with respect to work to be carried out
within ASPeCT.

The work in this Section is compiled from two documents that have been prepared as part this
activity; namely, a Vodafone document describing TTP Services [1] and a Royal Holloway document
describing TTP Functions[2].

9.2 Thegeneral roleof TTPs

9.2.1 Therequirement for TTPs

The concept of a trusted third party (TTP) with respect to communications security is defined in
ISO/IEC 10181-1 [3]. It is described as a security authority or its agent, trusted by other entities with
respect to security-related activities.

The widespread public use of digital signature and confidentiality services, and the need to conform
with national legidation, implies the availability of TTP servicesto provide essential functions.

TTP services can be considered as value-added communication services available to users wishing to
enhance the trust in the services used. Therefore, TTPs have to be able to offer value with regard to
availability, integrity, confidentiality and assurance.

Therole of TTPsincludes providing assurance that:

messages and transactions are being transferred to the right person at the right location;
messages are received in atimely and secure manner;

messages will be acted upon; and

for any business dispute that arises, there are appropriate mechanisms for establishing what
happened.

9.2.2 Establishingtrust

The use of TTPs is dependent on the fundamental requirement that the TTP is trusted by the entities
that it serves. Trust may need to be established between two entities in a communication relationship.
In general, thistrust can be established in three ways:

either on a unilateral basis, that is, an entity, which needs to authenticate another entity, must
know some specific authentication information about that entity;

or, when the authentication must be mutual, the trust is established on a bilateral basis, that is
each entity must know some specific authentication information about the other entity;

or by trusting a third party, it is possible to assure one entity of the trustworthiness of another
entity.

The third method involves the use of a TTP. The advantage of this method is that individual bilateral
agreements between entities are not necessary.
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In practice, a number of TTPs will exist at a national and international level. TTPs may have trust
agreements arranged with other TTPs to form a network, which may or may not be hierarchical. The
simplest TTP network would be a hierarchical tree structure with one common TTP at the root of the
tree. However, in practice an organised structure will probably not exist. Instead, subsets of TTPs may
group together to form an organised hierarchy within the network of TTPs. Such organised
hierarchies may be formed by certain groups for specific purposes (e.g. the banking community).

A TTP network should allow any two entities, which have trust agreements with any two TTPs in the
same network, to find at least one path of mutual trust between each other. Such a feature may be
required by some TTP supported services.

9.2.3 Theassuranceof trustina TTP

A TTP will typically be an organisation, licensed by a national authority, which provides security
services to a wide range of bodies, including those within the telecommunications, finance and retail
sectors. TTPs will provide a variety of security related services to users on a commercial basis. The
user should be able to choose from a number of TTPs available to him, thus increasing the trust in the
service he receives.

The user’s trust in a third party will result from the assurance of an assumed leve of security. This
assurance is obtained from evidence regarding:

trust in the organisation and its regulation

trust in the standardised operations and practices

the existence of alegally binding contract between the user and the third party
the correct selection and implementation of security mechanisms

aclear statement of the security policy

aclear definition of roles and responsibilities

correct interfaces and procedures with user.

Clearly, the management and operation of a TTP must be organised such that an appropriate level of
security is assured.

9.2.4 Management and operation of a TTP

Within ISO/IEC, work is currently under way to produce guidelines for the use and management of
TTPs. A draft technical report is available, which proposes guidelines for the use and management of
TTPs. The report is divided into two parts; Part 1 is a general overview [4], whilst Part 2 deals with
technical aspects[5].

The commitment of a TTP to providing a security related service should take the form of a
documented Security Policy. The Policy shall identify all relevant targets, objects and threats related
to the services provided. It should provide the rules, directives and procedures regarding how the
specific security services and the associated security are assured. Elements of a TTP Security Policy
aregivenin [5].

A TTP shall assume responsibility of liability within defined limits as stated in a formal contract. The
contract shall also cover legal aspects regarding the operation of a TTP (such asitsusein providing a
key escrow service).

A regulatory body should be set up to carry out accreditation of TTPs. This should involve the
approval and authorisation of the use of a TTP service according to the Security Policy within the
operating environment. Note that although TTPs may be set up on a national basis within national
law, they will typrically need to be trusted internationaly.

A TTP should aso have implemented a Quality Policy and a System of Quality in accordance with the
SO 9000 standards series.
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9.25 Locationof aTTP

TTPs can be categorised according to their communication relationships with the entities they serve.
Thelocation of the TTP will influence the servicesthat it will be capable of fulfilling.

On-lineTTP
An on-line TTP does not lie in the communication path between the two entities. However, it is
requested by one or both entities in rea-time to provide, or register, security-related
information.

In-lineTTP
An in-line TTP is positioned in the communication path between the two entities. Such an
arrangement allows the TTP to offer a wide range of security services directly to the users.
Since the TTP interrupts the communication path, different security domains can exist on
either side of it.

Off-lineTTP
An off-line TTP does not interact with the entities during the process of the given security
service. However, interaction is carried out off-linein order to manage the data associated with
the service.

9.3 Theroleof TTPsin UMTS

9.3.1 UMTSrole model

The UMTS role model, as defined in ETSI/SMG/ETR 050103 [6], is shown in Figure 9-1 below. It
illustrates the interrelationship between users, subscribers, service providers and network operators.
The TTP(s) are shown as external entities to UMTS, which will provide security related services to
entitieswithin UMTS,

b||||ng _
subscriber > service §
subscrlptlon provider |
W accounting "

usage network
e e
operator

Figure9-1: UMTSrole model

service profile
delegation managemen

Within UMTS the entities requiring a TTP based service may be categorised as follows:

user's;
subscribers;

service providers;
network operators;
national authorities;
regulators.

National authorities and regulators interact with all the other parties involved in enforcing the lega
and fair operation of the telecommunication service.

One of the advantages of security techniques based on TTPs is that they can resolve conflicts of
requirements between different entities. For example, conflicts exist between the requirements of users
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for privacy, the requirements of providers for commercial security and the legitimate demand of
national authorities for eavesdropping capabilities.

A TTP network, which could provide services to UMTS, would have clear benefits in the provision of
end-to-end security services. With the emergence of new operators and service providers in Europe,
there will be a requirement for well defined trust relationships between the entities. A Europe wide
TTP network would allow this requirement to be met more easily by eliminating the need for entities
to form individual trust agreements. A TTP network is also likely to resolve problems associated with
inter-operator roaming, which islikely to become more common with UMTS.

9.3.2 Therequirement for TTPsin UMTS

In general, security services can be provided either by the UMTS provider alone, or by the UMTS
provider working with the support of a TTP. A particular service can be categorised according to its
dependence on a TTP. A possible categorisation is given below:

Category Description
A - essential the security service can only be provided with the support of aTTP
B - optional the security service need not be provided with the support of a TTP,
(advantageous) however its use would be advantageous
C - optional the security service need not be provided with the support of a TTP, and its
(disadvantageous) use is disadvantageous
D - inapplicable the security service cannot be provided with the support of aTTP

Table 9-1: Categorisation of the dependence of a security serviceona TTP

Initially, the motivation to use TTPs in UMTS will be brought about by their use to support security
services for which the use of a TTP is essential or at least highly advantageous. A notable example
would be the use of a TTP to support the provision of end-to-end encryption services to users, with key
escrow functionality to support the demand for warranted interception. The introduction of TTPs to
support services like this will increase the perceived benefit of other TTP services and make them
more commercially viable.

Many uses of a TTP to support a security service will be optional. To decide whether its use is
advantageous or disadvantageous, several factors can be considered. Some of these factors are
discussed below.

Level of trust
One or more TTP may be used since they may enhance the user’s trust in the security services
which the TTP supports. A TTP should be able to assure an assumed level of security. In
general, the TTP is viewed by the service user as trustworthy because of the
commercial/contractual relationship with the user, and because of the legal and regulatory
controls within which the TTP operates. The factors affecting the level of security are listed in
Section 9.2.3.

L evel of independence
For some security services it is preferable that certain operations are carried out by an
independent and trusted third party.

Security mechanisms available
A TTP may be able to offer a ‘higher level of security’ by supporting more powerful
cryptographic mechanisms.

L ocation of security service provider
A TTP may be able to act as a centralised server to provide security services. This may be a
more appropriate architecture for the provision of particular security servicesin UMTS.
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9.3.3 TTP services, functions and components.

A TTP can be used to support arange of security servicesin UMTS. In order to provide these services
the TTP must carry out a set of functions (e.g. key generation, certification, etc.). For the purposes of
the work on TTPs we distinguish between TTP services, TTP functions, and TTP components.

A TTP service is a collection of elementary functions that together perform a duty which fulfils a
particular requirement in the provision of UMTS security services. A TTP function is an elementary
part of a TTP service. A particular TTP function may constitute a part of several TTP services. TTP
functions will themselves be composed of internal operations and external interfaces, which are
termed TTP components.

TTP services, TTP functions and TTP components for UMTS are discussed, in turn, in the following
Sections.

9.4 TTP servicesfor UMTS

9.4.1 Identification of TTP servicesfor UMTS

In this Section eight general categories of TTP service are identified and discussed. The TTP services
are defined according to the roles they perform in supporting UMTS security services.

9.4.1.1 Symmetric key management

A user could request a TTP to generate and distribute symmetric keys. A TTP should offer separate
generation and distribution services depending on the user’ s requirements. For example, the user may
request a TTP to distribute a key generated by some other entity. Alternatively, a TTP may be asked to
generate a key but not distribute it.

The symmetric keys could be used to provide a variety of security services including entity
authentication, integrity protection, and encryption of user traffic and signalling information.

Symmetric key management using TTPs would be especially useful in providing end-to-end security
services, such as end-to-end encryption, since a TTP architecture would facilitate the implementation
of warranted interception (key escrow) schemes. A TTP could also offer a disaster recovery service
based on key escrow. A user could retrieve lost or corrupted keys from a TTP using a similar
mechanism to that used to uncover keys for warranted interception.

9.4.1.2 Asymmetric key management

A user could request a TTP to generate and distribute asymmetric keys. As with symmetric key
management, a TTP should offer separate generation and distribution services depending on the
user’s requirements. For example, users may choose to generate their own asymmetric key pairs, and
then usea TTP to help distribute their public key.

The asymmetric keys could also be used to provide a variety of security services including entity
authentication, integrity protection, and encryption of user traffic and signalling information.

If a user requests the distribution of asymmetric keys, its identity is first verified. The TTP will then
respond by securely distributing the private key to the user and by publishing the certified public key
in adirectory.

For asymmetric encryption the sender uses the certified public key of the recipient to encrypt the data
and the recipient uses its corresponding private key for decryption. The sender must be sure that the
recipient’s public key is genuine, otherwise an intruder may have substituted the key for its own
public key, thereby allowing the intruder to retrieve the data. To guarantee the authenticity of the
public key certificate itself, the sender can check the current revocation list to ensure that the
certificate has not been revoked.
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In asymmetric integrity protection, a public key cryptosystem is used to digitally sign user data. There
are many ways of doing this, but essentially the sender must obtain a valid public key certificate from
the directory server, and the recipient must have in their possession the corresponding private key.

Asymmetric key management using TTPs would be especially useful in providing end-to-end security
services, such as end-to-end encryption, because a TTP architecture would facilitate the
implementation of warranted interception (key escrow) schemes.

9.4.1.3 ldentification and authentication services

A TTP can be used as an authentication server in authentication schemes that involve third parties.
The server can belocated in any of the communication relationshipsidentified in Section 9.2.5.

On-line authentication services

In symmetric authentication schemes there is a requirement for every verifier to maintain a secret
symmetric key with every claimant. This may not be practical for end-to-end user authentication in
UMTS. Instead, a trusted on-line authentication server could be introduced. This would share a secret
key with every claimant and verifier.

Two general approaches to this scheme are outlined below:

In the first approach the claimant encrypts or seals a message with its secret key and sends it to
the verifier. Because the verifier does not share the claimant’s key it must obtain it through a
separate exchange with the server. This exchange must be secured using a shared key between
the server and the verifier.

In the second approach the claimant first obtains a ticket from the server which contains a
secret key to be used by the claimant to authenticate itself. The communication with the server
is protected using a secret key shared between the server and the claimant. After the exchange
the claimant authenticates itself by encrypting or sealing a message with the secret key it
received from the server and sending it to the verifier for checking.

Off-line authentication services

With asymmetric authentication the need for the authentication server to be on-line is removed.
Instead the verifiers can obtain certified public keys for claimants and certificate revocation lists from
an off-line server, prior to or during authentication. This information can be cached and reused to
avoid having to communicate with the server each time authentication isinitiated.

An off-line authentication server may just act as a directory service for certificates generated by
another TTP called a Certification Authority (CA). In this case the server does not need to be trusted
since the certificates are integrity protected public information. However, the entity which creates the
certificatesi.e. the CA must, of course, be trusted.

In-line authentication services

In-line authentication involves an authentication server positioned in the communication path
between claimant and verifier. The authentication is, in effect, split into two sets of interactions.
Firstly, the claimant attempts to authenticate itself to the server, which vouches the identity of the
verifier. Secondly, the verifier attempts to authenticate the server, which vouches the identity of the
claimant. This scheme has the advantage that the claimant and verifier may belong to different
security policy domains. The server may apply different mechanisms to each domain to realise the
different security policies of each domain.

9.4.1.4 Access control management

A TTP can be responsible for the management of access control information. In this scheme a TTP
would issue users with privilege attribute certificates (PACs) which would enable them to access
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various resources in the UMTS network?. The PAC will contain a list of resources that the user may
wish to access and the associated privilege level that the user has been assigned.

A user will send a request for a given privilege attribute to a TTP, which will then identify and
authenticate the user. If the current security policy states that the user is authorised to make the
requested access, then the TTP will generate and certify the privilege attribute. The privilege attribute
certificateis then distributed by the TTP by publishing it in a directory.

The veracity of privilege information can be verified on demand by anyone who obtains the TTP's
public certification key. The PAC may need to be revoked if changes in access control privileges are
required, or if a compromise of sensitive information is suspected.

9.4.1.5 Non-repudiation services

TTPs have an important role to play in the provision of non-repudiation services. In general, two
main forms of non-repudiation service can be identified; non-repudiation of origin and non-
repudiation of delivery. With non-repudiation of origin, one or more TTPs may act together with the
originator of the data in evidence generation. The recipient of the data may also act with TTP(s) in
evidence verification. With non-repudiation of delivery, evidence generation involves the recipient
and, in some cases, one or more TTPs. In this case the originator’ s role is one of evidence verification
which may involve support from one or more TTP(s).

ISO/IEC 10181-4 [7] describes the application of non-repudiation services in open systems. It
identifies non-repudiation mechanisms which involve TTPs. These are listed bel ow:

Non-repudiation involving a TTP security token
Non-repudiation using a digital signature (the TTP supports digital signatures)
Non-repudiation using time-stamping (the TTP carried out time-stamping)
Non-repudiation using an in-line TTP
Non-repudiation using a notary (an in-line TTP acts as a notary)
A non-repudiation service model has been defined in ISO CD 13888-1 [8]. The modd isillustrated in

Figure 9-2 below, which also shows the placement of TTPs, which will interact with the originator or
recipient.

2 This is one of the two most common approaches to providing access control services. The other
approach is where the resource checks the identity of the user against a privilege list held at the
resource. The best approach depends on particular circumstances. However, the use of a TTP only
seems applicable to the privilege attribute approach.
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Figure9-2: Theuse of TTPsin supporting non-repudiation services

In general, the non-repudiation service involves the generation, verification and recording of
evidence, and the subsequent retrieval and re-verification of this evidence in order to resolve disputes.
Its purpose is to provide evidence about a particular event or action. There are four distinct phases to
non-repudiation services:

evidence generation;

evidence transfer storage and retrieval;
evidence verification; and

dispute resolution.

TTPs may be involved in all of these phases as described in 1SO CD 13888-1 [8]. However, their
involvement depends on the mechanism used. For example, the use of asymmetric cryptographic
techniques to generate and verify evidence may or may not require the involvement of a TTP, whereas
the use of symmetric cryptographic techniques in evidence generation and verification always requires
aTTPto generate and verify certificates. Each phaseisdealt with in turn below.

Evidence generation follows an invocation of the service by a non-repudiation service requester.
Relevant evidence may include the identities of the entities involved, the communicated data, and the
date and time. Additional information that may be required could comprise mode of transfer, location
of entities or creator of data’. The evidence may be generated by the evidence subject, perhaps in
conjunction with aTTP, or by a TTP alone.

Evidence transfer, storage and retrieval involves the transfer of evidence either between entities or to
or from storage. In this phase the TTP may carry out the following functions: evidence recording,
certification, directory, revocation, time-stamping, audit, and delivery authority.

3 A more complete list of information that can be used as evidenceis given in [8]
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The purpose of evidence verification is to provide the evidence user with the confidence that the
supplied evidence will be adeguate in the event of a dispute arising. The evidence verifier may be the
evidence user, or a TTP trusted by the evidence user.

In dispute resolution an adjudicator is responsible for collecting evidence from the disputing parties
and/or aTTP in order to make a decision which will resolve the dispute.

9.4.1.6 UMTS user accreditation

A TTP can support UMTS user accreditation services. In this role a TTP could be responsible for
correctly identifying UMTS users on their initial registration with a service provider. This may
involve the user presenting its credentials to the TTP, which will carry out user identification and
credit checking functions.

9.4.1.7 Pre-personalisation of UIMs

Inthisrolea TTP will be required to securely generate and load specific user information onto a User
Identity Module (UIM). Some of this information may be confidential, so a TTP must take measures
to protect it. Once in the UIM, the generated information should be physically and logically secure.
However, the information may need to be transported to the network operator or service provider, or
archived in the TTP. In both of these cases the information must be protected. In thisrole a TTP
would commonly be referred to as a Pre-personalisation Centre (PPC).

9.4.1.8 Fraud control services

A TTP could act as an entity which can aert various parties to possible fraudulent behaviour based on
real-time event sequence monitoring. The advantage of using an external TTP for this purpose, is that
the TTP can independently monitor all entities in the system to identify fraud scenarios that occur
between different entity domains.

9.4.2 Fulfilling UM TS security requirementsusing TTPs

The TTP services outlined above can be used to fulfil the UMTS security requirements identified in
ETSI ETR 050901 [9].

In the tables below the UMTS security requirements are listed and matched against the relevant TTP
supported security service(s). The requirements are grouped together in accordance with the
classification used in ETSI ETR 050901, where they are identified. Note that ETSI ETR 050901 is
still in development. As a result, the requirements listed in the following Sections are liable to vary
with those identified in the most recent version of ETR 050901.

In general, the TTP service(s) will only provide a supporting role in fulfilling the requirement. The
dependence on a trusted third party will vary and the categorisation outlined in Section 9.3.2 is used
toindicate the level of dependence in each case. The categories are dencted in the tables as follows:

Essential *
Optional (advantageous) a4
Optional (disadvantageous) v
Inapplicable <blank>
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9.4.2.1 Customer security Requirements

Non-repudiation

TTP Services
Symmetric key management
Asymmetric key management
Identification and authentication
Access control management
UMTS user accreditation
Pre-personalisation of UIMs

Security Requirements

Fraud control

User identity module

Accessto the UIM restricted to the user or a party authorised by v/
theuser only

Privacy of certain data stored on the UIM should be ensured v/

Protect against unauthorised modification of certain data stored on
the UIM

Access to telecommunication services

Prevent an intruder masquerading as a user and accessing
telecommunication services

Prevent an intruder masquerading as a service provider or network
operator

Provision of telecommunication services

Privacy of user traffic, location and identity over theair interface v v

Protect against unauithorised modification of user dataor signaling | v
over theair interface

Protect against intruders taking over a service already provided to v v
auser

Access to service profiles

Privacy of service profile data v

Protect against unauthorised modification of service profile data v

Ensure users, subscribers and service providers cannot v/
subseguently deny having accessed a service profile

Support for supplementary security services

End-to-end privacy, integrity and non-repudiation services v | vy

End-to-end authentication W4

Data protection

Privacy of user activity monitoring

Ensure that the transmission of user signalling or management data v/
by service providers to network operators cannot subsequently be
denied

Protect against unauthorised modification of user signalling or v v
management datawhich is stored or processed by a service
provider or network operator, or sent between service providers
and network operators

Privacy of signalling or management data which is stored or v v
processed by a service provider or network operator, or sent
between service providers and network operators

Monitoring and registration of all attempted interceptions

Table 9-2: Meeting customer security requirementsusing TTPs
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9.4.2.2 Provider Security Requirements
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Security Requirements
User identity module
Deter, detect and prevent the use of stolen, cloned, expired and lost
UlMs
Prevent the use of faulty UIMs v/
User access to telecommunication services
Prevent an intruder masquerading as a user and accessing v v
telecommunication services
Ensurethat auser cannot subsequently deny having used a Y
telecommunication service
Prevent an intruder masquerading as a service provider or network v v
operator
To beableto restrict the services available to a specific user
Provision of telecommunication services
Privacy of signalling information transmitted over theaair interface v v
Protect against unauthorised modification of signalling information | v v
over theair interface
Protect against intrudersrestricting the availability of servicesby
logical means
Detect and prevent the fraudulent use of telecommunication
SEYVices
Service profiles
Ensure that users and subscribers cannot subsequently deny having v
accessed a service profile
Protect against unauthorised modification to service profile data v v
Protection of provider resources
Ensure privacy of data stored by service provider or network v v
operator
Prevent unauthorised modification to data by service provider or
network operator
Protection of communicationswithin or between provider
domains
Prevent an intruder from masquerading as one network entity to v v
another
Ensure the privacy of signalling and management data sent within
or between UMTS provider domains
To detect unauthorised modification to signalling and management
data sent within or between UMTS provider domains
Toensurethe origin of signalling and management data sent v
within or between UMTS provider domains cannot subsequently
be denied by the originator
To ensurethe ddivery of signalling and management data sent v
within or between UMTS provider domains cannot subsequently
be denied by therecipient

Table 9-3 Meeting provider security requirementsusing TTPs
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9.4.2.3 Miscellaneous security requirements

c - c c ) S
ElE|s|5|s5|8|2|E8
S5 | 8|8 |S|8|2]|¢8
28| 8|8|2|%|2%| <
o o - [ =
w| S| S| E|8|€|8|L| &
ol E £ S £ c © © e
Ll > > 2|3 o 5| 2
@ () - o P-4 * s
2| = ~< S | B 5 c
- £ © o n o
(7] - - < o = ﬂ
ol ® 1] =] " = ]
E|E | ®| @2 5| 2
FlE|E| &8 @
| & | €2 o
< | 3
k=]
Security Requirements
M obile ter minal equipment
Access to the mobile terminal restricted to the user or a party v/
authorised by the user only
Privacy of certain data stored on the mobile terminal should be v/
ensured
Protect against unauthorised modification of certain data stored on
the mobile terminal
Detect, deter and prevent the use of mobile terminal equipment
which is not type approved, cloned or stolen
Prevent the use of faulty mobile terminal equipment
Charging and billing and accounting
Privacy of charging, billing and accounting information s s
Protect against unauthorised modification of charging, billing and v v v
accounting information
Ensure that entities having incurred charges cannot subsequently Y
deny this
Alter native payment methods
Subscriber and user information should be protected against v s s
disclosure to unauthorised parties
It should be an open system i.e. enable participation of several Y s

financia ingtitutes, service providers, retailers and users without
the need for ardation of trust between them. Trust is needed
between service provider and subscriber, and between service
provider and retailer

Anonymous payment to the service provider may be necessary v/ s

The subscriber may require some insurance against theft or loss
(e.g. a maximum payout may be set)

Adaptiveterminals

Ensuring the integrity, authenticity, and possible confidentality of v v
software and any other control data

L egal inter ception

Ensure that facilities exist for legal interception by goverments of * *
all communications both within their own domain and possibly in
other domains by agreement with the relevant goverment.

PMR

Group authentication and confidentiality AaRL4

Satellite

Satellite specific requirementsrelating to:
Access control, Denial of service, Handover, Limitation of service
domain, Operation of mechanisms, Other issues

Extention to other services, including:
Location privacy, Legal interception, Impersonation, Key
distribution

Table 9-4 : M eeting miscellaneous security requirementsusing TTPs
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9.5 TTP functionsfor UMTS

9.5.1 Functionsrequired to support TTP services

The TTP services outlined in Section 9.4 require TTPs to perform a core set of support functions. The
set of core functions are identified in Table 9-5 below and matched against the TTP services they
support.

Non-repudiation
Fraud control

TTP Services
Symmetric key management
Asymmetric key management
Identification and authentication
Access control management
UMTS user accreditation
Pre-personalisation of UIMs

TTP Functions

K ey generation

x
x

Key distribution (on-line)

x
x

Key archiving

x| x| x| x
x| x| x| x

Key escrow functionality

Privilege attribute generation

Privilege attribute distribution

Privilege attribute ar chiving

Certification functions

Directory functions

Revocation functions

x| x| x| x| x| x| X

x| x| x| x

Alert management functions

x| x| x| x| X

Claimant and verifier functionality

Evidence generation

Evidence recording

Evidence verification

Time-stamping functions

Audit functions

x| x| x| x| x| x| x| x| x| x| X

Delivery authority

User identification X

Credit checking X

Fraud detection and management functions X

Table 9-5: Matching TTP functions against services
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9.5.2 Description of TTP functions
The functions discussed in this section correspond to the set of core functions identified above.

1

Key generation
This may involve the generation of symmetric or asymmetric keys for a variety of entities in the
UMTS environment.

Key distribution (on-line)

A TTP may be required to distribute keys (generated either by some external entity or by the TTP
itself) for subsequent use by UMTS entities, e.g. UMTS users, service providers, network
operators, or other TTPs.

Key archiving
A TTP may be responsible for archiving cryptographic keys that it has generated or distributed. In
addition a user may request a TTP to archive keys that he has generated himself.

Key escrow functionality

In a warranted interception scheme a TTP might combine the roles of a key distribution agent for
its clients, and as a supplier of user keys (under warrant) to an interception agency. In addition
key escrow may provide the user with a form of disaster recovery where lost or corrupted
cryptographic keys can be retrieved.

Privilege attribute generation
A TTP may have to generate privilege attributes as part of an access control management service.

Privilege attribute distribution

As with public keys, privilege attributes should be integrity protected by publishing them in the
form of a certificate. Certification could be carried out by a TTP which would generate a
Privilege Attribute Certificate.

Privilege attribute archiving
A TTP may be responsible for archiving privilege attributes that it has generated or distributed.

Certification functions

A TTP can be used to protect the integrity of published information. Typical information that may
be protected might include public keys for asymmetric cryptography and privilege attributes for
access control management. The information is published in the form of a certificate which
contains the information itself together with other essential information such as the ID of the
owner, the certificate’'s expiry date and the ID of the TTP that issued it. To provide integrity
protection the certificate has a digital signature appended, which is computed on the contents of
the certificate using the TTP s private certification key.

Provided that all participants have an authentic copy of the TTP's public certification key, they
can check the integrity of the issued certificates at any time by checking the validity of the
signature on the certificate.

Directory functions

Directories will contain information regarding a variety of different types of entity, much of it not
security-related.  For security purposes, directories can store signed certificates, for example to
enable one entity to obtain a verified copy of another entity’s public key. The directory will
typically also contain a copy of a current Certificate Revocation List (CRL) which will indicate
which current certificates have been revoked (i.e. are no longer valid). The public key
certificates and the CRL held on the directory server must be updated regularly.

10. Revocation functions

Certificates will generaly contain an expiry date after which they no longer guarantee the
authenticity of the certified information. This feature is provided as a safeguard against
cryptanalysis. Before the expiry date the certificate must be revoked by the TTP and a new one
generated and issued. The TTP may also have to revoke certificates before the expiry date as a
result of alarms created by alert management functions. This means that a list of revoked
certificates must be published, so that users can check the validity of certificates before using
them. It must be the responsibility of usersto check current revocation lists in order to guarantee
the validity of a certificate. The certificate revocation list (CRL) will be maintained by the TTP.
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It should have a time-stamp so that any entity requiring it can be sure that it is up-to-date. (The
CRL will also have asignature itself so that itsintegrity can be checked)

11. Alert management functions
There must be an adequate mechanism for informing the TTP of security alerts, such as
compromises in private keys, changes in security policy, etc. The mechanism must keep the
revocation list and the current list of certificates up-to-date.

12. Claimant and verifier functionality
In its role as an in-line authentication server, a TTP may act as a claimant or a verifier in the
authentication scheme. It must therefore be able to provide the functionality for taking on these
roles.

13. Evidence generation
In the context of non-repudiation, a TTP may cooperate with an originator or recipient to generate
evidencein the form of digital signatures.

14. Evidence recording
A TTP may also have to record evidence in a non-repudiation role so that it can be retrieved by an
evidence user or adjudicator.

15. Evidence verification
A TTP may act as an on-line authority which is trusted by the evidence user to verify evidence by
checking digital signatures.

16. Time stamping functions
A TTP may be required to certify that it has affixed a signature to a data item at a particular time.
Thisisan important function in non-repudiation services.

17. Audit functions
A TTP may act as an on-line authority which would carry out audit functions in line with 1SO
7498-4 [10]. In thisrole it would monitor the transfer of data and provide evidence about what
was monitored.

18. Delivery authority functions
A TTP may act as an on-line authority that interacts with the intended recipient of data and
releases the data if, and only if, correct proof of delivery is provided by the recipient.
19. User identification functions
A TTP can be responsible for identifying users prior to offering them any kind of service.

20. Credit checking
A TTP may be involved in a credit checking role as part of the accreditation of new UMTS users.

21. Fraud detection and management functions
A TTP providing this function will act as an on-line authority which will monitor fraud related
data. The TTP will be able to detect fraudulent behaviour and report this to relevant authorities
and/or take appropriate action to stop the fraud. The analysis of fraud may use adaptive
techniques so the TTP may have to keep adaptive profiles of ‘normal’ behaviour.

9.6 TTP componentsfor UMTS

9.6.1 Internal operations

The following types of internal operation will be required to support the complete list of functions
identified in Section 9.5.1. Note that thislist is not intended to imply that all TTPs should provide all
these operations. Rather the sdlection of functions to be supported by a TTP will determine what
types of operation it must be capable of performing.

11. Cryptographic key generation, including:
the generation of secret keys for symmetric algorithms, and

the generation of public/private key pairs for asymmetric algorithms.
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12.

I5.

110.

Note that there may be a need for the use of specially ‘certified’ software for the key
generation process, since thereis typically no way of checking whether keys have really been
generated in the way claimed by the authors of the software.

Cryptographic computation, including:

encipherment/deci pherment for symmetric algorithms,
encipherment/deci pherment for asymmetric algorithms,
signature generation/verification,
MAC and other (symmetric) cryptographic check function calculation,
hash-function computation.
Cryptographic key storage, including:
private signature key(s) for the TTP,
secret keys shared with other TTPs (e.g. used for establishing shared session keys between

users).

User information storage, including:
key escrow information for a user (possibly including secret or private keys belonging to a
user),

account/credit information for a user,
policy information for a user,

access control information for a user.

Event information storage, e.g. as used to support audit, fraud detection and alert
management functions.

Access control information generation, e.g. constructing user privilege attributes (perhaps
using the user information storage operation).

Certificate generation, i.e. assembling information to be certified into an appropriate form
(e.g. asspecified in ITU-T X.509), and then adding the TTP s signature.

Event analysis, i.e. examining events as notified to the TTP and generating alarms if
potentially fraudulent behaviour is detected.

Time-stamp generation, which will require the TTP to maintain an accurate real-time clock.

9.6.2 External Interfaces

The following types of external interface will be required to support the complete list of functions
identified in Section 9.5.1. Note that thislist is not intended to imply that all TTPs should provide all
these types of interface. Rather the selection of functions to be supported by a TTP will determine
what types of interface it must provide.

11.

User interface, i.e. the means by which a UMTS user interacts with a TTP. In a smple
implementation of a TTP this might actually mean a direct user interface between the user
Sitting at a keyboard and screen and the TTP software. In a practical implementation this
probably means some kind of Applications Program Interface (API), by means of which
application software, perhaps providing an interface with the user as one of its functions, can
interact with the TTP. It might be possible to extend this API to also provide the Security
manager interface (15 bel ow).

Directory interface, as used to send or receive certificates and CRLs for storage and
distribution.
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13.

16.

Network interface, e.g. as used to support authentication and key distribution, or to signal
alarms to a Network Operator or Service Provider. The TTP may either be directly accessible
to its clients via some kind of network (‘on-line’), or it may only be responsible for
performing functions off-line (as in the traditional role of a Certification Authority). Note
that, to support end-to-end encryption with an escrow capability will typically requirea TTP
to be on-line. The use of existing network management standards (e.g. SNMP or CMIP)
might be of assistance in defining this interface.

Interception authority interface, e.g. as used to receive requests for escrowed keys and to
supply key escrow information as authorised. The information supplied by a TTP to an
interception agency (which might, for example, be the police) could take various forms,
including:

a secret or private key (or keys) required to decipher an enciphered message (or
messages),
the deciphered version of an enciphered message supplied by the interception agency.

Security manager interface, by which the TTP can be given instructions as to how to operate
and when to perform certain functions.

Financial ingtitution interface, which can be used by a TTP to obtain information relating to
auser'scredit status from a financial ingtitution.

As far as the project is concerned, these interfaces will need to precisely defined (or taken from the
outside literature) before implementation. Any such interface design will need to be done in close co-
operation with other WPs (notably WPs 2.4 and 2.5). The definition of an interception authority
interface is something of potential long term value, and standardisation of this interface might be a
possibility.

9.6.3 Matching functionsto oper ationg/interfaces

In the list below we consider each of the 21 TTP functions, and indicate which internal operations and
external interfaces might be required to support them. It is important to note that inclusion of an
operation or interface under a particular function does not mean that it must be used to support this
function.

9.6.3.1 Key generation
TTPs may berequired to generate keys for avariety of entities, including:

individual users,

Network Operators,

Service Providers,

secret keys for the TTP' s own use,

secret keys to be shared with other TTPs, and
private/public key pairs for the TTP's own use.

These keys may either be asymmetric (public/private) key pairs or symmetric secret keys. When a
TTP isrequired to generate asymmetric key pairs, care will need to be taken in the specification and
design of the key generation software/hardware.

It will potentially involve the following internal operations and external interfaces:

O1. Cryptographic key generation,
03. Cryptographic key storage,
0O4. User information storage,
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1. User interface,

I5. Security manager interface.

9.6.3.2 Key distribution (on-line)
Keys for subsequent on-line distribution may be obtained by the TTP in one of four ways.

viathe User interface (e.g. for receiving user-generated keys),

viathe Network interface (e.g. for receiving keys generated by network entities),
by using the TTP' s own Cryptographic key generation facility, or

from the TTP' s Cryptographic key storage facility.

Note that if keys are sent to the TTP via the Network interface then they may need to be
cryptographically protected, which might involve use of other TTP interna operations (e.g.
Cryptographic computation and Cryptographic key storage).

The (on-line) key distribution process will clearly involve use of the Network interface. Given that
this will involve keys being sent across potentially insecure network components, the Cryptographic
computation and Cryptographic key storage facilities will almost certainly be required to protect the
keys being distributed.

The Security manager interface may be required to enable a supervisory entity to authorise the key
distribution process. The User information storage capability may be required to enable the TTP to
work out what types of key to generate for a user, and how to charge the user for services rendered.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

O1. Cryptographic key generation,
02. Cryptographic computation,
03. Cryptographic key storage,
0O4. User information storage,

1. User interface,

I3. Network interface,

I5. Security manager interface.

9.6.3.3 Key archiving
The key archiving process will involve three main stages:

the initiation of the archiving process for akey or keys,
obtaining the keys to archive, and
the archiving processitself.
The archiving process may be triggered in a number of ways, for example by:
the receipt of an archiving request from a UMTS user via the User interface,
the receipt of an archiving request from a UMTS entity via the Network interface,
an instruction from a supervisory entity via the Security manager interface.
Keys for archiving may be obtained from:

aUMTS user or other UMTS entity either viathe User interface or the Network interface,
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the TTP' s User information storage facility (where user keys are stored), or

the TTP's own Cryptographic key storage (in the case where the TTP's own keys are to be
archived).

The archiving process itself may involve the following processes:

adding a time-stamp to the key information to be archived, generated using the Time-stamp
generation facility,

operating cryptographically on the key information to be archived, e.g. signing it, using the
Cryptographic computation and Cryptographic key storage facilities,

adding other user information to the key information to be archived, obtained from the User
information storage facility, and

storing the archive information, as part of the Event information storage facility.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
0O4. User information storage,
O5. Event information storage,
09. Time-stamp generation,

1. User interface,

I3. Network interface,

I5. Security manager interface.

9.6.3.4 Key escrow functionality

The ‘obvious approach to supporting end-to-end encryption is to make use of precisdy the same
certification structure as is commonly proposed to support digital signatures (see Section 9.6.3.8
below). Instead of requiring the TTP to sign the user public verification key, the TTP is asked to sign
the user's public encryption key (for some asymmetric encryption scheme), acting as a type of
Certification Authority.

However, in the case of end-to-end encryption, there is a potential need to support key escrow. That
is, in many countries, government agencies, or other legally supported bodies, may need the means to
decrypt some users' traffic (both incoming and outgoing). Typically, a TTP will be required to supply
the means to decrypt a particular user's messages to an interception agency, given that the
interception agency has the appropriate legal authority (e.g. a warrant); moreover this will typically
have to happen in such away that the user is not made aware of the interception agency’ sinterest.

A conventional Certification Authority does not have the means to supply all the information likely to
be needed by such an interception agency. As a result a number of schemes to support warranted
interception have been devised, many of them making use of some kind of TTP. Such a TTP might
combine the roles of a key distribution agent for its clients, and as a supplier of user keys (under
warrant) to an interception agency).

It isimportant to note that, unlike the Certification Authority used to support digital signatures, TTPs
used to support end-to-end encryption may need to be ‘on-lin€’ in certain cases.

It will potentially involve the following internal operations and external interfaces:
03. Cryptographic key storage,
0O4. User information storage,
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I3. Network interface,
I4. Interception authority interface,

I5. Security manager interface.

9.6.3.5 Privilege attribute generation
The Privilege attribute generation process has two main stages:

the authorisation step,
the generation step.

The authorisation step may involve the Security manager and/or the User interfaces. The generation
step will require the collection of relevant information about the user (from the User information
storage function), the possible addition of a current time-stamp (from the Time-stamp generation
facility), and the actual generation of the access contral information itself (using the Access control
information generation facility). The generated privilege attribute may be stored in the User
information storage of the TTP.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

0O4. User information storage,

06. Access control information generation,
09. Time-stamp generation,

1. User interface,

I5. Security manager interface.

9.6.3.6 Privilege attribute distribution
Privilege attribute distribution will involve four main steps:

authorisation of the distribution process,

obtaining the privilege attribute,

generating the privilege attribute certificate (PAC), and
passing the PAC to the relevant entity for distribution.

The authorisation process will be carried out using either the User interface or the Security manager
interface. The privilege attribute to be distributed may be obtained from the TTP's own User
information storage, or may be passed to the TTP via the User interface, Security manager interface or
the Network interface. Generating the PAC will require use of the Certificate generation function in
conjunction with the Cryptographic key storage function, and the PAC can then be passed for further
distribution viaone or more of the Directory interface, the Network interface and the User interface.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

03. Cryptographic key storage
0O4. User information storage,
O7. Certificate generation,

1. User interface,

2. Directory interface,

13. Network interface,
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I5. Security manager interface.

9.6.3.7 Privilege attribute archiving

Like, the key archiving process, the privilege attribute archiving process will involve three main
stages:

the initiation of the archiving process for a privilege attribute or attributes,
obtaining the privilege attributes to archive, and
the archiving processitself.
The archiving process may be triggered in a number of ways, for example by:
the receipt of an archiving request from a UMTS user via the User interface,
the receipt of an archiving request from a UMTS entity via the Network interface,
an instruction from a supervisory entity via the Security manager interface.
Privilege attributes for archiving may be obtained from:
aUMTSuser or other UMTS entity either viathe User interface or the Network interface, or
the TTP s User information storage facility.
The archiving process itself may involve the following processes:

adding a time-stamp to the privilege attribute to be archived, generated using the Time-stamp
generation facility,

operating cryptographically on the privilege attribute to be archived, e.g. signing it, using the
Cryptographic computation and Cryptographic key storage facilities,

adding other user information to the privilege attribute to be archived, obtained from the User
information storage facility, and

storing the archive information, as part of the Event information storage facility.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation
03. Cryptographic key storage
0O4. User information storage,

O5. Event information storage
09. Time-stamp generation

1. User interface,

I3. Network interface,

I5. Security manager interface.

9.6.3.8 Certification functions

An ‘obvious TTP function which is necessary to support the use of digital signaturesis Public Key
Certificate Generation. A widely accepted format for such certificatesis specified in the 1993 version
of ITU-T Recommendation X.509 (known as X.509 version 2). A revised version of this specification
(known as X.509 version 3) currently has draft amendment (DAM) status. The TTP responsible for
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generating certificates is often referred to as a Certification Authority (CA). This CA will need to
have its own digital signature key pair.

The generation of a user public key certificate requires the following main steps:
The user identity needs to be verified.

The CA needs to be supplied with a public signature verification key for the user. This may be
part of a key pair generated in advance by the user, in which case the user will pass the CA its
public key, or it may be part of a key pair generated by the CA for the user, in which case the CA
also needs to pass both parts of the key pair to the user.

The CA will need to passits public signature verification key to the user.

The CA can then generate the user certificate, which will be a string containing the user name,
user verification key, certificate expiry date, and other information, al signed using the CA’s
private signature key.

The user certificate will then be passed to the user, as well as possibly being distributed by other
means (e.g. via an X.500 directory).

Thus the certification function will potentialy involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
0O4. User information storage,
O7. Certificate generation,

09. Time-stamp generation,

1. User interface,

2. Directory interface,

I5. Security manager interface.

9.6.3.9 Directory functions
The performance of the directory function will involve three main steps:

receipt of certificates for storagein the directory,
storage of certificates,
providing entity information (including certificates) on request.

Certificates will be received either directly from the TTP generating them (using the Directory
interface), or via the User interface. Certificates will be stored using the User information storage
facility. Certificates will be distributed via the Network interface. The Security manager interface
can be used to change the configuration of the directory, e.g. to change access rights to parts of the
directory database.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

0O4. User information storage,
1. User interface,

2. Directory interface,

I3. Network interface,

I5. Security manager interface.
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9.6.3.10 Revocation functions

When acting as a CA, a TTP will be responsible for regularly generating and distributing Certificate
Revocation Lists (CRLS), containing a list of certificates which, although not expired, are no longer
valid for some reason (for example, the user private key may have been compromised).

Deciding whether or not to revoke a certificate may require invoking the User information storage
facility. The CRL will be a signed structure containing a time-stamp, and thus generating a CRL will
require use of the Cryptographic computation, Cryptographic key storage and Time-stamp generation
facilities. The CRL may be provided to a directory using the Directory interface, or may be sent
directly to UMTS entities using the Network interface. The entire revocation function can be
managed using the Security manager interface.

It will potentially involve the following internal operations and external interfaces:
02. Cryptographic computation,
03. Cryptographic key storage,
0O4. User information storage,
09. Time-stamp generation,
2. Directory interface,
I3. Network interface,

I5. Security manager interface.

9.6.3.11 Alert management functions
Alert management involves four main processes:

receiving alert information,

processing and storing alert information,
triggering management actions, and
providing input to the Revocation function.

Alerts will be received via the Network interface. Alerts will be stored using the Event information
storage function. Management actions will be triggered via the Security manager interface. Input to
the revocation function will be handled internally to the TTP.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

O5. Event information storage,
I3. Network interface,

I5. Security manager interface.

9.6.3.12 Claimant and verifier functionality

Whilst acting as a claimant or verifier, as part of in-line authentication service, the TTP will need to
engage in authentication exchanges with UMTS users and/or UMTS network entities. This will
involve the Cryptographic computation and Cryptographic key storage facilities, and, if keys are to be
generated as part of this process, then it may also involve the Cryptographic key generation facility.
Some authentication protocols involve sending and checking time-stamps, for which the Time-stamp
generation facility will be essential. Messages will be exchanged with UMTS entities via the Network
interface. The Security manager interface may be required to configure the operation of this function.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:
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O1. Cryptographic key generation,
02. Cryptographic computation,
03. Cryptographic key storage,
09. Time-stamp generation,

I3. Network interface,

I5. Security manager interface.

9.6.3.13 Evidence generation
Evidence generation will involve the following main processes:

initiation of evidence generation,
receipt of information for which evidence is to be generated (e.g. a message), and
generation of evidence (in the form of adigital signature).

The evidence generation step will normally beinitiated via the Network interface, and the information
for which evidenceis to be generated is also likely to be received via the Network interface. Evidence
generation will potentially require the addition of a time-stamp to the data (using the Time-stamp
generation facility), followed by use of the Cryptographic computation and Cryptographic key storage
facilities. The Security manager interface may be required to manage the process.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
09. Time-stamp generation,

I3. Network interface,

I5. Security manager interface.

9.6.3.14 Evidencerecording
Evidence recording can be divided into two main steps:

receipt of the evidence to be recorded, and
the actual recording of the evidence itsdlf.

The evidence to be recorded will typically be received via the Network interface, although the User
interface and Security manager interface may also be involved. The recording process may involve
the addition of a time-stamp (using the Time-stamp generation facility) and certain user-related
information (using the User information storage facility), and the evidential information will actually
be stored using the Event information storage facility.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

0O4. User information storage,
O5. Event information storage,
09. Time-stamp generation,
1. User interface,

13. Network interface,
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I5. Security manager interface.

9.6.3.15 Evidence verification
Evidence verification will involve the following three main steps:

receipt of evidence to be verified,
the verification processitsef, and
passing information about the success or failure of the verification process to interested entities.

The evidence to be verified will typically be received via the Network interface, although the User and
Security manager interfaces might also be involved. The verification process will involve the
verification of signatures and/or check-values, requiring use of the Cryptographic computation and
Cryptographic key storage facilities. Information regarding the success or failure of the verification
will again typically be passed using the Network interface.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
1. User interface,

I3. Network interface,

I5. Security manager interface.

9.6.3.16 Time-stamping functions
The time-stamping function will involve three main stages:

the receipt of information to be time-stamped,
the addition of atime-stamp and a signature, and
the transmission of the signed, time-stamped information back to the requester.

The information to be time-stamped will typically be received via the Network interface, although the
User and Security manager interfaces might also be used (the same will apply to the transmission of
‘time-stamped’ data). The time-stamping process itself will obvioudy involve use of the Time-stamp
generation facility, as well as the Cryptographic computation and Cryptographic key storage facilities
to generate the signature. Finally, the Certificate generation facility will be required to generate the
certificate data structure for the time stamp.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
O7. Certificate generation,

09. Time-stamp generation,

1. User interface,

I3. Network interface,

I5. Security manager interface.
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9.6.3.17 Audit functions
The audit function will have three main stages:

the reception of audit information,
the storage of audit information, and
the supply of audit information when required.

The input and output of audit information will use the Network interface. The storage of audit
information will use the Event information storage facility. The Time-stamp generation facility may
be used to add time-stamps to audit information prior to storage. Finally, the entire audit function
will be controlled by the Security manager interface.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

O5. Event information storage.
09. Time-stamp generation,
I3. Network interface,

I5. Security manager interface.

9.6.3.18 Dedlivery authority functions
The delivery authority function will involve three main steps:

receipt of information to rel ease once appropriate evidence is received,
the receipt and verification of evidence, and
the release of information.

The receipt and release of information and the receipt of evidence will involve use of the Network
interface. The verification of evidence will require use of the Cryptographic computation and
Cryptographic key storage facilities, as well as the Time-stamp generation facility (to check the
currency of any time-stamps in the evidence). The Security manager interface may be required to
authorise and control the release of information. The Event information storage facility may be used
to record parts of the overall procedure.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

02. Cryptographic computation,
03. Cryptographic key storage,
O5. Event information storage.
09. Time-stamp generation,

I3. Network interface,

I5. Security manager interface.

9.6.3.19 User identification

One fundamental function for TTPs will be to identify users for the purposes of generating user
certificates, supplying users with keys, etc. The TTP will typically be responsible for generating
information by which other entities identify a user, and hence will need to take some care in properly
identifying a user before issuing that user with newly generated keys, key certificates, etc.

It will potentially involve the following internal operations and external interfaces:
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0O4. User information storage,
1. Userinterface,

I5. Security manager interface.

9.6.3.20 Credit checking

Part of the user accreditation process may involve performing checks on the user’s creditworthiness.
The User Interface will be required in order to communicate with the user reguesting the
accreditation. The Security Manager Interface may be required to enable a supervisory entity to
authorise the credit checking procedure. The User Information Storage may be required to store user
credit information and other information relating to the user. The Financial Institution Interface may
be required to enable the credit checking TTP to request information about the user from financial
ingtitutions.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

0O4. User information storage,
1. User interface,
I5. Security manager interface,

16. Financial institution interface.

9.6.3.21 Fraud detection and management functions
Fraud detection and management will involve two main stages:

the processing of received and stored event information to detect fraudulent behaviour,
the generation and distribution of alarms when potentially fraudulent behaviour is detected.

Event information will be received via the Network interface, and stored event information will be
obtained by using the Event information storage facility. Relevant information may also be obtained
from the User information storage facility. The Event analysis facility can be used to process the
received and stored information, detect potential fraudulent behaviour, and generate alarms. Alarms
may need to have time-stamps attached (using the Time-stamp generation facility). Alarms can be
distributed via either the Network interface or the Security manager interface.

Thus this TTP function will potentially involve the following internal operations and external
interfaces:

0O4. User information storage,
O5. Event information storage,
08. Event analysis,

09. Time-stamp generation,
I3. Network interface.

I5. Security manager interface.

9.7 TTP requirementsfor ASPeCT

9.7.1 Evaluation of TTP based security services

The TTP based security services listed in Section 9.4.1 were categorised according to their
dependence on a TTP. This categorisation can be used to help identify the most important services
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required from a TTP in order to define and prioritise the TTP supported UMTS security services to be
developed within ASPeCT.

It has been agreed that the TTP supported UMTS security services, listed in order of priority in Table
9.7-1 below, are relevant to the ASPeCT project.

UMTS security services TTP services probably involved

Secure hilling Non-repudiation services
Symmetric key management
Asymmetric key management

End-to-end confidentiality with support for | Symmetric key management

warranted interception Asymmetric key management
Other end-to-end services, e.g. integrity, non- Symmetric key management
repudiation, origin authentication Asymmetric key management

Non-repudiation services
I dentification and authentication

Other security services requiring the support of a | all identified services
TTP, eg.
authentication servers,
access control to service profiles,
key escrow for disaster recovery.

Table9.7-1 List of prioritised security services for devel opment within ASPeCT

It isinitialy anticipated that the demonstration and trial implementations will only support the first
two security services, together with some additional end-to-end services from the third category.

The full set of identified TTP functions will probably not be implemented within ASPeCT. Instead,
only those functions which are essential in supporting the selected services will be implemented. For
example, providing time-stamping and notarisation for signatures was a function which is thought to
be of value in the selected services, and which we should attempt to include. On the other hand,
support for privilege attribute generation/distribution/archiving is probably not needed.

We should, at this stage, recognise the value and importance to practical systems of various functions
of a TTP which may not be essential for our selected services. These may include provision of audit
trails, arbitration in non-repudiation disputes, providing archives of signed documents, etc.

9.7.2 TTP security servicesto be developed within ASPeCT

In this Section, the four TTP supported UMTS security services identified within ASPeCT are
discussed. Each security serviceistaken in turn and the ETSI UMTS security requirements which are
fulfilled in each case are listed. Thisislargely based on the discussion in Section 9.4.2.

9.7.2.1 Secure hilling
The secure billing service fulfils the following UM TS security requirements:
Miscellaneous requirements, including:
Privacy of charging, billing and accounting information,

Protect against unauthorised modification of charging, billing and accounting
information,

Ensure that entities having incurred charges cannot subsequently deny this.

In addition, this security service fulfils other requirements laid out by WP2.5 in Section 10 of this
deliverable.
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Secure hilling includes overcoming the problems associated with the lack of trust between the
participants involved in the billing process. A typical requirement is that a user must be able to find
the charging for the services he uses incontestable. This will typically involve the service
provider/network operator producing evidence to show the correctness of a bill.

A TTP supported non-repudiation service will be used in this application to generate evidence so that
auser cannot deny that he invoked a given chargeable service. Other TTP services that may be used in
the secure hilling application may include symmetric and asymmetric key management services for
supporting the integrity protection and confidentiality of billing information.

9.7.2.2 End-to-end confidentiality with support for warranted interception
This service fulfils the following UM TS security requirements:

User requirements, including:
End-to-end privacy
Miscellaneous requirements, including:
Ensure that facilities exist for legal interception by governments of al communications

both within their own domain and possibly in other domains by agreement with the
relevant government.

End-to-end confidentiality is seen as a increasingly important service as users are becoming more
likely to transfer commercially sensitive information via telecommunications networks. The
conflicting requirement of governments to be able to intercept communications demands a suitable
key escrow mechanism. Such a mechanism would allow the retrieval of decryption keys under warrant
from one or more TTPs, so that protected information can be intercepted by legitimate authorities.

9.7.2.3 Other end-to-end services
Other end-to-end services fulfil the following UMTS security requirements:

User requirements, including:
End-to-end integrity, non-repudiation and origin authentication.

End-to-end integrity could be used to protect user traffic between sender and receiver. Similarly non-
repudiation services could be offered over the end-to-end link between sender and receiver. However,
these services are not seen as being as important as end-to-end confidentiality so have alower priority.

End-to-end origin authentication would allow end users to authenticate the origin of messages. Again
thisis seen as an interesting service to develop, but time and manpower constraints are likely to mean
that this service will not be devel oped within ASPeCT.

9.7.2.4 Other security servicesrequiring the support of a TTP

The above identified security service areas involve only part of the full range of services that could be
supported by a TTP. Other TTP services could potentially be used to offer a wider range of security
servicesin UMTS. These services would fulfil various other UMTS security requirements, which were
not mentioned above.

Examples of services would include (in no order of priority):

trusted authentication servers for ‘ad-hoc’ authentication of various entities to each other within
the UMTS environment, including authentication of usersto each other,

TTP supported access control to user service profiles, network management data, etc.,
accreditation of UMTS usersby TTPs,
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pre-personalisation of UIMs by TTPs,

use of a TTPin fraud detection and management,

key escrow based on TTPs for disaster recovery services,
...Etc.

9.7.3 Functionsrequired to support the selected security services

In this section the TTP functions required to support the two main security services we intend to
implement are listed. We consider each security service in turn and briefly describe the role of each
function.

9.7.3.1 Secure hilling
To support secure billing, the provision of the following TTP functionsis required:

Key generation, notably for the generation of private/public keys for asymmetric algorithms. These
keys will be used primarily in the provision of digital signatures to be used to prove that certain
actions relating to billing have taken place.

Key distribution, for the distribution of private keys.

Certification, signed certificates are required to allow one entity to obtain a verified copy of
another entity’s public key. This will principally be used to allow entities to check digital
signatures generated by other entities.

Directory, for the storage and distribution of certified public keys.

Revocation, for regularly generating and distributing Certificate Revocation Lists (CRLS). Note
however, that it is still questionable whether on-line distribution of CRLs is required as part of the
demonstration.

Evidence generation/recording/verification, these functions may also be required in helping a
TTP to prove that a user has carried out certain actions, notably those which initiate (and possibly
terminate) chargeable services.

Time-stamping functions, for certifying that the TTP has affixed a signature to a data item at a
particular time. This will be used so that a user cannot deny initiating (or terminating) certain
chargeable services at certain times.

9.7.3.2 End-to-end confidentiality with support for warranted interception
To support this security service, the provision of the following TTP functionsis required:

Key generation, primarily for generating private/public keys for end-to-end confidentiality using
asymmetric algorithms.

Key distribution, for distributing encipherment/deci pherment keys to users that require end-to-end
confidentiality.
Key escrow functionality, here the TTP will act as a key distribution agent for the end users (as

above), but will also support warranted interception by acting as a supplier of user keys to an
interception agency.

9.7.4 Componentsrequired to support the selected security services

In this section the TTP components required to support the two main security services we intend to
implement are listed. These lists are derived from the components of the required TTP functions for
the two main security services, which are identified above in Section 9.7.3. Again, we consider each
security servicein turn.
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Thislist of TTP components will serve as one of the main inputs to the design and specification of the
TTP demonstration and trials. Decisions as to precisaly which of these components actually need to be
implemented will be made during the design and specification process. Final decisionswill very much
depend on the precise requirements of the charging and hilling activity, and these will only fully
emerge during the design and specification of the charging and billing security services.

9.7.4.1 Securehilling

To support secure hilling, the provision of the following internal operations and external interfaces
may be required:

O1. Cryptographic key generation,
02. Cryptographic computation,
03. Cryptographic key storage,
0O4. User information storage,
O5. Event information storage
O7. Certificate generation,

09. Time-stamp generation,

1. User interface,

2. Directory interface,

I3. Network interface,

I5. Security manager interface.

9.7.4.2 End-to-end confidentiality with support for warranted interception

End-to-end confidentiality with support for warranted interception may require the provision of the
following internal operations and external interfaces:

O1. Cryptographic key generation,
03. Cryptographic key storage,
0O4. User information storage,

1. User interface,

I3. Network interface,

I4. Interception authority interface,

I5. Security manager interface.

10. Requirementsfor security and integrity of billing (WP2.5)

10.1 Introduction

Relating to requirements on secure hilling, three areas have been addressed:
Overview of charging and billing in GSM;
Principles and security issues for charging and billing in UMTS;
Requirements on secure hilling for UMTS to be investigated in ASPeCT.
Overview of charging and billing in GSM
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The purpose of this activity was to ensure that important aspects of charging and billing in GSM
which may be relevant also for UMTS are taken into account. These include GSM charging principles
for mobile originating and mobile terminating calls and the transfer of accounting and billing data
between GSM operators.
Principles and security issues for charging and billing in UMTS
In this activity, information aready available from ETSI technical reports was exploited and four
main security issues were identified which are expected to be crucial for charging and hilling in
UMTS. They are:

problems resulting from lack of trust among network operators and service providers and between

network operators/ service providers and users,

secure alternative methods of payment and advice of charge;

electronic commerce;

transfer of billing information between network operators and service providers.
Reqwrements on secure hilling for UMTSto be investigated in ASPeCT
It was agreed that the security issues identified in the previous activity could not all be fully supported
in the demonstrations within ASPeCT due to a lack of manpower. Therefore, the issues had to be
prioritized. The prioritization is reflected in the order the issues were presented above, i.e. the highest
priority for the work in ASPeCT has the investigation of methods which are suitable to increase
confidence in the correctness of the hilling process in a situation where trust among network operators
and service providers and trust between network operators/ service providers and users can no longer
be taken for granted.
To this end, certain billing scenarios were evaluated which appeared to be suitable for the
demonstrations in ASPeCT. A scenario which involves the provision of premium rate services by a
Value Added Service provider was selected as the preferred scenario.
Threat and risk analyses were performed for the scenarios, taking into account the views of all the
partiesinvolved.
A semi-formal concept of obligations in open telecooperation was introduced in order to capture the
requirements on non-repudiation services needed to secure the scenarios.
Trust relations between the involved parties were examined in more detail.
From the above, the requirements on secure hilling services in the considered scenarios were derived.
They are stated in terms of the evidence which needs to be provided to the involved parties in the
course of the provision of a service so as to make the hilling of the service secure.
Finally, the Trusted Third Party services which are likely to be needed to support the demonstration of
secure hilling services were identified.

10.2 Background

A service provider offering services to a user/subscriber has to ensure that the billing of the
user/subscriber for the telecommunication services that he has used is done in a correct and
transparent way acceptable to the parties involved. Thisis not new and applies to existing networks.
However, that the current situation is not satisfactory was highlighted by a number of widely
publicised fraud scandals in some telecommunications networks, which led to incorrect hills,
contributed to an increased awareness of the problem with the genera public, and resulted in an
increased number of disputes between users/subscribers and network operators/service providers.
While it could be argued that these problems pertain to existing telecommunications networks, which
implement only relatively weak security measures, a number of foreseeable technical developments
show that secure billing will be a crucial issuenct only for existing networks, but also for UMTS. The
most important of these developments are;

an increasing variety of services, especially value added services or information services offered

over telecommunications networks;

an increasing use of telecommunications networks for the order and delivery of goods in

electronic form, which may require support from security services provided by the network;

the expected emergence of many new network operators and service providers, which may have

serious implications for the trust relations among them.
The technical measures investigated in this project should concentrate on the additional risks
introduced by the new devel opments listed above. For example, such measures are expected to be most
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useful when certain value added services are requested. Another case where such measures might be
useful are calls from origins or to destinations which are fraud-sensitive.
Theintroduction of measures for secure billing in UMTS is facilitated by the following facts:
in UMTS every user is equipped with a smart card, the UIM, which makes it possible to provide
additional security measures based on cryptographic procedures involving users,
UMTS is ill in the process of being defined so measures related to secure billing can be taken
into account in the system architecture from the start.
Existing networks address the issue of secure hilling to various degrees, none of them, however,
address secure billing in a way that would be satisfactory for future systems like UMTS. A weak form
of ensuring the integrity of billing, that may help to settle some disputes, isitemized billing. Another
measure that may help to instil the confidence of a subscriber in a bill is advice of charge. In GSM
more sophisticated security measures (e.g. authentication based on cryptographic procedures), which
are used to counter fraud, may further increase the confidence of subscribers in the correctness of the
bill.
However, none of these measures produces hard evidence that may alow a third party (such as a
judge) to settle a dispute between a subscriber and a service provider. Also, these measures do not
address the aspects of secure hilling between network operators and service providers. For these
purposes, stronger forms of protection are required in the future. These depend, however, on the
availability of adequate legal frameworks, which cannot be the subject of the technical studies
undertaken in this project. Stronger forms of protection may also contribute to increased confidencein
the proper working of the system by all parties involved and may greatly reduce the number of cases
where disputes arise.

10.3 Charging and billingin GSM

10.3.1 Overview of GSM billing

Billing involves the collection of revenue relating to calls made and services invoked on a
telecommunications system. In GSM, charges for calls and other services are compiled from data
recorded by the traffic handling part of the network. Each MSC/VLR will generate individual call
records for each call containing al the information necessary to calculate the charge for the call. The
call record will include the IMSI of the subscriber to be billed, which will uniquely identify the
subscriber to its home PLMN.

Since GSM permits roaming between networks, the IMSI will be used as a basis for forwarding the
bill to the correct home network. Roaming between networks is only permitted where the home and
visited networks have arranged a bilateral roaming agreement.

Because GSM allows international roaming, billing and accounting principles are regulated by the
signatories of the GSM MoU. When roaming is possible, the MoU states that charges made to a
subscriber are to be collected by the operator with whom he holds a subscription. Therefore, the
responsibility for paying the visited network operator lies with the home network operator of the
subscriber; thisis the concept of the Transferred Account Procedure (TAP) and is discussed in more
detail in Section 10.3.3.

A visited network will sort its call records before forwarding them to the correct home networks for
internal accounting. A global bill will be compiled for each network that the visited network has a
roaming agreement with.

Call records for home subscribers, whether internally generated or coming from visited networks,
must be sorted on a subscriber basis. If GSM service providers are used, a global bill will be sent to
each one for calls corresponding to their subscribers. If the operator bills subscribers directly, then
individual subscriber bills are established and sent out by the operator. Other variants exist where, for
example, the operator compilesindividual subscriber bills on behalf of the service provider.

10.3.2 GSM charging principles

A general charging principle has been developed by the signatories of the GSM MoU. These
principles are laid out by the MoU Billing Administration and Roaming Group (BARG). This group
deals with all commercial and administrative issues required to support international roaming. These
issues include charging, billing and accounting.
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MoU BARG Permanent Reference Documents (PRDs) contain the regulations applicable to the
relationships between PLMN operators in different countries. These regulations are only appropriate
to those operators who have arranged bilateral roaming agreements.
The genera tariffing principle laid down in BARG is that the calling party pays the total charge for
the calls that heinitiates [1]. The charging principles relating to Mobile Originated (MO) and Mobile
Terminated (MT) calls are dealt with in the following sub-sections.

10.3.2.1 Mobileoriginated calls

According to the general tariffing principle, the calling party pays the total charges for all calls that
heinitiates. The only exceptions to this general principle are:
Reverse or transfer charge calls.
Call re-routing charges® in respect of calls to a mobile station that has roamed away from its
home PLMN.
Forwarded calls. The forwarded part of a call is treated and charged as if it were a separate
mobile originated call initiated by the forwarding subscriber.
Where the terminating PLMN operator charges his subscribers for mobile terminating calls,
and chooses to similarly charge visiting subscribers. (see Section 10.3.3).
Where a subscriber roams internationally and originates a call on avisited PLMN, the visited operator
will bill the home operator through the Transferred Account Procedure (TAP) in respect of the use of
the visited PLMN. The charges raised will be at the visited PLMN operator’s normal network tariff
computed as if the visiting subscriber were a home subscriber of the visited PLMN.
The visited PLMN operator may apply a multiplier (the visted PLMN multiplier) to the normal
network tariff for MO calls. The visited PLMN multiplier may be a maximum of 1.15. All visiting
subscribers to a PLMN are treated equally by the visited PLMN operator in terms of tariff and visited
PLMN multiplier.
The home PLMN operator will use the charging record supplied through the TAP as the basis for
subscriber billing.

10.3.2.2 Mobileterminated calls

According to the general tariffing principle, the calling party, whether a mobile or fixed subscriber,
calling towards alocal PLMN subscriber pays a charge incorporating the revenue necessary to support
the called PLMN structure.
However, under some circumstances, PLMN operators may be required to charge their subscribers for
mobile terminated calls. There are two general approaches:
Home PLMN charging Where a subscriber has roamed away from his home PLMN, the
charges for the call re-routing part from the subscriber’s nominal address to his actual address
may be charged to that subscriber.
Visted PLMN charging If a PLMN operator charges his own subscribers for Mobile
Terminated calls received while in the home PLMN, he may charge visiting subscribers for the
same type of calls at the same rates.
Where a subscriber receives a call whilst roaming internationally, the visited PLMN operator will
raise a charging record and transmit this to the home PLMN operator through the Transferred
Account Procedure (TAP) [2]. According to the genera tariffing principle, the charging record will be
zero priced. However, this charging record is still used by the home PLMN to raise a charge for the
re-routing of the call to thevisited PLMN.
Mobile terminated calls are charged on the basis of a call originating in the home PLMN of the
roaming subscriber and terminating in the visited country in which the call is received. The call re-
routing charge to the called party is consequently dependent on where the call is received rather than
whereit originated. However, if optimal routing is used this may not be the case (see Section 10.3.4).

*1f acall is directed towards a MS, which has roamed from its home PLMN, the call will need to be
re-routed to the visited PLMN. The call re-routed part covers the part of the call from the point at
which it isre-routed up to the point at which the call reaches the terminated PLMN.
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10.3.3 Transfer of accounting and billing data between GSM oper ators

The Transferred Account Procedure (TAP) is described in the GSM MoU regulations [2]. The TAP
involves the transfer of charging records of visiting subscribers between operators. Issues relating to
the TAP are dealt with in MoU Transfer Account Data Interchange Group (TADIG). This group also
deals with issues relating to the transfer of other data between PLMN operators, including data
between EIR administration systems.

A visited PLMN, with which a roaming subscriber interconnects, must receive compensation for the
receipt and delivery of calls. In the TAP, the visited PLMN operator agrees that the charge for the
GSM telecommunication services used will be paid by the home PLMN operator instead of by the
user.

Charging records for roaming subscribers making MT and MO calls are transferred between operators
on a regular basis. The aim is to exchange data within 36 hours of call completion and there is
nominaly at least one exchange a day. If no data is due, an dectronic natification is sent on a daily
basis. However, thereis a requirement to receive the charging records in near real-time.

The method of transfer of charging records is eectronic file transfer using FTAM over X25. The
protocol stack for the transfer is given in MoU PRD TD 04 [3].

Instead of transferring call records directly to the appropriate operator, they could be sent to a clearing
house. In the clearing house scenario, all network operators could have ther liahilities to other
operators settled, whilst minimising the number of financial transactions. In addition, the clearing
house allows hilling information for roamers to be made more accessible to network operators.

10.3.4 Optimal routingin GSM

Optimal routing is a GSM feature by which calls directed to a mobile subscriber, who has roamed
away from his home PLMN, are routed directly, instead of via his home PLMN, to the mobile
subscriber’s actual location or the forwarded-to destination. The visited network can obtain the
indirect route to the roamer’s HLR from the dialled number, and the direct route to the called party’s
location by interrogating the roamer’s HLR. The two routes can then be compared and a decision
made as to which one is the preferred option. Optimal routing eiminates the “tromboning effect” and
thus reduces the cost of certain traffic cases involving roaming subscribers.
The reasons for directing all calls to a subscriber’s home PLMN in the first implementations of GSM
arethreefold:

administrative and operational problems;

limitations of technical functionality;

ease of charge computation.
The first two limitations have been largely overcome. The issue of charge computation till exists,
however, and will only be fully resolved with the introduction of an intelligent routing decision node
in the home network. Theintelligent node will determine and compare the charges for the direct route
and the route via the home network.
In afirst phase of implementation, calls shall only be optimally routed in the case where the decision
whether to directly route the call is easy and where the subscribers can be charged adequately on the
basis of the TAP as defined in TADIG. These cases exist when:

the optimal routed leg originates and terminates within the same country;

the optimal routed leg terminates in the country to where the leg would have been routed

without optimal routing.
In particular, the first phase of optimal routing will solve tromboning problems for mobile-to-mobile
calls, where both mobiles are in the same country, and for calls with conditional call forwarding
towards the home country of the forwarding party.
The intermediate phase of implementation would deal with more complex charging scenarios. This
would require use of enhanced IN functionality which is due to come on-line with the introduction of
CAMEL (Customised Application Mobile-network Enhanced Logic) [4] The final phase would cover
all scenarios including the optimal routing of mobile terminated calls that originate in the
PSTN/ISDN. Thiswill require asignificant level of enhancement to the fixed network.
The charging principles relating to optimal routing and the transfer of accounting and billing
information in the optimal routing case are summarised in the sub-sections below. These principles
and standards are taken from the MoU regulations [1].
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10.3.4.1 The charging principles applicable to optimal routing

TAP charging records transferred between PLMN operators when optimal routing is invoked must
contain sufficient information to allow for the correct billing of subscribers, inter-network accounting,
and the handling of customer care requirements. This information must include the originating
network for MT calls and the terminating network for MO call records. The revenue generated by an
optimally routed call should be enough to cover the inter-network accounting costs of each network
handling that call.

With optimal routing, international Signalling System No 7 (SS-7) may be used to communicate with
the home network with no corresponding traffic. If a signalling charge is demanded by an
international operator, it could be absorbed by the PLMN operator or passed on to subscribers. If it is
passed on to subscribers, it is essential that this charge should not wipe out the benefits of optimal
routing.

10.3.4.2 Thetransfer of billing information in the optimal routing case

With optimal routing two charging records are generated. These are passed to the home network
using the TAP.

A MO call record is generated in the originating PLMN of the optimally routed leg of the call. This
MO call record shall include information identifying the terminating PLMN. The charges raised will
be at the originating PLMN operator's normal network tariff for a MO call. The visited PLMN may
apply a multiplier (the visited PLMN multiplier) to its normal network tariff. The visited PLMN
multiplier may be a maximum of 1.15 (see Section 10.3.2.1).

A MT call record is generated in the terminating PLMN of the optimally routed leg of the call. A MT
call record shall include information identifying the terminating PLMN of the optimally routed leg of
the call. This call record shall be zero-priced except in the ‘visited PLMN charging’ case (see Section
10.3.2.2). The home PLMN of the subscriber will identify that the MT call record corresponds to an
optimally routed leg, because the originating PLMN identified in the MT call record does not
correspond to the home PLMN of the subscriber.

Note that with optimal routing, the called subscriber’s home network has no record of the call.
Instead, it relies on the appropriate charging records being raised by the originating and terminating
networks. Without optimal routing, a Roaming Call Forward (RCF) charging record is generated by
the called subscriber’s home network. This accompanies the MO call record generated in the
originating PLMN and the MT call record generated in the terminating PLMN.

10.4 Principlesfor billingin UMTS

10.4.1 Charging principles

From the subscriber’s point of view, UMTS must fulfil the following general requirements which are
taken from a draft ETS| Technical Report developed by ETSI SMG, cf. [5]:
a UMTS subscriber shall be billed, for the UMTS services subscribed to, by their home
UMTS service provider only.
the subscriber should generaly find charging understandable and incontestable in relation
to the services offered. The user should be able to estimate any charges that may result
before making use of services.
UMTS must generally ensure that the subscriber is not charged for the usage of services by
other parties. Other parties may be alowed to transfer charges for use of services to the
subscriber only if specifically authorised to do so.
Recall, there is an important difference between the GSM and UMTS role models, which is that the
service provider entity in UMTS holds all subscriber related information, including information that
would have been held by the home network operator’s HLR in GSM. As a result, there is no home or
visited network as such in UMTS. Instead, all calls are directly routed, with the originating network
interrogating the service provider for routing information.
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10.4.2 Charging based on optimal routing

Route optimisation in UMTS reduces the involvement of the service provider to pure data enquiry;
requiring the bearer capabilities to exist only between the originating and visited networks and the
involved transit networks [5].

It should be possible to pass the reduced charges, based on the optimal route, onto the subscribers. The
involvement of the originating and terminating party’s service providers may incur an extra
component of charging for signalling enquiries and related activity. As with GSM, the cost of extra
signalling in UMTS must not wipe out the original cost benefits of optimal routing. In addition, a
mechanism must be developed for the secure transfer of billing information.

10.4.3 Supplementary services

In UMTS, supplementary services rdating to billing may be offered. These may include, Advice of
Charge (AoC) and Alternative Payment Methods (APM).

10.4.3.1 Advice of charge

An Advice of Charge (AoC) service may be provided in UMTS. This would provide the user with a
reliable estimate of the cost of the service used. When required to indicate the total accumulated
charge, the Mobile station would be able to display the running cumulative unit charge®, which may
be stored in the User Identity Module (UIM).

In GSM, the charge is estimated by the Mobile station (MS) [6]. At the charging point, the MS is
informed of the charging rate in home units. The MS then uses its independent internal clock to time
the call from the charging point to the end of call. The MS can then derive the number of home units
used in order to advise the user of the charge incurred.

10.4.3.2 Alternative methods of payment

Within UMTS, secure Alternative Payment Methods (APM) may be defined [6]. These are ways of
paying other than the conventional way where the subscriber is billed after he has used services. APM
could be realised with User Identity Modules (UIMs) in the form of prepaid cards or rel oadable smart
cards.

10.5 Security issuesfor billingin UMTS
10.5.1 Problemsresulting from lack of trust between the participants

10.5.1.1 Relation between users and service providers

A user must be sure that his service provider will correctly process the billing information he receives
from network operators. The leve of trust offered by a service provider influences the user’s choice in
deciding which service provider he should subscribe to. However, in order for the user to find
charging "incontestable" (cf. charging principles in 10.4.1above), additional measures may be
required in order to increase the user's confidence. On the other hand, service providers do not
necessarily trust users. Users may challenge correct bills. Thus, it may be useful for service providers
to be able to produce evidence showing the correctness of the bill.

10.5.1.2 Relation between users and network operators

A user does not have as much flexibility in choosing his network operator as he does in choosing his
service provider, since the choice is limited to the networks that have roaming agreements with the
user’s service provider and to those that can provide coverage at the user’s location. Although thereis
no direct relation between users and network operators with respect to billing, the user must be sure
that the network operator generates correct charging records for services, which the user invoked
while using the network. This is because the user's service provider will base his bill on those

® Trand ating this unit charge into an actual cost, in the correct home currency, is a difficult problem
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charging records. Asin 10.5.1.1 above, it may be helpful if evidence was available supporting the
correctness of charging records.

10.5.1.3 Relation between service providers and network operators

In GSM, transfer of billing information between different organisations is only required when
roaming outside the home network. However, with UMTS, charging records are generated by network
operators and must be forwarded to the appropriate service provider for all calls. The service provider
must be sure that the network operators with whom it holds a roaming agreement will supply correct
billing information.

A GSM MoU-like arrangement may not be possible with UMTS, since the number of network
operators and service providers will increase. Without an MoU-like body, network operators and
service providers may not be bound to a set of regulations. As aresult, the required level of trust may
not be obtainable.

The equivalent of a GSM roaming agreement in UMTS will be an agreement between a service
provider and the network operator that provides the bearer capabilities for the service. Because the
number of operators is likely to increase dramatically, individual bilateral agreements are likely to
become unworkable in their existing form. As a result, some other mechanism must be provided so
that the service provider can have confidence in the billing information supplied by the network
operator.

10.5.2 Security requirementsrelating to supplementary services

Security requirements relating to Advice of Charge may include;
Ensure that advice of charge information is a rdiable estimate of the actual charge
incurred.
Privacy of advice of charge information.
Protection against unauthorised modification of advice of charge information.

Securlty requirements relating to Alternative Payment Methods may include:
Protection against unauthorised disclosure of subscriber information.
It should be an open system, i.e. enable participation of several financia ingtitutions,
service providers, retailers and users without the need for a relation of trust between them.
Trust is needed between service provider and subscriber, and between service provider and
retailer.
Anonymous payment to the service provider may be necessary.
The subscriber may require some insurance against theft or loss (e.g. a maximum amount
may be set).
If during a (reload) transaction the connection fails, the procedure must be terminated
properly.

10.5.3 Electronic commerceover UMTS

Electronic commerce is described here as the order and delivery of goods in eectronic form using
UMTS as the communication network linking the customer and the merchant. This involves two
billing relations: Firstly, the UTMS service provider will bill the user and the merchant in their roles
as UMTS users for the provision of the communication link between them. This is identical to the
billing of basic service UMTS calls and is therefore of no interest here. Secondly, the merchant will
bill the customer for the delivered goods. The corresponding payment may be handled by a payment
organization (e.g. a credit card organization). This second hilling process between customer and
merchant is of course independent of UMTS. It is included here, however, because the exchange
between customer and merchant may benefit from the support of end-to-end security services provided
by the UMTS network. Therefore, it would be worth while to investigate, which end-to-end security
services would be needed for this application, and then to demonstrate the usefulness of these end-to-
end security servicesin the application.
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10.5.4 Transfer of billing information between service providers and network
operators

The transfer of information between service providers and network operators involves at least two
issues. These issues are discussed bel ow.

A reduction in the transfer time of billing information between organisations is required to allow
service providers to reduce their risks of fraud by monitoring, in near real-time, the charges being
accrued by any particular service. In principle, cal records could be recorded in participating
networks and transmitted to the appropriate service provider in real-time on completion of a particular
call sequence. However, in practice technical functionality may limit this.

The transfer mechanism itself should be made secure to provide confidentiality, integrity, and origin
authentication of billing information. Non repudiation of billing information transfer between
organisations may also be required®.

10.6 Requirementson secure billing for UMTS to be investigated in ASPeCT

10.6.1 Selection of security issues

It was agreed that the security issues identified in the previous Section could not all be fully supported
in the demonstrations within ASPeCT, due to a lack of manpower. Therefore, the issues had to be
prioritized. The prioritization is reflected in the order the issues were presented above. Thus, the
highest priority for work to be done within ASPeCT is the investigation of suitable methods for
increasing the confidence of users in the correctness of the billing process in a situation where trust
among operators and providers and trust between operators / providers and users can no longer be
taken for granted. This choice was made since it was felt that this work has the greatest potential for
innovation.

Further investigation is required into how far the mechanisms used for increasing confidence between
users and operators can be combined with a secure advice of charge supplementary service.
Depending on the outcome of this investigation, work on secure advice of charge could be included as
well in WP 2.5.

Electronic commerce is seen as an interesting application as it may benefit from end-to-end security
services offered by UMTS, such as end-to-end confidentiality and integrity, authentication and non-
repudiation. However, it is unlikely that the resources will permit to work on thisissue aswell.

10.6.2 Billing Scenarios

In order to discuss secure billing in UMTS, we describe two scenarios in which certain services are
requested for which a user is consequently hilled. The purpose of the discussion isto find a scenario
which covers typical security requirements and is thus suitable for a demonstrator in the later phases
of the project. It is not claimed that the scenarios cover al cases in which billing may occur. The
second scenario which includes the provision of value added service is an extension of the first one
which involves the provision of basic services only. It is the preferred one as, on the one hand, the
billing relations are more complex there and, on the other hand, the potential for fraud is greater.

In addition to the two scenarios relating to billing for UMTS services, we also describe a scenario
relating to eectronic commerce in order to show in more detail in how far a certain end-to-end
security service, namely non-repudiation, may be beneficial for such an application over UMTS.

For each scenario, we describe the participants involved and their relationship in the actual provision
of service and in the hilling process.

10.6.2.1 Scenario including the provision of basic services only

This is the scenario where a user may roam in a network other than his home network. He uses only
basic services, no value added services. For simplicity, we only consider the case of mobile originating
calls. (Mobile terminating calls are treated in a similar way.) Hence the roles in the provision of the
service and in the billing for the use of the service are the following:

Participants

1 Useru

® Thisis separate to the non-repudiation of the use of a chargeable service.
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N

Subscriber S

3. Service provider SP

4. Visited UMTS network operator NO
Thisisthe network operator in whose domain the user requesting a service is roaming.

5. Other network operators
There may be a number of other network operators involved. These include the network operator
in whose domain the destination of the call lies and any number of transit network operators.

6. Anintruder Z masquerading as legitimate user.

Relationsin provision of service
The following figure depicts the communication relations among the participants involved in the
provision of service in the simplest case where only one network operator isinvolved.

Billing relations
The following figure depicts the relations among the participants in the billing process in the above
case. The arrows show who pays whom.

' network

operator

10.6.2.2 Scenario including the provision of value added services

The user is charged a particular rate for this type of calls. The charges are collected by the user's
UMTS service provider who in turn forwards part of the money payed by the user to other parties
involved.
Participants
1. UserU
2. Subscriber S
3. Service provider SP
4. Visited UMTS network operator NO
Thisisthe network operator in whose domain the user requesting a service is roaming.
5. Other network operators
There may be a number of other network operators involved. These include the network operator
in whose domain the destination of the call lies and any number of transit network operators.
6. Value added service provider VASP
7. Content provider CP
8. Anintruder Z masquerading as legitimate user.

Relationsin provision of service
The following figure depicts the communication relations among the participants involved in the
provision of service in the simplest case where only a network operator isinvolved.

Billing relations
The following figure depicts the relations among the participants in the billing process in the above
case. Other hilling relations may be possible. The arrows show who pays whom.

VAS
provide

- Page 117 -



Initial report on security requirements ACO095/ATEA/W21/DSP/02/B

'SP »(NO/ »VASP »(CP.

10.6.2.3 Scenario including electronic commerce over UMTS

Here, UMTS is only used to provide a communication path between a customer and a merchant

selling electronic goods. The UMTS service provider is only responsible for collecting the charges for

the call, not for the payment by the user /customer for the delivered goods. This payment is assumed

to be handled by a payment organization (like e. g. a credit card organization).

The scenario is included in order to investigate what UMTS security services (including end-to-end

security services) may be required or desirable to support thiskind of transactions.

Participants (in addition to those listed in section 10.6.2.1 above)

7. Customer C, acting asanormal user from a UMTS point of view.

8. Merchant M of eectronic goods ("infogoods' in short) acting as a normal user from a UMTS point
of view.

9. Payment organisation PO, possibly acting off-line.

The transactions among C, M and PO depend on the type of protocol used for eectronic commerce.

As an example, they may be asfollows. C callsM by using UMTS and requests an offer for infogoods.

M sends back a detailed offer, containing, at least, the type of goods, the amount, and the price. C

might then send an order to M and M returns the infogoods. C then sends a commitment to pay

(chegue) to M.

Relationsin provision of service
The following figure depicts the communication relations among the participants involved in the
provision of service in the simplest case where only one network operator isinvolved.

There are two billing processes involved here: One is for the call, the other is for the ddivered
infogoods.

Billing relations (call)

The relations among participantsin this case are asin 10.6.2.1 above.

Billing relations (infogoods)

The following figure depicts the relations among the participants in the hilling process in this case.
The arrows show who pays whom.

organ.

10.6.3 Threats

10.6.3.1 Introduction

In sections 10.6.3.2- 10.6.3.4 below, threats are described in an abstract way. In this introduction, we
briefly want to mention (in a certainly non-exhaustive manner and for illustrative purposes only) a
few concrete ways in which threats have been realized in existing (fixed or mobile) networks’. Some
of these threats can be countered by already envisaged security measures for UMTS (other than secure
billing), some cannot.

" Section 4 contains a more comprehensive discussion on fraud scenariosin UMTS
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1. Fraudsters obtain a valid subscription under a false identity. They then set up a very high number
of calls, requesting particular VASs. They act in collusion with the corresponding VAS providers
or content providers and share the profit with them later. When the bill arrives the fraudster has
disappeared. The VAS providers and content providers receive their legal share of the charges
incurred nevertheless, unless their involvement in the scheme can be proven.

This type of fraud can only be prevented by organizational means like thorough checking of
identities and credit records, not by cryptographic techniques. It can often be detected by fraud
detection means such as the ones being developed in WP 2.2.

2. Fraudsters gain access to telecommunications services by masquerading as legitimate users. This
is typically done by tapping access lines in fixed networks or using cloned phones in (typicaly)
anal ogue mobile networks. The fraudsters then proceed asin 1.

This type of fraud can be effectively prevented by authenticating the user before granting service
and by preventing cloning. Consequently, this type of fraud is unlikely to occur in UMTS
(assuming that UIM smart cards cannot be cloned).

3. Fraudsters have accomplices among the employees of the network operator or service provider.
These employees have access to the switch and/or can manipulate the billing data in such a way
that no user or the wrong user is charged for the call. This type of fraud cannot necessarily be
prevented by authentication. It calls for different measures. It is also potentially dangerous for
UMTS. For UMTS users and service providers the situation is aggravated by the fact that a
roaming user may gain access to services from any network in which he is allowed to roam. The
UMTS sarvice provider has no control over the level of security in the visited network.
Nevertheless, heis reponsible for paying the visited network operator.

4. In addition, disputes over bills may arise from the fact that users are correctly billed, but do not
agree with the bill (e.g. because they were unaware of the particular rates which applied to the
selected type of service) and are therefore not willing to pay - although it should be mentioned that
this does not necessarily constitute fraud.

In the last two cases, additional features providing secure billing are expected to be useful.

In order to reduce the threat analysis to the essential relations in our context, we do not distinguish

between the user and the subscriber. Of course, a subscriber can be defrauded by a user he has trusted

in. But handling the relation between user and subscriber is outside the scope of the communication
system.

Similarly, we do not take into account here the relation between the Value Added Service Provider

and the Content Provider.

10.6.3.2 Scenario including the provision of basic services only

From U’s point of view

In general, U fears an unjustified bill, either too high for a service he has used or for services he has
not used at all. From the user's point of view the threats that exist are;

T1 NO defrauds U

A dishonest NO falsdly claimsthat at a given point U has made a call of a certain duration to a certain
person.

T2 SP defrauds U

SP falsely pretends that some NO has charged SP on U’ s account.

T3 Z masqueradesas U

An intruder Z requests services on U’s account so that U is going to be charged for that.

From SP’s point of view

T4 U doesnot pay for hisaccounts

U iseither not willing or not ableto pay for his accounts.

T5 U defrauds SP

A dishonest user U rejects a correct bill by falsely claiming that this bill isincorrect.
The crucial point for SP is to distinguish between this case and one of the cases below.
T6 NO defrauds SP

A dishonest NO presents aforged bill for a user U who is subscriber of SP

T7 Z defrauds SP by masquerading as U

An intruder Z requests services on U’ s account.
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One could argue that threats T6 and T7 are more a threat to U than to SP as SP may not even
recognize that he was defrauded and may be able to recover the charges from U. But they definitely
become financial threatsto SP if later on U can prove that he was not responsible for that billing. But
even if this proof is not possible this threat might lead to financial losses. For example, U could cance
the subscription, or disputes about bills could damage the reputation of SP so that customers might
prefer other service providers.

From NO’s point of view

U defrauds NO

U rejects a correct billing by claiming that either he did not make that call at all or that some
parameters (duration time, tariff etc.) are wrong.

T8 Z defrauds NO by masquerading as U

An intruder Z requests services from NO on U’s account and U can prove that he is not responsible
for that.

T9 SP defrauds NO

A dishonest service provider SP charges the users, but falsely claims against NO that the billings are
incorrect.

10.6.3.3 Scenario including the provision of value added services
In addition to the threats listed in 10.6.3.2, we have to consider the following threats:

From U’s point of view

T10 VASP defrauds U

- A dishonest VASP falsdly claims that U has used a certain type and a certain amount of his info
service.
VASP does not provide the service he announced. For example, VASP promises to provide some
information, U gives a call to VASP, listens some minutes to the tape but does not get the desired
information. Since U has initiated the call, he will have to pay for it without getting any benefit.

T11 SP defrauds U

SP falsely pretends that some VASP has charged SP on U’ s account.

From SP’s point of view

T12 VASP defrauds SP

A dishonest VASP presents a forged billing for subscribers of SP.
(For thisthreat the same remark holds as for the threats T6 and T7.)

From NO’s point of view

T 13 VASP defrauds NO

A dishonest VASP presents against NO an incorrect billing on U’s account and U’ s service provider is
convinced that U is not responsible for that billing.

From VASP’s point of view

T14 U defrauds VASP

U regects a correct hilling by claiming that either he did not make that call at all or that some
parameters (duration time, tariff etc.) are wrong.

T15 Z defrauds VASP by masquerading as U

An intruder Z requests info services from VASP on U’'s account and U can prove that he is not
responsible for that.

T16 NO defrauds VASP

A dishonest network operator NO charges the service provider of the user but falsely claims against
VASP that the billings are incorrect.

10.6.3.4 Scenario including electronic commerce over UMTS

In addition to the threats listed in 10.6.3.2, the following threats are possible. We assume here that
fraud committed by the PO is unlikely.
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From C’s point of view

T17 M defraudsC

M does not stick to his offer, i.e.

1. M does not send the ordered infogoods

2. after sending the infogoods M wants to get more money than he mentioned in his offer.

From M’s point of view
T18 C defrauds M
After accepting the offer, ordering and delivering of the goods C is not willing to pay the price.

From PO’s point of view

T19 C does not pay for hisaccounts

U is either not willing or not able to pay for his accounts. (Thisis a general risk a PO faces which is
not particular to electronic commerce.)

T20 C defrauds PO

A dishonest user U rejects a correct billing by falsely claiming that this billing isincorrect.

T21 M defrauds PO

A dishonest M presents a forged bill for a customer C.

10.6.4 Obligations

The concept of formalizing obligations in open telecooperation was investigated by Rudiger Grimm
and is published in [i] . Describing the obligation structures helps to find out which sort of non-
repudation serviceis actually necessary in the underlying scenario.

Interesting in our case are the so-called conditional obligations, i.e. obligations which exist if one or
more preconditions are fulfilled. Thus conditional obligations are described by implications

if event(s) ... happen(s) then P isobliged to ...

An obligation state is true if either the precondition does not hold or if the obligation has been
fulfilled. An obligation state is false if the precondition holds and the obligation is not fulfilled. Each
honest participant will keep his obligations states true. On the other hand, he has to pay attention to
false obligation states of his partners.

10.6.4.1 Scenario including the provision of basic services only

In the billing scenario there are the following two obligation expressions:

o1 If U has used the service of NO
then U is obliged to pay P for this service
and SP is obliged to pay NO for this serivce.

10.6.4.2 Scenario including the provision of value added services

02 If U has used the service of VASP
then U is obliged to pay P for this service
and * is obliged to pay NO for this serivee
and NO is obliged to pay VASP for this serivce.

Note that if one of the participants does not fulfill his obligations, the other partners still have to fulfill

their obligations. If, for example, U has used the service of NO and he does not pay SP, SP is till

obliged to give NO the money.

10.6.4.3 Scenario including electronic commerce over UMTS
In addition to O1 we have the following obligations

03 If M has made an offer to C
and C has ordered these goods
then M is obliged to ddliver the goods according to his offer.

04 If C has ordered these goods
and M has delivered these goods

then C is obliged to pay the price according to M's offer to PO
and PO is obliged to forward the money to M.
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10.6.4.4 Balance Properties

There are two cases which cause problems:

Bl Some participant does not fulfill his obligations athough the precondition holds, i.e., his
obligation state is false. Then the participant to whom the first is obliged needs a proof that
the precondition has actually been fulfilled.

B2 Some participant falsaly claims that another participant has not fulfilled his obligation, i.e.,
that his obligation state is false. Therefore, each participant needs a proof for the fact that he
actually has fulfilled his obligations.

Thus a participant needs both a proof for the true preconditions of obligations of other participants to

him and a proof for the obligations he has fulfilled. The first one serves the legal enforcement of a

judtified claim and the latter serves the defense in case of an unjustified accusation.

The system is said to be in balance if each change of the obligation state involves the provision of the

corresponding proofs in the above sense.

10.6.5 Trust Relations

As aready mentioned in 10.5.1, trust relations are expected to influence the choice of security
mechanisms and, in particular, the kind of proof a participant accepts. These relations can be
represented in a trust matrix. So, before security mechanisms are specified, the assumptions on the
entries of the trust matrix have to be made clear.

Trust relations for a UMTS system in operation are, of course, difficult to predict and generalize. In
some cases a certain SP completely trusts a certain NO (maybe they are identical or they belong to the
same company), in other cases SP and NO will not trust each other.The following trust matrices are
therefore to be taken as examples.

10.6.5.1 Scenariosincluding the provision of basic services only and of value
added services

In the scenarios under consideration the trust relations between the User, the UMTS Service Provider,
the Network Operator and the Value Added Service Provider are important.

- trusts ® U SP NO VASP
U - partly partly no
P no - partly no
NO no partly - no
VASP no no partly -

Figure 1: Trust matrix 1
The entries "partly" may be justified as follows:
In general, there may be trust in a company and that the company will not defraud deliberately. But
this does not exclude that there are malicious employees within in the company who will defraud to
their own benefit, maybe in cooperation with athird party, e.g. some VASP. And this does not exclude
malfunctioning of the system. Software errors might result in wrong billings.
A few remarks on the nature of trust relations:
1) U has chosen SP as his service provider out of a set of competing companies. Thus we can assume
that he trusts at least "partly". On the other hand SP has a lot of customers and there might be some
dishonest users so that, in general, SP will not trust his clients. In particular, we see that the trust
relations are not symmetric.
2) We may assume that other participants will not trust NO concerning jurisdiction on other
participants. For example, NO has a contract with a certain VASP and trusts VASP to be an honest
company. But SP does not trust VASP. Thus SP may trust NO not to defraud him but SP might feel
that NO does not carefully check its contract partners. In particular, trust relations are not transitive.
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10.6.5.2 Scenario including electronic commerce over UMTS

In this case the trust relations between the client, the merchant and the payment organisation are
important.

- trusts ® C M PO
C - no partly
M no - partly
PO no no -

Figure 2: Trust matrix 2

10.6.6 Requirements
The requirements are derived from the balance properties and the obligations in section 10.6.4 above.

10.6.6.1 Scenariosincluding the provision of basic services only

From balance property B1 and obligations O1 and O2 follows:

R1 NO and SP need proof that U used a certain service in a certain way.
From balance property B2 and obligations O1 and O2 follows:

R2 U and SP need proof of payment to SP and NO respectively.

10.6.6.2 Scenariosincluding the provision of value added services

From the balance properties B1 and B2 and obligations O1 and O2 follow in addition to the
requirements of 10.6.6.1:

R3 VASP needs proof that U used a certain service in a certain way.

R4 NO needs proof of payment to VASP.

10.6.6.3 Scenario including electronic commerce over UMTS

From balance property B1 and obligations O3 and O4 follows:

R5 C needs proof that M made a certain offer and C made a corresponding order.

R6 M and PO need proof that C made a certain order and that M made the corresponding delivery.
From balance property B2 and obligation O4 follows in addition:

R7 C and PO need proof of payment.

These requirements cover all threats listed in 10.6.3 above except T4 and T19 which cannot be
countered by technical means.

10.6.7 Requirementson Trusted Third Partiesin order to provide secure billing

In the following we go a step further than it is usually done in a first analysis of risks and security
requirements. Although we have so far said nothing about the involved security measures we assume
that crypto functions will be used. The proofs mentioned in 10.6.6 will be probably ensured by digital
signatures. Thus, an asymmetric key management service is needed. Therefore, we assume that
Trusted Third Parties (TTP) are involved. More exactly we assume that a TTP network as described in
section 9 of this report will be established. The TTP network consists of a number of TTPs with
certain trust relations among them which allows any two entities which have trust agreements with
any two TTPsin the network to find at least one path of mutual trust between each other.

The TTP network will at least distribute certifications for public keys. This brings up the problem of
revocation of certificates and the solution of thisissue might involve the problem of time-stamps.

If advice of chargeis used as a supplementary service within the billing concept it might be important
to ensure confidentiality of the charging data on the air interface by means of symmetric
cryptoalgorithms. Thus, in addition, symmetric key management is necessary. But, from the view of
secure hbilling, symmetric key management is not necessarily an issue for the TTP. Once the public
keys are distributed, the shared keys can be established by key agreement or key trandation without
the involvement of the TTP. (This just reflects the view of secure billing and does not involve other
requirements like key escrow.)

The minimal requirements for a TTP in order to provide secure billing is support for asymmetric key
management and distribution of correct time stamps. Thus, to support secure billing the minimum is
the provision of the following off-line TTP services,
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generation of private/public keys (In principle, this could be done by the users. But it is supposed
that in the near future the majority of the UIM will not be able to generate these key pairs. Still,
this option should be possible from the view of secure billing.)
certification of public keys,
and the following on-line TTP services,
key distribution,
time-stamping for notarisation,
revocation support (it is not clear whether thiswill be a part of the demonstration).
As explained above, symmetric key management might become an issue for the TTP if, for example,
advice of chargeis used.
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