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Abstract: This paper discusses the status of research on detection of fraud undertaken as part of the
European Commission-funded ACTS ASPeCT (Advanced Security for Personal Communications
Technologies) project. A first task has been the identification of possible fraud scenarios and of typical
fraud indicators whiclcan be mapped to data in toll tickets. Currently, the project is exploring the
detection of fraudulent behaviour based on a combination of absolute and differential usage. Three
approaches are being investigated: a rule-based approach, an approach based on neural network,
where both supervised and unsupervised learning are considered. Special attention is being paid to the
feasibility of the implementations.

Introduction:

It is estimatecthat the mobile communicatiomdustry loses severahilion ECUs per yeadue to
fraud. Thereforeprevention and early detection of fraudulent activity is an importantfgoaétwork
operators. It is clear thathe additional security measures takerG8M and in thefuture UMTS
(Universal Mobile Telecommunications System) make these networks less vulnefaalgltthan the
analogue networks. Nevertheless, certain types of comméaied arevery hard to preclude by
technical means. Itis also anticipated thatintroduction ohewservices can lead to tlgevelopment
of newways to defraud the system. The use of sophistideded detection techniquesan assist in
early detection of commercial frauds, and will also reduce the effectivity of technical frauds.

One of thetasks ofthe EuropearCommission-funde@®CTS project ASPeCTAdvanced Security for
Personal Communications Technologidg)is the development afew techniqueand concepts for the
detection offraud inmobile telecommunication network3.his papeiintends toreport onthe progress
made during the first year. For a more detailed status report, the reader is referred to [2].

The remainder of thipaper is aganised as follows: section 1 discusses the identification of possible
fraud scenarios and of fraud indicatosection 2 discusses the genapproach of useprofiling;
section 3 and 4 present respectively the rule based approattfearalral net basegpproach to fraud
detection.



Section 1: Possible frauds and their indicators

A first step ofthe work consists of the identification of possiftkeud scenarios itele-communication
networks and particularly imobile networks. Thesscenarios haveeen classified by the technical
manner in which thegre committed;also an investigatiohasbeen undertaken to identify whigharts

of the mobile telecommunication netwaake abused in order mommitany particular fraud.Other
characteristics that have been studied are whether frauds are technical fraud operated forginancial
or theyare fraud related to personal udgencenot employedfor profiteering. A further classification

is achieved by considering whether the netvadrkse ighe result of administrativieaud, procurement
fraud, or application fraud.

Subsequently, typical indicators haween identified which may be uska the purposes dadetecting
fraud committed using mobile telephones. drder to provide an indication of tHikely ability of

particular indicators talentify a specifidraud, these indicators havgeen classifiethoth by their type
and by their use.

The different types are :-
e usage indicators, related to the way in which a mobile telephone is used;
» mobility indicators, related to the mobility of the telephone;

» deductive indicatorsyhich arise as a by-product of fraudulent behaviour (e.g., overlapping calls
and velocity checks).

Indicators have also been classified by use:-
* primary indicators can, in principle, be employed in isolation to detect fraud;
» secondary indicators provide useful information in isolation (but are not sufficient by themselves)

e tertiary indicators provide supporting information when combined with other indicators.

A selectionhasbeen made of thoseenariosvhich cannot be easily detected using existows, but
which could be identified using more sophisticated approaches.

The potential fraud indicatonisave been mapped to netwatitarequired to measure them. The
information required to monitor the use of the communications network is contained in the toll tickets.

Toll Tickets aredatarecords containing details pertaining to evergbile phonecall attempt that is

made. Toll Ticketsare transmitted tohe networkoperator by the cells or switchésat the mobile
phonewascommunicating with at the time due to proximity. Tlegused to determine the charge to
thesubscriber, butheyalso provide informatioabout customer usage and thus facilitheedetection

of any possible fraudulent use. It has been investigated which fields in the GSM toll tickets can be used
as indicators for fraudulent behaviour.

Before use in thdraud detection engine, the toll tickewre being preprocessed. An essential
component ofthis process is the encryption of all personal information in the toll tickets (such as
telephonenumbers). This allows fdhe protection of the privacy afsers duringhe development of

the fraud detection tools, while at the same time the network operators will be able to ohtkintitlye

of fraudulent users.



Section 2: User profiling

Absolute or differential analysis

Existing frauddetection systems tend to interrogate sequences of Toll Tickets comparing a function of
the various fields with fixedriteria known astriggers A trigger, if activated, raises an alert status
which cumulatively would lead to an investigation by the netvamdrator. Sucfixed trigger systems
perform what isknown as amabsoluteanalysis of the Toll Tickets andre good at detecting the
extremes of fraudulent activity.

Anotherapproach tdhe problem is to perform differential analysis. Here we monitor behavioural
patterns othe mobile phone comparinigs most recent activities with a history itd usage. Criteria
can then be derived to use as triggers that are activated when usage patterns of tipbonehbilegange
significantly over a short period of time. ¢hange in the behaviogattern of amobile phone is a
commoncharacteristic in nearly aftaud scenariogxcluding those committed @ubscriptionwhere
there is no behavioural pattern established.

There aremany advantages to performing a differential analysis through profiling the behaviour of a
user. Firstly, certain behavioural pattemay be considered anomaloigs one type of user, and
hencepotentially indicative offraud, that areconsidered acceptabfer another. With aifferential
analysis flexiblecriteria can balevelopedhat detect any change in usage based on a detailed history
profile of user behaviour. This takéaud detection down to thpersonallevel comparing like with

like enabling detection déss obvioudgrauds thaimay only be noticed at tigersonal usagievel. An
absolute usage system would not detect fraud aketieés In addition, however, becausgypical user

is not a fraudsterthe majority of criteriathat would have triggered aalarm in an absolute usage
system will be seen aslarge change in behaviour in a differential usage system. In this way a
differential analysis can be seen as incorporating the absolute approach.

The differential approach

Most fraud indicators dmot becomeapparent from arindividual Toll Ticket. With the possible
exception of a velocityrap, wecanonly gain confidence in detectingeal fraud througlnvestigating
a fairly long sequence ofoll Tickets. This is particularlgthe casewhen considering morsubtle
changes in a user’s behaviour by performing a differential analysis.

A differential usage system requires information concerningigbes history of behaviour pluswore
recent sample of the mobile phoregivities. An initial approacimight be toextract andencode
information from Toll Tickets and to store it in record format. T@ild require two windows or
spansover the sequence dfansactions for eachser. The shortesequence might be called the
Current User Profile (CUP) arttie longer sequence, the User Profile His{@wi?H). Both profiles
could be treated and maintained as fitetegth queues. Whenraew Toll Ticket arrives for agiven
user, the oldest entry from the URuld be discarded and the oldest entry fromGhd would move

to the back of the UPH queue. Timawrecordencodedrom the incomingroll Ticket would therjoin
the back of the CUP queue.

Clearly it is not optimal to search and retrieve historical informatmeterning aiser’s activities prior

to each calculation, on receipt ohaw Toll Ticket. A moresuitable approach is mwmpute a single
cumulative CUP and UPH, for each user, from incoming Toll Tickéish can be stored dsdividual
records, possibly in a database. So thataimtain the concept of having two differapiansover the
Toll Tickets without retaining a database record for each Toll Ticketwi/eneed to decay both
profiles before the influence ofreew Toll Ticket can be taken into consideration. A straight forward
decay factor may not be suitable as thigill potentially dilute information relating teencoded
parameters stored in theser's profile. An importantoncern here is the potential creation of false
behaviour patterns. Several decaying systems are currently being investigated.



Relevant toll ticket data

There ardwo important requirementsr user profiling. Aftfirst, efficiency is of the foremost concern
for storingthe user dataand forperformingupdates Secondly,user profileshave to realise a precise
description of user behaviour to facilitate reliabi@ud detection. All the informatiorthat a fraud

detection tool will need to handle is derived from the toll tickets provided by the network operator.

The following toll ticket components have been viewed to be the most fraud relevant measures:

« Charged_IMSI (identifies the user)

» First_Cell_Id (location characteristic for mobile originating calls)

* Chargeable_Duration (base for all cost estimations)

 B_Type_of Number (for distinguishing between national / international calls)
* Non_Charged_Party (the number dialed)

These components will continually be pickedt of the toll tickets and incorporated into the user
profiles in a cumulative manner.

It is also anticipated that the analysis of cell congestion can provide useful ancillary information.

Section 3: Rule-based approach to fraud detection

In ASPeCT, several approaches are taken to identify fraudulent behaviour. In the rulegpasadh,
both the absolute and differential usage verified against certain rules. This approach works best
with user profiles containing explicit information, whéraud criteriagiven asrules can be referred to.
User profiles arenaintainedor the directory number of the callimarty (A-number), forthe directory
number of the calledarty (B-number) and also fdhe cells used to make/receive tiadls. A-number
profiles represent user behaviour and are usefuth®rdetection of most types tfud, while B-
number profiles point to hot destinations and thilsw the detection ofrauds based uponall
forwarding. All deviations from normal user behaviour resulting ftioendifferent analysing processes
are collected and alarms will finally be raised if the results in combination fulfil given alarm criteria.

The implementation ofhis solution is based on an existing rule-based tool for awadlitanalysis
PDAT (ProtocolDataAnalysis Tool)[3]. PDAT is a rule basetbol for intrusiondetection developed
by SiemensZFE (Corporate Research and Development).PDAT works in heterogeneous
environmentshasthe possibility of on-lineanalysis, and provides a performanceabbut 200 KB
input per second. Important goaigre flexibility andbroad applicabilityncluding the analysis of
general protocobata, which is achieved by the special langud@AL (Protocol Data Analysis

Language). PDAL allows the programming of analysis criterimedisas a GUI-aidedonfiguration of

the analysis at runtime.

Intrusion detection andhobile fraud detectionare quite similar problem fields and the flexibility and
broad applicability of PDAT are promising for using this toolrfwbile fraud detectiontoo. Themain
difference betweemtrusion detection anthobile fraud detection seems to be the kindimput data.
The recordindor intrusiondetection produces 50 Mper day and usebut only for the fewusers of
one UNIX-system. In comparisoritaud detectionhas todeal with a huge amount of mobii#one
subscribers (roughly 1 Million), each whom, however, producemly about 300bytes ofdata per
day. PDAT was able to keep adterimresults inmain memory, since only a fewsers had to beealt
with. For frauddetection, however, intermediatata has otourse to be stored on hard diBecause

! International Mobile Subscriber Identity



of these newequirements itvas necessary tdevelop some completely nevoncepts such as user
profiling andfastswapping forthe updating ofiser profiles. Alsathe internal architecture had to be
changed to a great extent. The new architecture is depicted in figure 1.

— ) Alarms
Criteria | _ Controlling
Library Unit -GUI
- Control several
; Analysing Units
v
Toll Tickets - - analysis concerning A- and B-number
AnaIySI ng - absolute and differential analysis
Un |t - swapping technique
Flow of

Data Base containing:
- user profiles (UPs)

- user group profiles
- recent alarms

— - Uuserinformation
,,,,,,,, p Criteria
results

Figure 1 Architecture of rule-based fraud detection tool

Section 4: Neural network based approach to fraud detection

A secondapproach toidentify fraudulent behaviouuses neural networks. The multiplicity and
heterogeneity of the fraud scenarios require the use of intelligent detection systerfraudtietection
enginehas to bdlexible enough to cope with the diversityfodud. Itshould also be adaptive in order
to face new fraud scenarios, since fraudsters are likely to develop new forms of fraud orattackier
becomdmpractical. Further, fraud appeargie billing system as abnormal usggdterns irthe toll
ticket records obne or morausers. Thdunction of thefraud detection engine is to recognisech
patterns and produdbe necessarglarms. High flexibility and adaptivityfor a patternrecognition
problem directly point to neural networks as a potential solution. Neural neta@lksystems of
elementary decisionnits that can be adapted by training in orderetmgnise and classifgrbitrary
patterns. The interaction offagh number of elementamynits makes it possible to leaanbitrarily
complextasks. For fraudletection in telephone networksgural networlenginesare currentlybeing
developed worldwide. As a closelglated application, neural networkee now routinely usedor the
detection of credit card fraud.

There aretwo main forms of learning in neural networks: unsupervised learning and supervised
learning. In unsupervised learning, the network groups similar tra@tigrns in clusters. It then

up to the user teecognise whatlass or behaviour has to be associateshtd cluster Whenpatterns

are presented to the netwafer trainingtheyare associated the clustetheyare closest to, and are
recognised as belonging to tbkasscorresponding tohat cluster. Irsupervised learning, the patterns
have to bea priori labelled as belonging to soralass. Durindearning, the network tries tdapt its

units so that it producethe correct label aits output for each trainingattern. Once training is
finished theunits are frozen, andhen a newpattern is presented, it is classified according to the
output produced by the network.



Unsupervised learning presestamedifficulties. The problem ishat patterndiave to be presented -
that is,encoded - irsuch a waythatthe datafrom fraudulent usageill form groups that areistinct
enough from regular data. On the other hand, these systems can be trained usttegadedn With
supervised learning, the difficulty thatonemust obtain a significant amount of frauduldata, and
label it as such. This represents a significant efféurther, it isnot clearhow such systemsuill
handle newfraud strategies. Therefomeone of theapproaches appears to be a priori superior to the
other, and both directions are being investigated.
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