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Abstract. We present the results of the development of the first proto-
type of a supervised neural network for the detection of fraud in mobile
communications. We have developed this prototype in the framework of
a project of the European Commission on Advanced Security for Per-
sonal Communications (ASPeCT)", together with two other prototypes
based on unsupervised neural networks and knowledge-based systems,
respectively. If technology permits, we will present a demonstration of
our prototype at the SNN’97 conference.

1 Introduction

The mobile communication industry suffers major losses to fraud. In the U.S.
alone, it estimates its loss of revenue to over 650 million dollars a year. There-
fore, the prevention and detection of fraud has become a top priority. The first-
generation analogue mobile phones remain the main target of fraudsters since
the second-generation digital phones, like GSM (Global System for Mobile com-
munications), provide enhanced security features. However, as the industry mi-
grates further into second-generation and future third-generation systems (high-
bandwidth digital systems, like the Universal Mobile Telephony System UMTS),
fraud is expected to follow this migration. The European Community is focusing
its research effort to accelerate the deployment of advanced communications in-
frastructures and services through its Advanced Communications Technologies
and Services (ACTS) program. In the framework of this program, the ASPeCT
project addresses the issues of security in mobile communications in the future
UMTS, and during the migration from GSM to UMTS. Within this project, a
workpackage is dedicated to the detection and management of fraud in mobile
communication networks using advanced (“intelligent”) decision tools. The re-
sult of the first part of the work of this workpackage has been the development of
three first prototypes of fraud detection tools [1, 2, 3]. We present here the fraud
detection tool based on supervised learning, while two others prototypes based
on unsupervised learning, and knowledge-based systems have been developed by
our partners.

! More information about this project is available from
http://www.esat.kuleuven.ac.be/cosic/aspect



2 Fraud Scenarios and Fraud Indicators

The operation of a mobile network is complex, and fraudsters invest a lot of
energy to find and exploit every weakness of the system. The first step of the
project was thus to analyze the operation of the network, and identify and cat-
egorize the vast range of possible scenarios of fraud. A common example would
be subscription fraud, where a fraudster acquires a subscription to the mobile
network under a fake identity, and starts reselling the use of his phone (typically
for international calls to distant foreign countries) at a rate lower than the regu-
lar tariff to unscrupulous customers. The fraudster accumulates a large number
of expensive calls, but disappears before the bill can be collected.

After identifying the possible fraud scenarios, we have identified the possible in-
dicators that could be extracted from the information available on the network
to detect fraud. An example could be an excessive number of international calls.
The information about the activity on the network is encoded in the toll tickets
of all the calls placed on the network. A toll ticket is a bill issued by the network
after each call, which contains all relevant information about the call. Among
others are the International Mobile Subscriber Identity (IMSI) - which identifies
a user uniquely -, the starting date of the call, its starting time, its duration,
the number that was called and whether this call was international or not. More
information is available from the toll ticket, but only these six characteristics are
considered at this point. The main constraint comes from the massive amount
of information that needs to be processed. A network operator can have over a
million subscribers, placing a few million calls a day. The system needs to be
able to analyze up to 50 calls per second.

3 User Profiling

A first approach to fraud detection is to detect excessive activity. For example,
if a user is making more than two hours of calls from Europe to South America
a day, we might want to raise an alarm. This is called absolute analysis, because
the alarm will be raised on the basis of the activity, independently of the user
who is being monitored. The disadvantage with this approach is that users with
a high level of activity will raise alarms; but if these users are not fraudsters
but well legitimate users, they will happen to be the very best customers; hence,
those who in fact need to be treated most carefully. Therefore, it is necessary to
know what the normal activity of the user is, and we will want to detect sudden
changes in the behavior of a user. This is called differential analysis.

The analysis is implemented as follows. A large database is built where a set
of relevant parameters (called user profile) is stored for each user. When a toll
ticket is produced on the telephone network, the profile of the user who made the
call is retrieved from the database; the profile is updated with the data contained
in the toll ticket; and it is passed on to the fraud detection engine that checks if
the activity of the user warrants the raise of an alarm. The differential part of
the analysis is implemented by splitting the user profile into a short-term and a



long-term representation of the behavior of the user; and by basing the analysis
on a comparison of the two. A list of the users who are producing alarms is
kept, and the list of the toll tickets produced by the suspicious users is recorded.
This information forms the basis of an audit trail that can be later used for
prosecution, if necessary.

4 Supervised Neural Networks for Fraud Detection

Applications of neural networks to fraud detection are currently being developed
worldwide for a variety of applications [4, 5], among which fraud detection in
mobile communications [6, 7].

The main part of the work went into designing a set of features that would ade-
quately capture the behavior of a user, especially its dynamics. The features are
based on short-term and long-term averages and standard deviations of duration
and frequency of national and international calls. This resulted in a set of 16 fea-
tures, which are updated for each user after he makes a call. It is of importance
to be able to update and manage these feature profiles for all the users in real-
time. This imposed severe constrained on the speed of the database and on the
design of the features. The features are therefore computed using a simple and
efficient filtering strategy. The available data consists of a list of the toll tickets
produced by 300 new users of the network over a six-week period, and of 300
cases of fraud over a period of six months. For all 600 users, all the toll tickets are
processed to produce sequences of user profiles. These user profiles are labeled
manually into fraudulent and non-fraudulent (it is necessary to determine when
fraud begins in a sequence of toll tickets associated to a case of fraud). The ar-
chitecture used is a multilayer perceptron; and the training is performed on part
of the data using a conjugate-gradient procedure. The rest of the data is used
for testing. The architecture of the multilayer perceptron is adapted to obtain
optimal performance. The problem with testing is that classification error is a
misleading index of performance because of the heterogeneity of the data (no
guarantee that new users are not fraudsters, different time spans for the “new
users” data and the fraud “data”, different proportions of fraud in the training
data and on the actual network...). The investigation of the performance of the
system is a problem in its own right and is currently being investigated. As an
indicator, on the testing data, this prototype achieved a correct classification of
fraud cases in the 80-90% range, for a misclassification of the new users in the
2-5% range; the other prototypes achieved comparable performance.

5 Conclusions and Future Work

We have briefly introduced our work on the detection of fraud in mobile telecom-
munication networks. We have presented a first prototype developed in the
framework of the ASPeCT project, which uses a multilayer perceptron trained
on normal and fraudulent data of the network. We have demonstrated the fea-
sibility and potential of this approach. We are currently thoroughly evaluating



the prototype before we develop it further. The next developments will be the
extension of the number of features to characterize behaviors that cannot be de-
scribed within the current system, and the integration of our prototype together
with the other prototypes into a meta-tool.
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