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Abstract. We present the first prototype of a tool based on a supervised
neural network for the detection of fraud in mobile communications. This
prototype is being developed in the framework of a project of the Euro-
pean Commission on Advanced Security for Personal Communications
(ASPeCT)", together with two other prototypes, based on unsupervised
neural networks and knowledge-based systems.

1 Introduction

The mobile communication industry suffers major losses to fraud. In the U.S.
alone, the industry estimates its loss of revenue to over 650 million dollars a
year. Because of the direct impact of fraud on the bottom-line of mobile phone
providers, the prevention and detection of fraud has become a priority. The
main target of fraudsters remains the first-generation analogue mobile phones,
since the second-generation digital phones, like GSM (Global System for Mobile
communications), provide enhanced security features. However, as the indus-
try migrates further into second-generation and future third-generation systems
(high-bandwidth digital systems, like the Universal Mobile Telephony System
UMTS), fraud is expected to follow this migration. The European Community
is focusing its research effort to accelerate the deployment of advanced com-
munications infrastructures and services through its Advanced Communications
Technologies and Services (ACTS) program. In the framework of this program,
the ASPeCT project addresses the issues of security in mobile communications
in the future UMTS, and during the migration from GSM to UMTS. Within this
project, a workpackage is dedicated to the detection and management of fraud
in mobile communication networks using advanced (“intelligent”) decision tools.
The result of the first part of the work of this workpackage has been the devel-
opment of three first prototypes of fraud detection tools [1, 2, 3]. We present
here the fraud detection tool based on supervised learning, while two others pro-
totypes based on a knowledge based systems and on unsupervised learning [4]

! More information about this project and a demonstration of the prototype are avail-
able from http://www.esat.kuleuven.ac.be/cosic/aspect.



have been developed by our partners. We also present the result of a preliminary
evaluation of our tool.

2 Fraud Scenarios and Fraud Indicators

The operation of a mobile network is complex, and fraudsters invest a lot of en-
ergy to find and exploit every weakness of the system. The first step of the project
was thus to analyze the operation of the network, and identify and categorize
the vast range of possible scenarios of fraud. A typical example would be sub-
scription fraud, where a fraudster acquires a subscription to the mobile network
under a false identity; and starts reselling the use of his phone to unscrupulous
customers (typically for international calls to distant foreign countries) at a rate
lower than the regular tariff. The fraudster accumulates a large number of ex-
pensive calls, but disappears before the bill can be collected.

After identifying the possible fraud scenarios, we have identified the possible in-
dicators that could be extracted from the information available on the network
to detect fraud. An example could be an excessive number of international calls.
The information about the activity on the network is encoded in the toll tickets
of all the calls placed on the network. A toll ticket is a bill issued by the net-
work after each call, which contains all relevant information about the call. The
information we use is

1. the International Mobile Subscriber Identity (the IMSI, which identifies a
user uniquely)

the starting date of the call

the starting time of the call

the duration of the call

the number that was called

the type of call (national or international)
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More information is available from the toll ticket, but only these six characteris-
tics are considered at this point. The limited complexity of the system will come
from the constraint that massive amounts of information need to be processed:
A network operator can have over a million subscribers, placing a few million
calls a day. A major requirement was that the system had to analyze up to 50
calls per second.

3 User Profiling

A first approach to fraud detection is to detect excessive activity. For example,
we might want to raise an alarm if a user is making more than two hours of calls
from Europe to South America on any single day. This is called absolute analysis,
because the alarm will be raised on the basis of the activity, independently of
whom the user is. With this approach users with a high level of activity will
raise alarms, since high activity is characteristic of fraud; however, if these users



[009 UOI1D930p PNRIJ 9 JO AINJRNYIY T “S1q

Amap-aayy [

JHUSSH D JLOAJFR] | CLODN]

Uy 550

"A1es$000U J1 ‘uornoesold

JOJ PosN JIoje] ©q UeD JeY) [rel) JIpPNR UR JO SISeq oY) SWLIO] UOI)RWIOJUl ST T,
"Pop10da1 ST s1osn snowidsns oY) Aq paonpord sjexo1) [[03 973 JO 981] o) pue ‘adoy
st suwrere Funnpoid ore oYM SIOSN d9y) JO ISI[ Y T 9InGrq ur pojordop St STy,
"0M} 91} JO UosLIedwWOD © UO SISATeUR oY} SUISeq AQ pUR I9SN o1} JO JOIARYD( 9}
Jo uoryejuaseidal (A109sTH O[JoIJ 19S()) WILY-8UO] & pue (9[Joid 19s[) JULIIN)))
wIe)-3I0ys ® ojur o[goid Josn oy} Suryids Aq pojuoweidwil sI sisA[eue oyj Jo
91ed [RTYUSIOPIP O, "WLIR[R UR JO OSTRI 9} SIURIIRM IOST O} JO AIIATIOR oY) JI
SYOOUD 1RY) SUISUO UOTII9IOP pnedj oY) 03 uo possed ST 91 pue (Joxo1) [[0) Oy} Ul
pourejuod eyep o) yim pajepdn st o[gord o) :9seqreIRep oY) WIOIJ POASLISI ST [[RD
oY) opew oYM Iosn 9y} Jo a[goad a1} ‘S1omjau suoydae) o3} uo peonpoid st 310301}
[0} ® USYA\ "I0STL Yoeo 10J Polols sI (a[goid Iosn paf[en) siojeureted juess[@l Jo
198 B 9IOUYM 9N ST 9seqRIep 93Ie[ Yy "SMOJ[O] se pojuowoiduur S1 SISATeuR oy J,
"SISATRUR [RTUSISPIP PO[[RD ST STY T, "I9ST © JO IOIARYD( O Ul

SOSURTD UOPPNS JO SIS 9Y) UO SULIR[R 9STRI 0} PUR ‘ST I9SN Y[} JO AJTATIOR [RULIOU
o7 1M MOUY 0} AIBSSedoU SI 1 ‘SIosT PUS-YSIY 9)ew)Isde] SuIi[qnol) plose o9
‘010J019Y T, "AT[NJ0oIeD 1SOW POIEDI} 9C O} POOU OYM 9SOT} ‘©IUDY SIOWOISND }59q
AI9A 9Y) 9q 10v] UI [[IM A9Y) ‘SI9sSn 9)eWI)IS9] INq sIvjspnelj aq o} jou uaddey



4 Supervised Neural Networks for Fraud Detection

Fraud detection systems using neural networks are currently being developed
worldwide for a variety of applications [5, 6], among which fraud detection in
mobile communications [7, 8], though litterature on the subject in scarce.

The main part of the work went into designing a set of features that would ad-
equately capture the behavior of a user, especially its dynamics. The features
are based on short-term and long-term averages and standard deviations of du-
ration and frequency of national and international calls. This resulted in a set
of 16 features, which are updated for each user after he makes a call. It is of
importance to be able to update and manage these feature profiles for all the
users in real-time. This imposed severe constraints on the speed of the database
and on the design of the features. The features are therefore computed using a
simple and efficient filtering strategy. The available data consists of a list of the
toll tickets produced by 300 new users of the network over a six-week period,
and of 300 cases of fraud over a period of six months. For all 600 users, all the
toll tickets are processed to produce sequences of user profiles. The training and
evaluation of the prototype are difficult tasks because of the messy nature of
the data. The problem with the data are numerous. Different users make vastly
different number of calls; their call history also covers different periods of time.
There is no guarantee that none of the new users are not fraudsters, nor that
the call history of fraudsters contains enough information for detection using an
analysis of call duration and call frequency patterns, or that the whole call his-
tory of a fraudster is associated to fraud. For these reasons, the user profiles are
labeled manually into suspicious and non-suspicious (it is necessary to determine
when fraud begins in a sequence of toll tickets associated to a case of fraud).
The architecture used is a multilayer perceptron; and the training is performed
on part, of the data using a conjugate-gradient procedure.

4.1 Evaluation of the prototype

For testing, we used data consisting of the activity of 1974 new users during
over a two-month period, and of the call history of 208 fraudsters. The testing
data was collected so as to minimize the problems mentioned above, but they
are far from completely alleviated. Squared error criteria on the test set con-
sisting of both fraudulent and new users are essentially meaningless because the
proportion of fraudulent cases to normal cases is not representative of the true
proportion. This proportion is in fact unknown. We therefore settled for criteria
based on percentage of “correct” classification (fraudsters classified as suspicious
and new users classified as non-suspicious) on the two classes separately. Fur-
ther, if we want the system to be used in practice, the operator needs to be able
to control the number of alarms generated by the system. Another constraint
is that the ratio of correct detections to false alarm needs to be high enough,
so that the alarms are taken seriously. The first constraint is dealt with by us-
ing a variable alarm threshold. We then compute the percentage of fraudsters
who are detected, and the percentage of new users who raise an alarm. This is



represented in a diagram called a receiver-operating characteristic, which is de-
picted in Figure 2. To give an idea of the performance, it is possible to correctly
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Fig. 2. Receiver-operating characteristic of the fraud detection tool

classify 90% of the fraudsters, while misclassifying 10% of the new users. Such
a performance, while being of interest, is unusable in practice because it would
generate a flood of false alarms. This is because a network contains hundreds of
thousands of users. However, if we accept to detect only 50% of the fraudsters,
we will misclassify only 0.3% of the new users. Although we cannot answer the
question of what the ratio between correct detection and false alarms is, since
we do not know the exact proportion of fraud on the network, such a percent-
age of misclassification is expected to keep the number of alarms under control.
In fact, the overall performance is close to the performance expected from a
pre-competitive product. Moreover, a large proportion of the alarms generated
for the new users are known to be “abnormal legitimate usage”, such as lines
used for test purposes, where the traffic is extremely high because of the special
nature of the number. This will be dealt with in the next stage of the project.

5 Conclusions and Future Work

We have briefly introduced our work on the detection of fraud in mobile telecom-
munication networks. We have presented a first prototype developed in the
framework of the ASPeCT project, which uses a multilayer perceptron trained



on normal and fraudulent data of the network. We have demonstrated the high
potential of this approach.

We are currently thoroughly evaluating the prototype before we develop it fur-
ther. The next developments will be the extension of the number of features
to characterize behaviors that cannot be described within the current system,
and the integration of our prototype together with the other prototypes into a
meta-tool.
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