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Mobile devices 

• A wide range of mobile devices are in use: 

(smart)phones, media players, tablets, 

notebook PCs, ... 

• These devices are typically network-

connected for most of the time they are 

switched on. 

• This poses a well-known (if not well-

understood) threat from cybercriminals. 
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We all know about mobile devices ... 
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But these are mobile too 

6 



Information Security Group 

More mobile devices 

• Apart from the ‘obvious’ mobile devices, a 

growing number of everyday objects are 

also ‘always/often connected’, including: 

– cars and lorries/trucks; 

– RFID tags (embedded in all sorts of devices); 

– payment cards (chip/proximity); 

– electronic key fobs; 

– public transport; ... 

• These are just the mobile devices. 
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Cybercrime and security 

• Traditional mobile devices (phones, PCs, 

etc.) have been the main focus of security 

and privacy concerns. 

• Whilst there are very major issues for such 

systems: 

– perhaps other devices pose an even greater 

threat? 

– maybe the possibilities for crime (and 

countermeasures) have not been properly 

thought through? 8 
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Case studies 

• In this presentation, the main cyber threats 

to mobile devices are reviewed. 

• We then look at how these threats apply to 

some of the less well-studied classes of 

mobile device. 

• The news is not always good ... 
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Ubiquitous computing 

• One reason for the problems we have, is that 

systems have evolved piecemeal: 

– there is no overall security architecture for mobile 

devices. 

• As with all IT products, the pressure to release 

the latest innovation always beats the need for 

security. 

• Systems are interconnected because we ‘might 

as well’, without thought about the possible 

consequences. 
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Threats 

• Key threat classes for mobile devices: 

– communications-based: 

• access network impersonation; 

• mobile device impersonation; 

• man-in-the-middle attacks (active/passive); 

– system-based: 

• software vulnerabilities; 

• side channel attacks; 

• social engineering attacks (including malicious 

apps.). 
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Cybercrime goals 

• The cybercriminal may have many different 

objectives: 

– hardware theft; 

– information theft; 

– denial of service/sabotage; 

– ... 

• Difficult to enumerate all ways a criminal might 

seek to gain – where does criminality end and 

terrorism begin? 

• So only solution is to look at all security issues. 
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Security measures 

• On the network: 

– authentication (of network to device and device to 

network); 

– secure channel establishment. 

• Within the system: 

– software design (reduce patching of vulnerabilities); 

– reduce attack surface (reduce impact of vulnerabilities); 

– hardware/firmware design (reduce risk of side channel 

attacks); 

– user interface design; 

– user education regarding threats. 14 
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How are we doing? 

• Not very well ... 

– Network security: 

• security measures very patchily applied (deploy 

first and then make secure later); 

• quick and dirty solutions often prove ineffective 

(many unpatched vulnerabilities known). 

– System security: 

• first mobile virus reported in 2004; 

• huge numbers of vulnerabilities recently reported 

in Android systems. 
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Network access security 

• Network access protocols offer very limited 

security (device authentication of network is 

sometimes non-existent). 

• Can give rise to: 

– ‘fake network’ attacks (GSM, 802.11, ...); 

– compromised access points (either by software or 

hardware attack). 

• The technology for fake access points is 

readily available (Airsnarf etc., around 

since early 2000s) – see ... 
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Communication security 

• Pair-wise device authentication is 

sometimes not robust. 

• Methods used to protect channels are 

known to have major vulnerabilities. 

• Apart from poor security fundamentals, 

privacy is a major issue – device tracking 

is far too simple. 
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Crypto attacks 

• Attacks against the crypto-algorithms 

employed in widely used networks 

continue to be published. 

• WEP (the first suite of algorithms for Wi-Fi) 

was quickly broken; the replacement suite 

(WPA) has also been attacked. 

• This is not an issue about availability of 

technology – it is about cost pressures 

trumping security requirements. 
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More crypto attacks 

• A wide range of attacks have been 

demonstrated against GSM cryptography. 

• Not so surprising – GSM is 25 years old. 

• However, this is not all ancient history – a 

very recent announcement from Ruhr 

University Bochum (work led by Christof 

Paar and Thorsten Holz) shows that 

satellite phones are not immune from 

simple crypto attacks ...  
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System security 

• Old news: 

– The Register (12/2/07) reported: 

• 3G malware attacks in mobile networks have reached a new 

high, according to McAfee. 

• 83% of mobile operators were hit by mobile device infections 

in 2006, according to analyst group Informa. The number of 

reported security incidents in 2006 was more than five times 

as high as in 2005. 

• 200 strains of mobile malware discovered. 

• It’s getting worse, as more recent reports show 

... 
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Is this as bad as it gets? 

• So far we have looked at the traditional 

notion of mobile systems. 

• This involves relatively closed systems, 

sometimes carefully designed from a 

security perspective. 

• What’s the worst that can happen? 

– loss of hardware (relatively small impact); 

– loss of data – not good, but limited impact 

(corporates can protect back end). 
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The emerging threat scenario 

• The much larger world of everyday 

devices with embedded IT functionality 

and connectivity is far more scary ... 

• We now have systems often thought of as 

not having major security requirements: 

– typically designed without concern about, or 

knowledge of, security threats; 

– potentially much more serious threats apply – 

valuable hardware at risk, and even major 

safety implications. 31 
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Why are we here? 

• There is huge business pressure to market 

products first and worry about security 

second. 

• Technology gets used in ways 

unanticipated by designers (e.g. SMS, IP 

for everything), which means initial threat 

analyses no longer hold. 

• Retrofitting security is very difficult – 

perhaps impossible in practice. 
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More why? 

• Available ‘retrofit’ security technology is 

not used (e.g. trusted computing, identity 

management, SET, ...). 

• Improving security and privacy rarely has 

a big pay-off to the user (individual or 

corporate) – except perhaps after the 

event, i.e. after a major security breach. 
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Conflicting pressures 

• Security requirements: 

– High robustness – because of criticality of IT; 

– Privacy protection – growing legal frameworks and user interest. 

• Economic/technological factors: 

– Increasing complexity (inevitable technological drift) directly 

threatens robustness; 

– Increased connectivity and use of third parties (outsourcing) 

makes privacy and security assurance very hard. 

– Smarts everywhere (flexibility) also threatens robustness. 

– Speed to market and desire for minimum cost (leads to disregard 

for/ignorance of security requirements). 
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Case study  I – door openers 

• Christof Paar and his collaborators at the 

Ruhr University of Bochum have looked at 

attacks on a variety of real world hardware 

systems. 

• One system they studied extensively is 

based on a cipher called KeeLoq. 

• KeeLoq is widely used in remote keyless 

entry (RKE) systems. 
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KeeLoq 

• KeeLoq widely used for garage door openers and car 

door systems. 

• The cipher is not terribly strong. 

• More serious is the fact that the key management 

system design means that all devices for a single system 

share the same key. 

• Compromising this key (can be done by analysis of a 

single consumer device) breaks entire system. 

• Means that cloned keys could be simply and cheaply 

manufactured – crime possibilities are clear. 
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Other work 

• The RKE/KeeLoq attacks were done a 

couple of years ago. 

• More recently the Bochum team have 

successfully attacked a range of other 

real-world systems, including: 

– FPGA software downloads; 

– personal wireless systems (including 

electronic passports, contactless payment 

cards, RFID, ...). 
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Case study II – cars 

• Focus on recent work of group of 

researchers at UCSD and University of 

Washington (two major papers in 2010 

and 2011). 

• They have performed a detailed study of 

attack vectors on cars (involving 

purchasing a complete car). 
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Evolution of cars 

• A modern car contains networks of 

communicating devices (computers/ECUs). 

• They control most aspects of its operation, 

including: 

– brakes (anti-lock mechanisms); 

– gears; 

– throttle and engine management. 

• This includes external connectivity, e.g. 

including mobile telephony. 41 



Information Security Group 

Attack surface 

• In US, the mandatory Onboard Diagnostics Unit 

(OBD-II) port provides direct access to the 

internal network. 

• User-upgradeable systems (e.g. audio players) 

routinely connected to internal networks. 

• Wireless devices (e.g. Bluetooth) also connected 

to internal networks. 

• Most seriously, remote telematics systems (for 

safety, diagnostics, anti-theft) provide 

continuous connectivity via mobile phone 

networks. 
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Results  I 

• The team performed experiments using two 

cars purchased specifically for purpose: 

– car’s internal CAN bus has little security – any 

compromised component can impersonate any 

other component; 

– many other security issues. 

• Demonstrated remote attacks via broad 

range of attack vectors, including: 

mechanics tools, CD players, Bluetooth 

and mobile telephony. 45 
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Results  II 

• They reverse-engineered the telematics protocol, 

and used a buffer overflow vulnerability in the car 

gateway to take over the car telematics unit. 

• Attacks works completely ‘blind’, i.e. without 

listening to responses from vehicle. 

• Demonstrated ability to compromise internal car 

systems, and thereby systematically control: 

– engine, brakes, lights, instruments, radio, locks, ... 

• Could be exploited for theft, surveillance, ... 
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Why? 

• Why are such serious attacks feasible (and 

arguably even easy)? 

– Manufacturers integrate components provided by 

third party suppliers. 

– Users add third party systems (e.g. audio players) 

with serious security ramifications, yet systems are 

low cost consumer items. 

– Suppliers subject to cost pressure: 

• do not take security seriously; 

• do not understand nature of threats (security is not their field 

of expertise). 
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Where we are 

• Perhaps most serious problem is that we are 

adding communications functionality (and so 

serious security vulnerabilities) and internal 

inter-connectivity to systems without thinking 

through security issues. 

• Manufacturers & users are encountering major 

security (and cybercrime) problems they have 

no previous exposure to. 

• Danger is that the sorry cycle of security 

problems with PCs will endlessly repeat itself 

with new classes of product. 49 
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It’ll get worse 

• I am (un)happy to predict that the situation will 

get worse before it gets better. 

• It is the usual pattern with new technology that 

allows ubiquitous connectivity: 

– first generation mobile phones had no security so a 

major crime problem arose; 

– once the Internet became widely used, PCs and 

servers were (and are) subject to many attacks. 

• This pattern is now repeating itself with smart 

phones, and, more worryingly, looks set to arise 

with many other consumer products. 50 
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In the words of Private James Frazer: 

We’re all doomed! 
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The really scary stuff 

• No-one in academia (as far as I know) has 

worked on understanding the security properties 

of plane or train systems (which are increasingly 

network connected). 

• However, exactly the same issues as arise for 

cars may well apply. 

• That is, have these systems been designed to 

counter the kind of adversarial threat mode 

encountered on the Internet? 

• I fear not ... 
52 



Information Security Group 

Educating manufacturers  I 

• How do we start to address these problems? 

• Well, my intention in talking here is to try to raise 

awareness of the threat. 

• Most generally, producers of systems need to be 

aware of two main things: 

– security is your problem; 

– getting security right is non-trivial. 

• Perhaps most importantly, it is not just a 

question of randomly adding some crypto 

functionality ... 
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Educating manufacturers  II 

• The good news is that it does not need to 

be expensive.  For example: 

– Eliminating unnecessary functionality 

(reducing the attack surface) can solve many 

problems. 

– Following good software engineering 

practices can minimise risk of buffer overflow 

vulnerabilities. 

– Robust crypto and sound security protocols 

are widely available and standardised. 54 
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Educating users 

– What can consumers/end users do? 

– Well, sadly, we must be prepared to pay just a little 

more for devices which make life harder for 

cybercriminals. 

– We must put pressure on manufacturers to make 

more secure products, and on governments to 

legislate and regulate, where appropriate. 

– At this point it is also tempting to ask users to be less 

easily duped – however, ultimately users need to be 

protected. 

– It is unreasonable to expect users to become security 

experts. 55 
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Regulation/standardisation  I 

• Perhaps our best hope in the long run is 

that governments and trade bodies will 

act. 

• We rely on regulation to ensure that cars, 

airliners and trains are safe. 

• These regulators need to take on board 

the new mobile threat – this is serious! 
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Regulation/standardisation  II 

• However, a closed ‘conformance mentality’ by 

manufacturers is not always good. 

• I recently heard an employee of a manufacturer 

of HSMs saying that FIPS 140 has had a 

negative effect on overall HSM security.  

• The focus has been too much on compliance 

(and addressing issues covered by standard) at 

expense of worrying about security in general. 

• The standard does not focus on most important 

issues, but those easiest to standardise. 
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Sleepwalking to disaster 

• There are ways in which disasters can be 

avoided. 

• However, right now I don’t sense much 

urgency to try to fix the problems. 

• In the past, manufacturers and network 

operators have been left to clear up the 

mess they have created. 

• This may be ‘just’, but what happens in the 

mean time to the victims of cybercrime? 59 
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Where did it all go wrong? 
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Security 

• Making connected systems secure is non-trivial. 

• It needs specialist expertise. 

• However, we have the technology ... 
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The last slide 

• Thanks for your attention ... 

 

• I am happy to take questions now or later, 

in person or by email: 

 me@chrismitchell.net 

 

• See also: 

 http://www.chrismitchell.net 
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