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Comments on mutual authentication and key
exchange protocols for low power wireless
communications
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Abstract— In [1], Shim describes “unknown key-share” attacks that A andT'A have authentic copies d?Kg. The protocol
on the two protocols, server-specific MAKEP and linear MAKEF,  actions are as follows, with,, r5 representing nonces chosen
proposed by Wong and Chan in [2]. In this letter we point out an by A and B respectively:
error in one of the attacks and demonstrate further undesirdle 1. A>B E (r ) Cer
properties in the protocols of Wong and Chan. : Ka\lA A

2. B — A: EKA(TA;TB;IDB)

Index Terms— Mutual authentication, key exchange. 3. A - B: EKA (rg .
The session key is computed to be= r4 @ rp, which
|. INTRODUCTION includes contributions from both party with the aim that no

N [2], Wong and Chan proposed two mutual authenticati
and key exchange protocols (MAKEPS), namely serve gy
specific MAKEP and linear MAKEP. They are designed to However, this aim is not achieved: the seniecanalways
be used for establishing secure communications betweer?ngure that the session key is its choigeby puttingrs =

low-power wireless device (client) and a powerful baseiatat 7 ©7 "4
(ser\?er) ( ) P It was pointed out in [1] that this protocol is susceptible

In [1], Shim described “unknown key-share” attacks on th obtiTnliﬂznfg:{:flléZi’eShare attack, if an attackens able to
two protocols. An unknown key-share attack on an authenf:

cated key agreement protocol is an attack whereby an entityCert2 = (IDg, Fpr, (Ka), Sigry(ID5, Epky(K4))).
A ends up believing it shares a key with an entily and

f\ngle party has full control over the selection of the s@ssi

although this is in fact the cas®, mistakenly believes the key ?/r\]/eﬂ:gfz;mg rs:s:rr :ﬁa[tl ]b];)rlr?jlt;':iglig 2%?(':%5;';;?3 dOUt

is instead shared with another entify # A. Here we point message in step 2, this attack can be prevented. We note,

out that, while the attack on server-specific MAKEP work

owever, that in this improved protocol, the selection & th
the attack on linear MAKEP does not achieve the goals of an

ession key is still completely under the control of the serv

unknown key-share attack. In addition, we will demonstra This problem can be avoided by replacifig , () in the

further limitations of the two protocols. Specifically, ger- first message by(r4) whereh is a one-way hash function,

specific MAKEP allows the choice of the session key to lacin in th nd m B nd includin
be entirely under the control of the server, while in linear ;94 € seco essage byr,), a cluding
in the encrypted message of the last step.

MAKEP, the authentication of the client to the server and the'
security of the public key scheme may be compromised én

certain implementations. Linear MAKEP

This protocol is designed to allow each client to commu-

1. THE PROTOCOLS AND THEIR LIMITATIONS nicate W|itg'|as mart?ll serversdasI it wants without inducing

A. Server-specific MAKEP any scalability problems, and also to prevent any server
_ - _ ~impersonating its own clients.

This protocol eliminates the use of public-key cryptogiaph | et be a prime such that the discrete logarithm problem in
operations at the client side and replaces them with synmety, , is intractable. Ley € Z? be a primitive element. The client
key operations. Before running the protocol with a serBer A randomly chooses a Sequencémfmtegersah Ay, Aon
the client A first obtains a certificate from a trusted authontyh V/ p—1 as its secret keys_ The Correspond|ng Sequence of
TA: public keysisg®', g**,...,g%" in Z;. For each pair of public

keys (g®2i-1, g%2), 1 < i<mn,a cert|f|cate is obtained from

Cert = (ID4, Epi, (Ka), Sigpa(IDa, Epicy (Ka))), — NeTA:

i ao;— as; H ao;— ao;
where K4 is A's long-live symmetric key. Inside the Ce€ta = (IDa,g" 7%, g%, Sigra(ID4, g, g"*)).
certificateK 4 is encrypted undeB’s public key. It is assumed The actions of the-th run of linear MAKEP are as follows,
. . . again withr,4, rp representing nonces chosen Hyand B
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1. A- B: Cert a subsequent run, computg — y')/(z ©® rg — ' @ rly) to
2. B— Al rp get as;—1, and then get,,;. After that £ can impersonate
3. A= B: z=Epkg(ra), A to any other servers. A straightforward inclusionsof in
y = azi—1(z & rp) + az mod (p — 1) the third message (using® r4 © rp instead ofz © rp in y)
4. B— A E(x) . , would prevent an eavesdropper from launching such an attack
Note that whenB receivesr andy in step 3,8 determines but would still allow the serveB to impersonate its client
whether A. Hence treating the secret keys associated with'Cagt
(gaz,-fl)w@rs ga2i 2z g¥ (modp) (1) long-term reusable secrets leads to a breach in security. Th
) ] is a serious vulnerability, since some devices may be prone
before proceeding to decryptto obtainra. _ to “reset” attacks, where counters can be reset after a power
The unknown key-share attack described in [1] involves thgjiyre, or some implementations may reuse certificates and
attackerE obtaining keys due to the expensive overhead of updating the limited
Cert, = (IDg, (g™ *)°, (g")°, storage of key-signqture sets. To prevent this, eitheressrv
Sigps (ID 5, (g7 1)°, (9)°)) W|II_ have to ch_eck W|_th each other that Cgris never reused,
9ra D8, (9 9 which seems infeasible, ot should delete the private keys
wherec € Z,_;, from A’s public keys. as soon as they have been used. It would appear, then, that

When A initiates linear MAKEP and sends Chgrtto B, a secure implementation of linear MAKEP, while efficient in
E intercepts and replaces it with CgrtWhen B sendsrp  terms of computation, would incur a significant overhead in
to E in reply, E forwards it to A who computesr using communication load, thereby potentially making it impieat
B’s public key, computeg, and sends, y to B. Again, E
interceptsz, y and sends, y' = yc to B. Now, B verifies I1l. CONCLUSION
thatz and y' are correct according to Cgrtand Equation 1, yhis letter we have pointed out an error in the attack

(1). If so B computes session key = r4 © y' and sends 10564 by Shim in [1] on one of Wong and Chan's MAKEPS

E, () to E, which E forwards toA. At this point however, (o1 \e have also shown further limitations of these pools
the attack fails. This is because the last messagapects is 5,4 suggested improvements.

E, , ay(z), NOt E, o, (z), which E cannot construct. Hence
this “attack” described in [1] does not achieve the goalsrof a ACKNOWLEDGMENT
unknown key-share attack. )

protocol. their suggestions and comments.
Firstly, the authentication off to B relies on the asym-
metric encryption method having certain properties that ar REFERENCES

not stated in [2], that is, a randomly chosen value should nN@f kyungah Shim. “Cryptanalysis of mutual authenticatiand key ex-
decipher correctly. Consider the following attack, whdte change for low power wireless communication2EE Communications
has observed a successful run of the protocol and wishe zﬁog‘?ttse_’f,v\éﬂgg%o v 2003, bp 208 280, o ication and kaphange
impersonated to B. If E, pretending to bed, sends the old for low power wireless communicationsProc. IEEE MILCOM 2001
certificate toB, B will respond with a new noncey. Now Vol 1, 2001, pp 39-43.
E letsz’ = z & rg & rlz, wherez andrp are the values
from the intercepted run of the protocol, and serids y)
to B. As specified in the protocolB determines whether
z' and y match using Equation (1). This will hold since
' ®ry =z ®rg. Thus B will now decryptz’. In most
cases this will fail, but, for example, if RSA was used najvel
then it will work, and B will believe it is communicating
with A. This is an instance of a successful unknown key-
share attackE succeeds in misleading, without necessarily
obtaining the session key. As pointed out by Shim in [1], such
an attackwill be detected if key confirmation is performed.
Otherwise the protocol should include a requirement on the
encryption function and also a test By as to whether’
decrypts correctly — only after this caB be sure that it is
communicating withA.
Another weakness in the protocol is the use of the secrets
as;—1 andas; in a linear equation for computing, without
hiding the coefficient: & rp.
It is not quite clear how these pairs of “public keys” are
used, but if they are used more than once then an eavesdropper
E can simply obtain(rp, z,y) in the first run,(r;z,2',3') in



