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Abstract

Jarupunphol and Mitchell (2001 point out that there is a mismatch between the level of actual and
perceived risks (the “risk perception gap”) associated with Internet e-commerce. This perception
gap appeas to be seriously restricting the growth of business-to-consumer (B2C) e-commerce
since it deters many potential e-commerce participants. Although the emergence of e-commerce
provides many benefits to consumers, e.g. convenience, greder choice lower prices, and more
information, consumers gill have serious security concerns. The dam of this paper isto analyse the
fadors associated with consumer risk perceptions for Internet shoppng. In addition, this paper also
suggests guidelines for e-commerce merchants, which can be used to address negative consumer
perceptions of Internet e-commerce
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1 INTRODUCTION

The fad that breades of Internet security are reported with grea frequency means that there is a
danger that potential users will be reluctant to engage in e-commerce becaise of fears about
seaurity. According to a recent CommerceNet report (Barriers to Eledronic Commerce 2000),
seaurity and trust are the dominant issues of concern to consumers. These issues appea to be the
main barriers to consumer involvement in e-commerce

In the business-to-consumer (B2C) context, whether the public should trust e-commerce is
guestionable since dl purchasing processes are performed through the Internet, and the consumer
cannot seethe merchant with whom they are deding. In addition, since e-commerce provides an
alternative method for value exchange over the Internet, it is inevitable that financial risk becmes
an issue of concern to e-commerce @nsumers. In this paper, we focus on the financial risk
associated with the online payment methods most commonly used by e-commerce @nsumers.

The findings in this paper are based on widely avail able information and questionnaires related
to consumer risk perceptions in Internet e-commerce taken from several sources. No additional
desk reseach was conducted by the authors.

2 OVERVIEW OF E-COMMERCE RISKS

In Internet e-commerce, there is a mismatch between percaved and genuine levels of risk,
Jarupunphol and Mitchell (2001). The main purpose of this paper isto indicate how this mismatch
may be aldressed, and thereby consumer participation incressed. This requires an understanding
of what the percaved risks are, and in this sedion we give an overview of those risks of most



concern to e-consumers. We concentrate on financia information security since thisissue gppeas
to be the dominant one in shaping consumer perceptions of risk.

Several payment methods are used in Internet e-commerce, including plastic (debit/credit)
cads, eledronic cash (e-cash), and eledronic cheque (e-cheque), (Oppliger, 2000). The aedit card
is the most commonly used method d payment for e-commerce ®nsumers (Treese, 1998.
According to an Internet  shoppng hebits survey conducted by  Survey.Net
(http://www.survey.net), 36.0% of Internet users purchase goods by transmitting their credit card
number via asecure form; the percentages for other payment methods are significantly lower.

Given that the debit/credit card is the primary means for consumers to purchase products or
services online, the possble compromise of credit card numbers is clealy a serious thred to the
consumer. Credit card numbers can be compromised in two main ways.

e Datatransmisson — financial information may be stolen by an interceptor.

e Data storage — financial information may be compromised by an intruder hadking into an
e-commerce merchant website.

In the next section we cnsider these risks, together with the seaurity measures that can be
used to addressthem, in more detail .

3 ONLINE CREDIT CARD INFORMATION RISKS—
SECURITY ASESSMENT

Describing the two main risks to the @nfidentiality of credit card information, together with the
main seaurity measures used to ameliorate these risks, is a necessary first step to understanding the
fadors asciated with consumer perceptions of risk. Once the true nature of the perceved risks
has been identified, steps can be taken to reduce these risks and thereby increase consumer
confidence

3.1 Datatransmission security

During data transmission, information sent between a mnsumer and an e-commerce server is
typicdly seaured by protocols sich as Secure Sockets Layer (SSL) and IETF's SSL-based
Transport Layer Security (TLS) (Hasder, 2000. Despite concerns in the past over restrictions on
the implementation o strong cryptography within widely used versions of TLS and S, for most
users the level of cryptographic protedion available for transmitted data confidentiality appeas
adeguate. Figure 1 shows how S operates.
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Figure1: S processin e-commercetransadions. Source Oppliger (2000) and Rescorla (2001)

A different protocol cdled Seaure Eledronic Transadion (SET) is, aacording to Merkow
(1998), arguably the only fully integrated protocol capable of seauring an entire transadion. This
scheme employs date of the at cryptographic techniques to proted the ettire transadion process
including data transfers between merchant and consumer.

It would appea that as long as a scheme such as TLS or SET is employed, the risks to credit
card information confidentiality arising from data transmission are low. However, as documented
in Jarupunphol and Mitchell (2001), this analysis is not in accordance with consumer perceptions,
atopic we explore again below.

3.2 E-commerce server security

A variety of countermeasures can be used to help proted e-commerce servers against attadk by
intruders, including firewall s and the adoption of detail ed information security pdlicies by network
administrators. However there are dso serious threas to such servers, and several cases of seaurity
breades occurring at e-commerce websites have been reported, Power (200Q p.47). Poor
configuration of servers and inadequate information seaurity palicies are likely to put at risk the
confidentiality of stored consumer financial information, including credit card acourt details. We
next consider in more detail how security vulnerabiliti esin merchant servers can arise.

3.21 Firewalls

Because of threds arising from connections made to pat 80 (used by the HTTP protocol), which
is used by web servers and always left open, a firewall is often used to proted a server against
attacks by haders, since it can analyse and capture the communication parameters of the traffic
(Goncdves 2000. Furthermore, firewalls can also chedk the destination port and destination IP
addresses of incoming Internet traffic. However, a firewall also needsto be properly configured in
order to prevent malicious outsiders from compromising consumer financial information stored at
the merchant web server. It is claimed by Power (2000 p.91) that “The encryption of a single
transadion doesn't guaranteethe confidentiality of the networked computer on which it is gored,
just as a properly administered firewall doesn't ensure that there ae no ather points of entry into
the network it guards’.



3.2.2 Server operating systems

There ae avariety of operating systems (OSs) running on e-commerce servers including Linux,
MadOS, Solaris, and Windows 2000 (NT). This means that there ae dso dfferences in terms of
the seaurity and wulnerability levels of these OSs. For example, configuration operations for UNIX
and Windows 2000 (NT) are very different, and these OSs also require different e-commerce
applicaions (Viega and Voas 2000).

If the operating system is poarly configured then information stored in the server may beame
vulnerable. Given the fad that modern OSs are extremely complex, experience shows that it is
very difficult to remove dl the acddental vulnerabilities from released versions, and poa
configuration may simply mean failing to apply all the most recantly avail able ‘seaurity patches
for the OS concerned. The merchant' stask is further complicated by the fact tét, given that there
are anumber of different OSs in use, there is no single and widely diseminated process for
configuring an e-commerce server OS.

3.2.3 Web server applications

In order to conduct e-commerce, it is neaessary to install Web server applicaions on merchant
servers. Examples of such applicaions include Apade, Cold Fusion, Microsoft (11S), and
Netscgoe Enterprise Server. These gpli cations, however, may contain vu nerabiliti es that alow an
attacker to compromise information stored in the server. According to a survey of Web server
seaurity conducted by Netcraft (http://www.netcraft.com/survey) between October 2000 and
October 2001, 1 in 10 Microsoft Il S SSL e-commerce sites with encrypted transadions contain
trapdoors allowing an attacker to monitor systems, and vulnerabiliti es were found in more than
20% of Microsoft Il S Web server applications.

3.24 Common gateway interface (CGl)

When a onsumer PC transmits order and payment information entered on a form provided by an
e-commerce website, CGI is working as an interfacethat transfers the user input to the server.
However, this process is a further source of security vulnerabiliti es snce it appeasto be difficult
to write 100% seaure CGI scripts, (Schneier 2000. As argued by Bernstein et al. (1996, CGl isa
major source of seaurity problems in web servers, which may alow intruders to exeaute
unauthorised commands or to discover information about the system.

4 CONSUMER RISK PERCEPTIONS

Human perceptions of e-commercerisks vary widely, just like other human charaderistics. Some
people believe that e-commerceis worth participating in because it offers sveral useful functions,
such as convenience On the other hand, others perceive e-commerce @ being too risky.
Although it has been reported by Visa and MasterCard in eMarketer (http://www.emarketer.com)
of November 2000that the online aedit card fraud rate is relatively low, a survey conducted by
the National Consumer Council (http://www.ncc.org.uk), summarised in Table 1, ill ustrates that
most people believe that e-commerce is the riskiest shoppng method in comparison with other
traditional shoppng methods, such as shopping over the telephone and using caalogues.

Table 1: Consumer attitudes to Internet shopping and ather shopping methods. Source
NCC/MORI, April 200Q Participants: all (1,950), Internet users (513

M ethods of payment Per centage of consumersbelieving thisto
be the riskiest payment method
E-commerce 35%
Telephone shopping 22%
Mail order from adverts 15%
Mail order from catalogues 5%
Digital TV 4%




High S/Shopping Centre 3%
Catalogue agent visiting 2%
N/A 14%

Table 1 shows that consumers do not trust online shopping, while offline shopping (e.g. at
shopping centres) is perceved by consumers as the safest shopping method. A survey of 9,000
online users conducted by Bellman et al. (1999 further demonstrates consumer feas, in that more
than 4,368 (42.9%) claimed to have never bough products or services online. This finding is
consistent with the statistics from a survey conducted by Survey.Net (http://www.survey.net) that
34% of online users have never bought anything online.

Seaurity of data transmission is arguably the issue of gredest concern to e-consumers.
Consumers are particularly concerned that their credit card numbers will be stolen online during
data transmission, Jarupunphol and Mitchell (2001).

5 ANALYSISOF FACTORSASSOCIATED WITH THE
ADOPTION OF E-COMMERCE

We nedl to know why consumers perceive e-commerceto be the riskiest method o payment and
why consumers do not trust seaurity protocols to seaure their financial information during
transmission. Hoffman et a. (1999, pp.80-81) state that part of “the consumer ladk of trust arises
from the faa that cyberconsumers fed they lack control over the acces that Web merchants have
to their personal information during the online navigation process.. consumers may fea typing in
credit card information to any commercial Web provider”. Asa @nseguence, consumers not only
have negative perceptions about the nature of Internet shopping, but also misunderstand the red
nature of security breadesin e-commerce We now focus on the fadors associated with consumer
risk perceptionsin more detail.

5.1 Personality

As mentioned before, human reture varies widely; some consumers may be inclined to use new
technology, whereas others may prefer to continue doing their tasks in traditional ways. Similarly,
consumer risk perceptions of Internet shoppng also varies. This is suppated by Bhatnagar et al.
(2000) who argue that different individuals have different levels of risk acceptance

5.2 Membership of asocial system

Where the true levels of risk are unclea to users, e.g. in the context of non face-to-faceshoppng,
recommendations from other members of a social system, such as friends, relatives, and neighbors,
have an important effed on consumer participation, (Murray, 2000).

This is suppated by Rogers (1983 p.5), who argues that information about an innovation “is
communicaed through certain channels over time among the members of a socia system”. Prior
to their adoption of Internet e-commerce, consumers may lean of its advantages and
disadvantages via socia interadions, e.g. with friends. Reports on television, newspapers and
other mass media dso play an important role in user adoption of e-commerce, sincethisislikely to
be the prime source of information regarding security breaches for the majority of domestic users.
As argued by Rosenbloom (2000), how the media interprets a social experience influences
individual trust.

5.3 Knowledge

As previously mentioned, consumers are @ncerned that their credit cad numbers may be
compromised during data transmisson. In redity, the mgjority of reported cases of I nternet credit
card fraud arise from weaknesses in merchant web servers, (Caldwell, 2000, (Tomlinson, 2000.
In addition, consumers perceve e-commerce & the riskiest shoppng method, whereas in fad the



online transadion fraud rate appeasto be lower than the rate for offline transactions (NOIE 2001).
Furthermore, Jarupunphol and Mitchell (2001) and Tomlinson (2000 suggest that the likelihood
of credit card theft during a web transadion may adually be less than the likelihood diring an
offline transaction. Thus it seems that the high risk perception for e-ccommerce d least partly
derives from an inadequate understanding of Internet security technology by e-consumers.

54 Experience

In addition to knowledge, consumer experience is an important factor determining consumer
perceptions of Internet shoppng. It isimportant for consumersto at least try Internet commerce so
that they can determine whether this $1oppng method is trustworthy. According to Bhatnagar et
a. (2000, p.101), “the likelihood d purchasing on the Internet increases as the wnsumer's
experienceon the Internet increases’.

5.5  Shopping context

In traditional shopping, consumers can seethe merchant with whom they are deding. In addition,
the consumer can be mnfident that the financial instrument, e.g. money or credit card number, is
sent to the crred merchant during the payment process Olson and Olson (2000 point out that
faceto-faceinteradion is the foundation of trust in a number of adivities. This probably explains
why most consumers perceve the level of risk for traditional shopping methods to be relatively
low.

In addition, since there is no faceto-face ontad in e-commerce, Friedman et a (200Q p.39)
state that it is difficult for users to “determine the potential for both financial harm and the good
will of the organisation they are deding with’. We can summarise the reasons for negative
consumer perceptions of e-commerce & foll ows.

e Consumers are not confident that the merchant is trustworthy.

e Consumers will typicdly be more familiar with exchanging values by traditional -
methods where buyer and purchaser can see eah other.

e Consumers are not able to monitor what happens to their credit card numbers after they
have submitted them to the merchant viatheir computer screens.

¢ Consumers do not understand the security technologies used to proted the confidentiality
of consumer financial information.

1. Personality

2. Membership of a social system . .
3. Knowledge I PGFCEWEJACIua

4. Experience
5. Shopping Context
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Figure 2: Consumer risk perception and adual risksin e-commerce



6 GUIDELINES

As previously described, consumer risk perceptions depend on severa fadors: personality,
membership of a social system, knowledge, and shopping context. Consumers are widely informed
about serious e-commerce security breades by the mass media, and therefore it is important that
e-commerce organisations addressthe adual threds to e-commerce sites lest bad publicity arising
from a genuine seaurity bread further damages e-commerce @nfidence

One way in which consumer confidence @n be increased at the same time & reducing the
posshility of fraud is through the introduction of government or standards badked industry
guidelines for e-commerce merchants, such as tScheme (http://www.tscheme.org), which is a not-
for-profit organisation dfining standards of good padice in order to provide asurance to
individuals and organisations relying on eledronic transactions. An example of this in a more
general context is provided by BS 77991 = ISO/IEC 17799. Examples of possble guidelines for
e-commerce merchants are & foll ows.

Guideline 1. Firewalls must be properly configured in order to hide internal network
addresses from external users.

Guideline 2. CGI scripts must be caefully written to ensure that the hader cannot take
advantage of CGlI vulnerabili ties, and thereby gain acessto an e-commercesite.

Guideline 3. Server OS and Web server applicaions must be caefully chedked for badkdoars
or seaurity holes that might allow an intruder to penetrate aserver and sted consumer financial
information.

Guideline 4. Consumer financia information must be stored in encrypted form. This will
assure wnsumers that their information will remain private when stored at the merchant server.

Guideline 5. Cryptographically seaure aithentication techniques (e.g. based on digita
signatures and public key certificates) must be deployed to proted e-commerce transadions. This
may help to reduce mnsumer negative perceptions of Internet commerce since the mnsumer can
authenticate the merchant.

Guideline 6. E-commerce web sites dould be designed to educae and inform consumers
about the security technologies used in e-commerce and the shopping ravigation process For
example, web sites should invite participation by ensuring trust and accéerate adion by clarifying
responsibili ty, as suggested by Shneiderman (2000).

7 CONCLUSION

Many e-commerce merchant organisations employ seaurity tools and techniques to address
consumer feas regarding the seaurity of online shoppng. However, as previously described, this
does not guaranteethat more consumers will participate in e-commerce, since there ae anumber
of different fadors affeding consumer risk perceptions. An e-commerce trading organisation
should consider al fadors associated with consumer risk perceptions, sincethey are aiticd to the
growth of e-commerce In particular, seaurity tools and techniques in themselves may not be
sufficient to persuade cnsumersto perticipate in Internet shopgng. What seemsto be necessry is
to have the means to convince econsumers that their financial information will be proteded
throughout the e-commerce transadion lifecycle. The future of this reseach will focus on
technologies addressng consumer risk perceptions in Internet e-commerce security.
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