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Abstract: In this paper we present an architechased on a Java (J2SE, J2EE, J2ME
and Java Card) platform supporting a secure chdnorel a Mobile Operator
to the SIM card. This channel offers the possipitif end to end security for
delivery of large data files to a GSM SIM card. Bacsecure channel could be
used for delivery of high value content that regsiia high bandwidth channel
— perhaps either rendered for user infotainmentprocessed in the client
Mobile Station (device and SIM card) for remote idevmanagement. Our
methodology overcomes the bandwidth constraintsthef SIM Toolkit
Security scheme described in GSM standard 03.48alidate our proposal
we have developed code to create DRM and Web Senest scenarios
utilising readily available J2ME, Java Card, J23# d2EE platforms, Web
Services tools from Apache, the KToolBar emulatonf Sun, and a Gemplus
Java Card.
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1 INTRODUCTION

Since its inception in September 1994, the SIM Agapion Toolkit
(SAT) (3GPP TS 31.111, 2004; GSM 11.14, 2001) dMi®olkit Security
(3GPP TS 03.48, 2001) have been used extensiviey dre primarily used
to securely transfer device and network managemémation and simple
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user applications (such as device independent,abpespecific, power-on

menus) to the SIM card.

These two independent concepts — the SAT and G&hktlatd 03.48,
have been a very successful marriage (Guthery awodi; 2002). SAT
allows applications resident within the tamper Hr&M card to initiate
actions, whilst GSM standard 03.48 provides segugstvices for any SMS
message. Together they have been a critical enaflenany network
management and revenue generating services dephy&ISM operators
worldwide.

However the availability of large capacity SIM cardand high
performance 2.5G and 3G devices means that thise-sucessful
combination is how proving to be a constraint far following reasons:

» GSM standard 03.48 uses SMS as the transport misahaB8MS stands
for Short Message Service, and is a way of sendingaximum of 160
characters (140 bytes) to and from mobile devi@espite the GSM
standard 03.48 allowing the concatenation of up2%® such SMS
messages to increase the payload, it is reportethé®/ and Cronin,
2002) that most operators limit this to approxirhate i.e. a maximum
payload of only 700 bytes. This is due to uncertma indeterminate
device operation when receiving such a large cemcatd SMS
message. With 128kB Java Card devices now routideployed, this
bandwidth limitation is equivalent to less than Hf¥sthe capacity of
current generation SIM cards.

* Although a significant innovation in 1994, the SAfstruction list
comprises only 31 proactive commands. These comsnpralide only
limited control over the user experience, e.g. PLAONE, DISPLAY
TEXT, GET INKEY, more appropriate for the text-bdsdevices of the
mid 1990’s. The devices typical of today's 2.5G &t market would
benefit from greater application customisation téfig between device
and SIM card.

A secure channel capable of downloading high baditihigh-value
data within an application framework that providies control over the host
device could thus be advantageous. This paper pegmuch a channel.

2. THE JAVA FRAMEWORK

In recent years, Java enabled devices have beamraasingly popular
within the mobile market. Our proposal creates ghHhbandwidth secure
channel for a Java platform, utilising Java Carthgl@ 2004) and J2ME
(Topley, 2002) technologies.
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In the GSM and UMTS system architectures, the MoBitation (MS)
may comprise two java components:

* the user device (often referred to as the handsdijs typically
comprises a Java runtime environment conformingthe J2ME
Connected Limited Device Configuration (CLDC), cdemented by
additional classes from the Mobile Information DseviProfile (MIDP).
Java applications that run on MIDP compliant usarices are known as
MiIDlets.

« the SIM card provided by the network operator. Tdiest generation
devices are typically UICC (3GPP TS 31.101, 20G8)aJCards where
the SIM application (3GPP TS 31.102, 2003) is st of the possible
Java applications (ETSI TS 101 476, 2000) thatlthea Card is capable
of running. Java applications that run on Java €ae known as
Applets.

Recent work through the Java Community Process)(#@#® increased
the utility of a mobile Java solution. The resuittiois technical innovation
has been a rapid growth of complex, revenue geangrabut largely fun-
based J2ME applications within the gaming and &aitenent sector.
However, although some serious business applicatiexist (Itani and
Kayssi, 2004), the Java environment has largelyn biggored by the
professional business and network management coitynbecause of
concerns over security.

The fundamental problem is that the MiDlet runs hwitthe Java
implementation of the user device. The user deigiamlikely to be trusted
by the Operator to hold network level components famctions that protect
valuable network assets. This distrust is likelgéd worse as devices move
from traditionally closed proprietary operating tg&yss to more open
operating systems capable of performing the filsipaation required by
advanced 2.5G and 3G services. Securing a J2MHcapph currently
requires the security keys, certificates and udentities to be stored within
the user device. Many institutions within the Meb@perator and Financial
Service sectors are likely to consider this to he@acceptable security risk.

In the GSM/3GPP mobile architecture, security amdttresides in two
locations, the network HLR and the Operator isstzedper-resistant SIM
card. The threat model is well researched and ésslted in the security
services model at the heart of the GSM and 3GPigrd@dillebrand, 2002).
What is needed is a methodology to extend thist ttasthe MIDlet
environment.
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3. THE SAT SECURITY FRAMEWORK

Our proposal builds on the dual capabilities of SB&urity and SIM
Application Toolkit (SAT). The former is defined fBecurity Mechanisms
for SIM stage 2 (3GPP TS 03.48, 2001). It provides to end security
services for an SMS message going to or coming fileenSIM card. The
SAT API allows a SIM card application to be infornef events (referred to
asevent downloadby the user device, and to issue commands (esféoras
proactive commando the user device.

We use the proactive commagBT_UP_EVENT_LI ST to register for the
SMS_PP event. On occurrence of such an event, or whemwmded by the
Protocol Identifier of the SMSMandatory Headerthe received SMS is
passed on to the SIM application as a compound {lag Length Value) in
the data field of arENVELOPE APDU command. The SMS’€ommand
Header specifies how the payload data is secured. The &bplication’s
response to th&NVELOPE command is then returned to the sender in a
Response PackeBy using this approach, and by concatenating $%4S
messages, it is possible to securely deliver aral0@l bytes of data from
Server to SIM card, receiving a proof of delivemydacknowledgement. We
use this capability to securely transfer the Operdbmain certificate and
long term symmetric keys necessary to establish secure our high
bandwidth channel to the SIM card.

4. THE PROPOSED SECURE DATA TRANSFER
TECHNIQUE

The MIDP 2.0 specification (JSR-118 JCP, 2002)udtices the concept
of domains within a J2ME implementation (Block awhgner, 2003). A
Domain Protection Root Certificate controls applma access to a domain.
Any application within a domain enjoys a set ofqud permissions and
access to restricted and sensitive APIs providethby domain. Before an
application can be over the air (OTA) loaded irtie Dperator domain it
must be digitally signed. The signature is checkegdinst the SIM card
resident root certificate and, if authorised, tpeliation is loaded into the
Operator domain of the untrusted device.

The Security and Trust Services APl (JSR-177 JOR4R provides an
Operator domain J2ME application with the abiliby dccess a connected
trusted element (i.e. a SIM card within our scema®ur proposal involves
creating a J2ME and Java C&@sdcurity Agengapplication that is capable of
implementing a secure high bandwidth channel betwgerver and SIM
card endpoints. At no time does the J2ME applicaliave access to any of
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the enabling cryptographic keys or functions. Thadwidth of the secure
channel created by th®ecurity Agenis only limited by the 2G/2.5G/3G
network and the data rate resulting from ENYELOPE APDU command.

The J2ME element of th8ecurity Agenbenefits from the processing
power and I/O capabilities of the user device aad tlirect access to the
results of secure SIM card computations executethéylava Card Applet.
Serious business applications such as DRM, e-conarard securing web
services can now be implemented by combining s@éhEJand Java Card
Security Agentapplications. These business applications willitamthlly
benefit from device vendor independence and peatigntiapid rollout from
OTA distribution and installation.

5. PROTOCOL

Full details of our protocol are provided elsewh@#acDonald et al.,
2004). It uses both symmetric and asymmetric cgatohic techniques to
provide the authentication, integrity and confid&lity services required to
support a secure high data bandwidth channel frerae® to SIM card. Our
protocol has been designed on the assumptiontthaider device and SIM
card are pre-issued and in the field. We assumentither user device nor
SIM card contain pre-installed application codectteate the desired secure
high bandwidth channel.

We choose to use symmetric rather than asymmetyjatagraphy for
authentication and key agreement. Performancetisatin a mobile system
and overhead must always be minimized whereverilles@lanchard and
Trask, 2002). The long term secret k&y: shared by the Server and the SIM
card, and used to support the secure channel t&lifie is confidentially
distributed from the Server to the SIM card endpuwiith authentication and
integrity services provided by GSM standard 03.48.

STEP 1 Install MIDlet into Operator Domain, and Applet inSIM

The first step is to prepare the SIM card so tlhat MIDlet can be
installed within the Operator domain of the J2MRide. The MEXE (3GPP
TS 23.057, 2003) security framework, like other ciplest services and
applications that use the mobile network purelaasansport mechanism,
relies on signature verification before the MIDéain be installed within the
target domain. We use GSM standard 03.48 to sgcuegisfer the Operator
Domain public key certificate CeH powto the SIM card. The MEXE J2ME
implementation on the user device receives theesigvliDlet. Successful
verification of the signature using the public keyCertr pov provides data
origin authentication and integrity of the MIDIeAld and JAR files. The
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Security AgenMIDlet is installed in the Operator domain of theer device
with full JSR 177 permissions, allowing APDU comrdarto be issued to
SIM card resident Applets. To initiate installatiohthe Java Car&ecurity
AgentApplet, the MIDlet starts an http session with sieever, and supplies
it with the SIM card’s unique identifier. The servesponds with the SIM
card Applet code, integrity protected with a MAGwauted using the shared
secret ke The MIDlet Security Agenthen transfers this data to the SIM
card via theEnvel ope APDU command. An on-card installer application
verifies the MAC and hence the origin authenticatamd data integrity of
the Applet. If there is any discrepancy the inat@h process ceases;
otherwise theSecurity Agenfpplet is securely installed. This results in the
creation of an applet instance and its registratiih the Java Card runtime
environment.

Note that neither MIDlet nor Applet carry any sedwys or other private
data. Hence code encryption is not necessary.rittesgrvices to protect the
MIDlet and Applet against virus insertion attackilshin transit are required
and are provided by the use of Digital SignaturesMACs respectively.

STEP 2 Perform mutual entity authentication

At some time later, i.e. after the http sessiotf®EP 1 has closed and
both Applet and MIDlet are installed, the Operattay choose to securely
download bulk data from the Server to the SIM cd@dfore this begins,
both endpoints verify each other’s identity by neai a mutual entity
authentication protocol. We use a three-pass muatwientication protocol
based on MACs and nonces, as specified in ISO/IEEB9 (ISO/IEC9798-
4, 1999).

STEP 3 Set up session keys to protect bulk data transfer

Following mutual entity authentication, both Seraed SIM card derive
session Integrity (IK) and Confidentiality (CK) keyo provide security
services to protect the bulk data transferred betweerver and SIM card.
Both Server and SIM card Applet will contain ideatifunctiond1 andf2 to
calculate the session cipher and integrity keysgushe noncess andrc
exchanged as part of the authentication protocetép 2, and the long term
shared secrédsg as follows:

CK :flKSC(rsllrc) and IK :fZKSC(rslrc).

Once session keys have been established, the atik ©hay be
transferred between Server and SIM, encrypted dafidentiality with CK
and concatenated with a MAC computed usitg for data origin
authentication and integrity.
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6. PROOF OF CONCEPT PROTOTYPE
IMPLEMENTATION

To validate our proposal we have constructed theofPof Concept
model of Figure 1, based on readily available cgmirce tools:
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Figure 1.Proof of Concept Prototype Implementation

* A J2EE Servlet web application performs the Mol@erator function
and is packaged as a WAR file (Web Application Aveh for easy
deployment on a Tomcat Apache Web Server.

e The J2ME Client is emulated by the Wireless KToblb@un
Microsystems, 2003) from Sun Microsystems, runnmg Security
AgentMIDP 2.0 MIDlet on the reference J2ME implemeruati

» The SIM card function is provided by a Gemplus Geme$éso RAD 211
Java Card with crypto package, connected to our odetration
environment via a USB card reader.

« A Web Service application communicates with the NMolDperator
function using SOAP over http. We used the jaxAd together with
tools from Apache Axis to create the service WSIDH deploy the Web
Service on a Tomcat Server.

The demonstration environment of our proof of cqmcenodel is
implemented in J2SE. J2SE provides the necessasy Sa&ing classes for
monitoring the various use case applications testedur model. The model
is designed so that each phase of a specific s&eiganitiated manually and
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monitored by visual feedback through the use of ERSGUI
Layout Manager class andcti onLi st ener interface.

A framework that provides a high bandwidth secunannel between
Server and SIM card is a significant enabler fgligption deployment. For
demonstration purposes we have deployed DigitahtRidlanagement and
Web Services Security platform applications onfe tramework. We now
review how these operations leverage the propoggdldandwidth channel
and framework; full details are provided in MacDlghand Mitchell (2004a)
and MacDonald and Mitchell (2004b).

6.1 Proof of Concept DRM Applications

Digital Rights Management is an attempt to use rieldgy to limit
piracy and copyright violation of digital media {iban, 2001). DRM
solutions typically separate the Digital Asset frtime Rights Object. Often
the Asset is encrypted with a secret key. A sepbralelivered Rights
Object includes both the secret key for decryptibthe Asset and the user
permissions. The user must therefore have bottDibgal Asset and the
Rights Object to render the digital asset. Withthé Rights Object, the
Digital Asset may be peer to peer distributed, tnadsferred from device to
device.

Our framework is ideally suited to such a conteentic DRM
application. Typically the user device would beified of the receipt of
such an encrypted Digital Asset by the asset's MIMge. This would
invoke the Security Agentto store the encrypted Digital Asset in the,
relatively plentiful, device memory, and then setyrfetch the Rights
Object from the Rights Fulfiliment Server. The Rildbject would be
securely transferred to the SIM card via our higimdwidth channel. The
Digital Asset is recoverable only by the entitytthalds the Rights Object.

At some time later, upon user request, the Dighaket would be
transferred (perhaps streamed) to the SIM cara@dtinorisation, where it is
decrypted and streamed back to the device for copson and rendering.
The Rights Object, comprising the root decryptiay lof the Digital Asset
and the current user permissions, would alwaysleesn the secure SIM
card. Such an implementation greatly reduces theank resource cost
incurred by the practice of streaming each rendeirristance of the Digital
Asset over the WAN 2.5G and 3G network.

6.2 Proof of Concept Web Services Security Application

Our framework can be extended to provide a mobper@or endorsed
authentication and payment platform for web sesiideor this vertical
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application the Server Servlet also provides thé b the remotéVeb

Servicewhich is packaged as a WAR file and deployed am Tlomcat

Server. Described by its WSDL we use the JAX-RPA #&m Apache

Axis to create the stubs to the service interf@@@mmunication between

Servlet and Web Service is according to the SOAiopol using http as the

transport mechanism.

In this application a high level user discoveryqass is provided by the
J2ME Security Agent User service selection initiates the mutual
authentication step concluding with the creationtlod high bandwidth
secure channel between Server and SIM card. TheiSeray now issue an
authentication token followed by an authenticataginpent token when the
user decides to consume the service. The authertiggayment token is
exchanged for the web service, and the contentcia¢ed with the service
provided to the Server using SOAP over http. Theice content may now
be securely transferred to the SIM card via thén Higndwidth J2ME and
JavaCardsecurity Agenthannel. This implementation provides:

« the user with a high level service discovery irgeef plus anonymity
from Web Service providers;

- the Mobile Operator with a pivotal role and revengenerating
opportunity in the provision of a web services siguand payment
platform;

« the Content Provider with a secure, scaleableiligion channel.

Note that, whilst it is possible to use the J2MHE dava Cardecurity
Agentto create a secure high bandwidth channel, it ntybe desirable to
use these entities for service rendering and copsam Extending
connectivity to the personal area network of thglBZevice is particularly
straightforward given the availability of the SAOPEN CHANNEL proactive
command.

1. CONCLUSION

In this paper we have introduced a novel approacketurely transfer
large data files from an application server to mhebile device SIM card.
Our approach is based on a Java solution and awexcoa potential
bandwidth restriction of the current GSM standaB8 and SAT Security
process. We present a protocol and methodology dhaivs the secure
channel to be created on capable, but unprepaegtted and SIM cards that
are already issued. We have modelled our proposketic and protocol
using open source tools and indicate how it carextended to apply to
future application implementations such as DRM Afeb Services.
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