
IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY 1Authentication Protocols for Mobile NetworkEnvironment Value-added ServicesG�unther Horn, Keith M. Martin and Chris J. MitchellAbstract|The secure provision of mobile comput-ing and telecommunication services is rapidly in-creasing in importance as both demand and appli-cations for such services continue to grow. Thispaper is concerned with the design of public keybased protocols suitable for application in upcom-ing third generation mobile systems such as UMTS.Candidate protocols are considered for the authen-tication of a mobile user to a value-added serviceprovider with initialisation of a mechanism enablingpayment for the value-added service. A set of goalsfor such a protocol are identi�ed, as are a num-ber of generic attacks; these goals and attacks arethen used to evaluate the suitability of seven can-didate third generation user-to-network authentica-tion protocols. Many of these candidate protocolsare shown to have highly undesirable features.I. IntroductionMOBILE computing and telecommunicationsare currently areas of rapid growth as thetechnology necessary to widely implement relevantservices is becoming increasingly available. The ad-vantages of wireless communications are likely tosee these technologies featuring in upcoming thirdgeneration mobile systems such as UMTS, and of-fering many new services that will revolutionise theways society handles information. In particular,these technologies are almost certain to �nd use inenvironments where a (roaming) mobile user pur-chases value-added services (VASs) from a value-added service provider (VASP). This paper evalu-ates a number of candidate third generation secu-rity protocols that mutually authenticate a mobileuser and VASP and initialise an appropriate pay-ment mechanism.The above mobile scenario places a number of re-strictions on the design of suitable security proto-cols. Most signi�cantly, a mobile user will typicallyhave limited computational capabilities comparedto an entity in a �xed network. Thus the neces-sary computational e�ort at the user's end of anyprotocol should be minimised. It is worth notingG. Horn is with Siemens AG, Corporate Technol-ogy, D-81730, M�unchen, Germany (e-mail: guen-ther.horn@mchp.siemens.de)K.M. Martin was with K.U.Leuven, ESAT/COSIC, Kas-teelpark Arenberg 10, B-3001 Leuven-Heverlee, Belgium,and was supported by the European Commission un-der ACTS project AC095 (ASPeCT). He is now withthe Information Security Group, Royal Holloway, Univer-sity of London, Egham, Surrey TW20 0EX, U.K. (e-mail:keith.martin@rhul.ac.uk)C.J. Mitchell is with the Information Security Group,Royal Holloway, University of London, Egham, Surrey TW200EX, U.K. (e-mail: C.Mitchell@rhul.ac.uk)

that this constraint is likely to erode with time asmobile devices become more powerful. It is antic-ipated that in the future the more signi�cant per-formance constraint may arise at the server (VASP)end, which could become a bottleneck during mul-tiple service requests. For this reason we also payattention to the computational e�ort required bythe VASP, seeking to keep this as low as possible.Moreover, the communications bandwidth betweenuser and VASP may be limited, and hence protocolmessages should be kept as short as possible. Thecandidate protocols considered mostly use publickey techniques, which are generally more compu-tationally intensive than symmetric cryptography.However use of public key cryptography has signi�-cant advantages within large and complex commu-nication networks, including scalability, easier keymanagement and the lack of need for online authen-tication servers.It is highly desirable that a user-to-VASP authen-tication and payment initialisation (API) processis closely based on the type of user-to-network au-thentication process that is likely to be used for sys-tem set-up procedures (for example user-to-networkcall set-up procedures in a mobile telecommunica-tions network). This allows e�cient integrationof the two processes. For this reason we evalu-ate both user-to-network authentication protocols(which can be extended to API) and explicit APIprotocols. In the following sections we identify for-mal goals of an API protocol and consider a num-ber of possible protocol attacks. We then considerseven candidate API protocols and evaluate themagainst the API goals, showing that several havefundamental weaknesses. We conclude with a gen-eral comparison of the seven candidates.II. API protocol goalsAn API protocol begins with a mobile user con-tacting a VASP for the �rst time over the vulner-able `air interface' of a typical mobile telecommu-nications network. Each entity has a certi�ed copyof its own public key but needs a certi�ed copy ofthe other's public key. Both entities need to au-thenticate one another, establish a common cryp-tographic key, and initiate a payment scheme. Theprecise protocol goals are as follows (we refer thereader to Menezes et al. [24] for formal de�nitionsof the italicised terms):1. mutual entity authentication of user and VASP



2 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY(to protect against masquerade of either entity overthe air interface);2. exchange of certi�ed public keys between userand VASP (to support the authentication and keyestablishment processes);3. mutual key agreement of a session key betweenuser and VASP (used to protect data subsequentlyexchanged between user and VASP);4. joint key control of the session key (to preventeither party accidentally or deliberately choosing aweakened key);5. mutual implicit key authentication (to ensurethat no other party can obtain the established ses-sion key);6. mutual key con�rmation (so that both user andVASP have assurance that they both possess thesame shared session key);7. mutual assurance of key freshness (to preventreplays of old messages being used to re-establishan `old', possibly compromised, session key);8. con�dentiality of the user identity over the airinterface (to prevent an interceptor of air interfacecommunications learning the mobile user's identity,and/or being able to track particular mobile users,see Mitchell and Chen [25]);9. initialisation of the payment mechanism (to sup-port payment for VASs);10. non-repudiation of the payment initialisationdata (to support payment for VASs).Goals 1 to 8 are suitable goals for a user-to-networkauthentication protocol. It is not the intention ofthis paper to discuss payment mechanisms for VASsin mobile computing networks; see Horn and Pre-neel [16] and Martin et al. [23] for a more detaileddiscussion. We assume that the API protocol initi-ates a suitable micropayment scheme such as thosebased on one-way hash chains proposed in Pedersen[29] and Rivest and Shamir [30]. Such schemes typi-cally involve the VASP proposing some charging re-lated data to the user, and the user committing tothis data and some initialisation values using a dig-ital signature. Throughout this paper we assumethe use of digital signatures with appendix. Wenote that the use of digital signatures with messagerecovery (see [24] for an explanation of the di�er-ences) may further simplify some of the protocols.III. Protocol attacksIn this section we describe a number of possibleattacks against API protocols that feature in theproceeding discussion.1. Signer veri�cation attack. User anonymity canbe compromised if an attacker can obtain a dig-ital signature generated by the user. If the datawas signed using a signature system giving (par-tial) message recovery, such as ISO/IEC 9796-2 sig-natures [17], then an attacker who has access toa large set of public veri�cation keys applies themsuccessively to the signature; if the veri�cation pro-

cess fails then the attacker can assume the owner ofthat key is not the signer. A similar attack appliesto other signature systems if the attacker also hasaccess to the (hashed) data that was signed.2. Content veri�cation attack. This attack is sim-ilar in principle to a signer veri�cation attack andcan be used to determine a piece of data in a sig-nature that is unknown to the attacker (but whichcomes from a limited set of possible values). As-sume that the attacker has a cleartext signature,and knows both the signer and most of the datathat was signed. The attacker repeatedly guessesthe missing data and attempts to verify the signa-ture with the known user's veri�cation key.3. Source substitution attack. A source substitu-tion attack as de�ned in Di�e et al. [11] involvesan attacker taking another entity's public key andmanaging to obtain a certi�cate in the name of theattacker for that public key value. This then al-lows the attacker to masquerade as the other entityin a number of situations, such as when claimingto be the signer of data. Although such attackscan be prevented if a certi�cation authority insistson proof of knowledge of the corresponding privatekey before issuing a certi�cate, it is wise to avoidexposure to such attacks.4. Time-memory tradeo� attack. A time-memorytradeo� attack can be used to determine data forwhich a hashed version is available. Suppose thatdata K contains k bits, and h(K) has been ob-served. The attacker pre-computes and stores 2rvalues of h(K). When the value h(K) is observedduring the protocol run, the attacker compares thisvalue with the pre-computed values. The proba-bility of success is 2k�r and thus the attacker willneed to intercept 2k�r such values for every suc-cessful capture of K. Other versions of this type ofattack have been used in di�erent crptanalytic con-texts, see for example Borst et al. [6] and Hellmann[15].5. Codebook attack. In a codebook attack an at-tacker keeps a record of data that is encrypted us-ing the same symmetric key. Even if the plaintextis not known, if the same data is ever encrypted asecond time with the same key then the attackercan identify this from the stored record.6. Partial chosen key attack. This type of attackwas described in Mitchell et al. [26] and is relevantto protocols claimed to o�er joint key control. Sup-pose two entities X and Y both contribute randominputs to the computation of a session key f(x; y),but that X �rst sends x to Y . It is possible forY to then compute 2s variants of y and the cor-responding f(x; y) before sending y to X . In thisway entity Y can \select" approximately s bits ofthe joint key. The value of s, and hence the de-gree of imbalance in the key control, is constrainedby the computing resources and time available forY to complete this process. Note that most public



HORN ET AL.: AUTHENTICATION PROTOCOLS FOR MOBILE NETWORK SERVICES 3key based key agreement protocols currently speci-�ed in ISO standards, for example ISO/IEC 11770-3 [18], are potentially vulnerable to partial chosenkey attacks.7. Key separation attack. Suppose entity A en-crypts something during the authentication proto-col (with entity B) using a symmetric key K. Nowsuppose that as part of a completely di�erent pro-tocol between entity E and entity A, entity E sendsdata to A that A encrypts with the same key Kand returns to E. It is possible that entity E couldexploit this lack of key separation to replace mes-sages sent during the �rst protocol (between A andB) with messages manufactured during the second(by sending chosen messages to A for encryptionusing K). Protocols are particularly vulnerable toa key separation attack if their �nal message (fromA to B say) is encrypted. In this case it may bepossible for E to replace the message sent on to Bwhile A believes that the protocol has executed cor-rectly. Note that this kind of attack is avoided if,during any subsequent protocol that requires sym-metric encryption with key K, key K is replacedby a key derived from K (by applying a pseudo-random function, for example) when used as a ses-sion key under natural assumptions on the encryp-tion scheme. In this way the key used during au-thentication is separated from the key later usedfor data encryption. Other solutions to thwart theattack are possible.8. Known key attacks. This attack applies if, in theevent that an old session key is compromised, futuresession keys can also be compromised. Known keyattacks are related to those discussed by Denningand Sacco [9] with respect to the use of timestampsto prevent message replay. Such attacks are of par-ticular concern in any environment where the prob-ability of compromise of session keys is signi�cantlygreater than that of long-term keys (see Menezes etal. [24] for further discussion).IV. Seven user-to-network protocolsWe now consider seven third generation candi-date API protocols. We indicate any minor modi-�cations to an established authentication protocolthat we have added to make it suitable for API.Note that the seven selected protocols were chosenbecause they are either established authenticationprotocols worth evaluating for our API scenario(STS and Aziz-Di�e) or recently proposed proto-cols of which we are unaware of published weak-nesses. Several other candidate authentication pro-tocols such as those recently proposed by Park [28]and Yi et al. [32] have already been found to havesigni�cant weaknesses, see Boyd and Park [7] andMartin and Mitchell [22]. A number of the proto-cols involve the use of a Trusted Third Party (TTP).The following general notation is used throughoutthe descriptions (the reader is referred to Menezes

et al. [24] for further explanation of the basic cryp-tographic primitives referred to below):g: a generator of a multiplicative groupin which discrete logarithms are hard;IDU: an identi�er of the user;IDV: an identi�er of the VASP;IDT: an identi�er of a TTP;u: private key of the user;v: private key of the VASP;rU: a random nonce generated by the user;rV: a random nonce generated by the VASP;TS: a timestamp generated by the VASP;K: a session key established between theuser and the VASP;EK(x): the symmetric encryption of x usingkey K;Ep(x): the asymmetric encryption of x usingpublic key p;h(x): the result of applying a one-way hashfunction h to input x;SigT(x): the value x signed by the TTP;SigU(x): the value x signed by the user;SigV(x): the value x signed by the VASP;cd: charging related data;py: payment initialisation data.Our descriptions of the seven protocols are neces-sarily brief and we refer the interested reader to theoriginal sources for fuller discussions of design andimplementation issues.A. The STS protocolThe Station-to-Station (STS) protocol proposedby Di�e et al. [11] is a three pass Di�e-Hellmanvariant that establishes a shared session key be-tween two parties with mutual entity authentica-tion and mutual explicit key authentication. Al-though not explicitly designed for a mobile scenario,we consider it here because it meets almost all pro-tocol goals (with the main exception of those relat-ing to initialisation of the payment scheme). Theversion we describe in Figure 1 is based on the STSprotocol described in Menezes et al. [24], with theadditional exchange of (encrypted) certi�ed publicsignature keys. The following additional notationis needed:CertU: certi�ed public signature key of the user;CertV: certi�ed public signature key of the VASP.U! V : grU (1)V : K = (grV)rUU V : grV , EKfSigV(grV ; grU)g;CertV (2)U : K = (grU)rVU! V : EKfSigU(grU ; grV), CertUg (3)Fig. 1. The STS protocol



4 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGYThe user generates a temporary public key andtransfers it to the VASP in (1). The VASP gener-ates a temporary private key and can now computethe session key K = grUrV . The VASP replies in(2) with its temporary public key, its certi�ed pub-lic signature key, and an encrypted signed copy ofboth temporary public keys. After verifying theVASP's signature, the user is now able to computeK and acknowledges this by sending the encryptedsigned temporary public keys in (3). CertU is in-cluded in the encrypted part of (3) to preserve useranonymity over the air interface. The VASP veri�esthe user's signature to conclude the protocol.The STS protocol appears to meet goals 1-8, andhas the advantage that goals 9 and 10 can be metby simply including the payment scheme initiali-sation data in the signature of the third message.Blake-Wilson and Menezes [5] observe that certainother variants of the STS protocol may not satisfygoal 5, and provide some advice on implementa-tion of the STS protocol as described in Figure 1.The main disadvantage with the STS protocol ishowever the level of computational e�ort at boththe user and VASP ends of the protocol. Partialchosen key attacks and key separation attacks aretechnically possible (but see Section III).B. The Aziz-Di�e protocolThe Aziz-Di�e protocol proposed by Aziz andDi�e [3] is illustrated in Figure 2. We need thefollowing additional notation:CertU: certi�ed public veri�cation key of user;CertV: certi�ed public veri�cation key of VASP;r0U: a random nonce generated by the user;pU: public key of the user;pV: public key of the VASP.U! V : CertU, rU (1)U V : � EpUfrVg, Cert VSigV(EpUfrVg; rU) (2)U! V : � EpVfr0UgSigU(EpVfr0Ug, EpUfrVg) (3)U;V : K = r0U + rVFig. 2. The Aziz-Di�e protocolThe Aziz-Di�e protocol is distinctive in that thecommon key K is not computed using a Di�e-Hellman variant. The protocol begins with the usergenerating a random nonce and sending it and theuser's certi�cate to the VASP in (1). The VASPgenerates a nonce, encrypts it using the user's pub-lic key and then sends this to the user in (2), alongwith a signature on both nonces and the VASP'scerti�cate. The user decrypts and veri�es the con-tents of (2). The user then generates a secondnonce r0U and forms the key K by adding this to

the VASP's nonce. Finally the user encrypts thissecond nonce with the VASP's public key and sendsthis to the VASP in (3), including a signed copy ofboth encrypted nonces. The VASP decrypts andveri�es the contents of (3) and is now also able tocompute K.The protocol appears to meet goals 1{5 and goal7. It can be easily modi�ed to incorporate the lasttwo goals since the user already signs data in thethird message. The protocol does not o�er key con-�rmation in either direction. More seriously it doesnot o�er user con�dentiality over the air interfacebecause CertU is sent in clear in the �rst message.The obvious solution, i.e. to encrypt this messagewith pU, does not guarantee con�dentiality as thesignature in the third message is vulnerable to asigner veri�cation attack.C. The revised BCY protocolThe BCY protocol was �rst proposed by Belleret al. [4] and was subsequently improved, �rst byCarlsen [8] and then by Mu and Varadharajan [27].We refer to the protocol in [27] as the Revised BCYprotocol and illustrate it in Figure 3. We need thefollowing additional notation:NV: the product of two large primes;CertU*: special user certi�cate;CertV*: special VASP certi�cate;KK: a key encrypting key established betweenthe user and the VASP.The value NV is the public key of V in the Mod-ular Square Root (MSR) public key system, seeWilliams [31], where the private key is representedby the corresponding factorisation. Encryption ofx is performed by taking the square of x modulothe public key, and decryption is performed by tak-ing square roots. In the Revised BCY protocol theMSR system is used for creating certi�cates, andthe Di�e-Hellman technique is used to establishthe common key. In particular CertU* is formedby a certi�cate authority signing the user's publicDi�e-Hellman key gu using the MSR system, andCertV* is formed by a certi�cate authority sign-ing the VASP's public Di�e-Hellman key gv to-gether with the VASP's public MSR key NV us-ing the MSR system. Both these certi�cates mustbe bound to their owners by the inclusion of theappropriate identi�er [27].The Revised BCY protocol begins with the VASPgenerating a random nonce and sending this andthe special VASP certi�cate to the user in (1). Theuser now generates a random nonce, encrypts it us-ing MSR and sends the result to the VASP in (2).The user also sends a message in (2), which includesits public Di�e-Hellman key and special certi�cate,all encrypted using the user's random nonce. The



HORN ET AL.: AUTHENTICATION PROTOCOLS FOR MOBILE NETWORK SERVICES 5U V : rV, CertV* (1)U : x = r2U (mod NV)U : KK = (gv)uU! V : x, ErU(rV; IDU; gu; CertU*) (2)V : rU = px (mod NV)V : KK = (gu)vU;V : K = EKK(rU)Fig. 3. The Revised BCY protocolVASP now decrypts the �rst part of (2) using MSRto obtain the user's nonce. Both entities now ex-tract the other's public Di�e-Hellman key from thecorresponding special certi�cate and compute KK.They each then use the result to encrypt the user'snonce in order to compute K.It would seem that an extension of the RevisedBCY protocol to meet the last two goals of Sec-tion II would involve at least one extra signatureat the user end and one extra veri�cation at theVASP end. Unfortunately, the Revised BCY pro-tocol meets very few of our protocol goals. Thereis no entity authentication in either direction, sinceanyone can play the roles of either user or VASPwithout revealing this to the other entity. Neitheris there mutual implicit key authentication, since(for example) the VASP cannot be sure that onlythe user knows rU, nor any level of key con�rma-tion. In fact only goals 2, 3 and 8 from the list inSection II appear to be achieved.The reason for the disappointing performance ofthe Revised BCY protocol against goals 1{8 is that,although designed for a similar application, it canbe deduced from [4] that the envisaged threat sce-nario is quite di�erent. The protocol emphasis ison key agreement and identity and location privacyrather than authentication. The protocol thwartspassive attackers on the air interface, but perma-nent insiders, who can tap information in real time,are not regarded as a threat. This would seemrather unrealistic since fraudulent base-stations forcertain mobile systems have been available for sometime.D. The Aydos-Sunar-Ko�c protocolAydos, Sunar and Ko�c [2] describe a protocol (theASK protocol) providing `authentication and keyagreement' for a wireless environment. Their pro-tocol uses elliptic-curve techniques for key agree-ment. For uniformity of presentation we have trans-lated the ASK scheme into the more normal Di�e-Hellman notation, where we represent the groupmultiplicatively.The ASK Protocol is as described in Figure 4.The protocol speci�cation uses the following addi-tional notation:

pU: public key agreement key of user (= gu,where u is user's private key);pV: public key agreement key of VASP (= gv,where v is VASP's private key);CertU: certi�ed public key agreement key (pU) ofthe user;CertV: certi�ed public key agreement key (pV) ofthe VASP.A shared key K� is established and used in the pro-tocol; this key will always be the same every timea particular user/VASP pair communicate. Duringthe protocol the user and VASP establish a sessionkey K which does vary from one protocol instanceto another.U V : pV (1)U : K� = (pV)uU! V : pU (2)V : K� = (pU)vU V : EK�f CertV, rVg (3)U;V : K = (K�)rVU! V : EK�f CertU, rVg (4)Fig. 4. The ASK protocolThe ASK protocol opens with a Di�e-Hellmanexchange of public key agreement keys in (1) and(2) which results in each entity being able to com-pute the shared key K�. The VASP then generatesa random nonce and multiplies it byK� to establishthe session key K. The VASP sends this nonce andits certi�cate to the user in (3), both encrypted us-ingK�. The user decrypts (3) to obtain the VASP'snonce and then computes the session key. Finallythe user sends its certi�cate to the VASP in (4),also encrypted using K�.Unfortunately, despite claims in [2], very few ofthe goals are met because of the following problems.� The VASP is not authenticated to the user be-cause the �rst and third messages could be in-tercepted and replayed by a third party (neitherthe �rst or third messages contain any informationwhich will enable the user to check their freshness).� User identity con�dentiality may be compro-mised, since the user's public key is sent in clear inthe second message. Linking protocol instances in-volving the same user will thus be straightforward,and if the public key of a user is known then usercon�dentiality is completely lost.� Because there is no freshness checking of the thirdmessage, if a session key K should ever be com-promised then known key attacks become possible.More speci�cally, it means that the user has no wayof checking the `freshness' of the session key K.� There are potential problems with the use of sym-metric encryption in the third and fourth messages.The authors suggest in [2] that a block or stream ci-pher could be used. However, given that the third



6 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGYand fourth messages involve encryption using thesame shared key, if a stream cipher is used thenknowledge of one of CertU and CertV will revealthe other, providing another threat to identity con-�dentiality.� There are no signatures used in the protocol, andhence providing non-repudiation services will re-quire protocol enhancements.The only goals which are met by the protocol wouldappear to be goals 2, 3 and 4. Extending the ASKprotocol to the last two goals of Section II will in-volve at least one extra signature at the user endand one extra veri�cation at the VASP end.E. The Zhou-Lam protocolZhou and Lam [33] describe a pair of protocolsthat respectively provide user-to-VASP authenti-cation and initialisation of a payment mechanismwithin a slightly di�erent context to the one so fardescribed. As a result of this, and of several con-cerns with details of this protocol, we provide someextra discussion here. They consider the situationwhere a user roams into a network, and wishes toboth register with this `roamed network' (involv-ing mutual authentication) and set up a paymentmechanism with this network. This is readily re-cast into the environment considered in this paperby mapping the `roamed network' into the VASP.We represent the `home network' by a TTP.The �rst of the Zhou-Lam protocols, the `Reg-istration Protocol', provides mutual authenticationbetween mobile user and VASP (with the online as-sistance of a TTP, necessary because of the use ofsymmetric cryptography). In addition, apart fromestablishing a shared session key between user andVASP, it also provides the user with a temporarysignature key, the VASP with the veri�cation func-tion for this signature key, and both user and VASPwith a temporary user identi�er. The signature keyis designed for use in the second protocol, the `Ser-vice Request Protocol', which initialises the pay-ment scheme (and can, in principle at least, be usedmany times before the Registration Protocol needsto be used again). The protocol relies on the pre-vious establishment of two `long term' keys, sharedby the user and TTP, and VASP and TTP, respec-tively.The Registration Protocol is as described in Fig-ure 5. The Zhou-Lam protocol speci�cations usethe following additional notation:KUT: a long-term shared symmetric key betweenuser and TTP;KVT: a long-term shared symmetric key betweenVASP and TTP;pU: temporary public veri�cation key for user;Req: details of the service request made by userto the VASP;sU: temporary private signature key for user;

TIDU: temporary identity for the user;Te: expiry date/time for the user's temporarysignature key.U! V : rU, IDT, EpTfrU;KUT; IDVg (1)V ! T : rV, EpTfrU;KUT; IDVg (2)V  T : 8<: EKVTfrV;TIDU;K; pU; TegSigT(TIDU; IDV; pU; Te)EKUT(rU;TIDU;K; sU; Te) (3)U V : � EKUT(rU;TIDU;K; sU; Te)h(K; rU) (4)Fig. 5. The Zhou-Lam Registration ProtocolThe Registration protocol opens with the gener-ation of a random nonce by the user. The user thensends this nonce to the VASP in (1), as well as amessage encrypted using the public key of the TTPthat includes this nonce. The VASP generates arandom nonce and sends this to the TTP in (2).The VASP also forwards in (2) the encrypted mes-sage sent by the user in (1). The TTP decrypts thisincoming message and generates a session keyK, aswell as a temporary veri�cation/signature key pairand a temporary identity for the user. The TTPthen prepares a message consisting of three compo-nents. The �rst component is a list of values thatinclude the session key, the user's temporary veri�-cation key and the user's temporary identity, all en-crypted using the long-term VASP-TTP shared key.The second component is a signature on, amongstother things, the user's temporary veri�cation key.The third component is similar to the �rst compo-nent, except that it is encrypted using the long-termuser-TTP shared key, and replaces the temporaryveri�cation key of the user with the temporary sig-nature key of the user. The TTP sends all threecomponents to the VASP in (3). The VASP de-crypts the �rst component and extracts K, veri�esthe second component and forwards the third com-ponent to the user in (4). The VASP also sends in(4) a hash of the session key and the user's nonce.The user decrypts the component, extracts K andveri�es the hash.Note that, as pointed out in [33], for billing pur-poses the TTP needs to retain the map between theuser's permanent identity and the temporary iden-tity TIDU. The Service Request Protocol is thenas speci�ed in Figure 6.U! V : � TIDU, Req, cd, pySigU(TIDU, cd, py) (5)U V : h(K, Req) (6)Fig. 6. The Zhou-Lam Service Request protocolThe Service Request protocol consists simply ofa message (5) from the user to the VASP that in-



HORN ET AL.: AUTHENTICATION PROTOCOLS FOR MOBILE NETWORK SERVICES 7cludes a request for service and a signature on theuser's temporary identity and charging/paymentinitialisation data. The VASP veri�es this signa-ture using the user's temporary veri�cation key andreturns in (6) a hash of the session key and the ser-vice request. The user veri�es this hash to concludethe protocol.We start our analysis of these two protocols bynoting some anomalies in the protocol speci�ca-tions.� The encrypted string sent from user to TTP viathe VASP at the start of the Registration Protocolis asymmetrically encrypted rather than being en-crypted using KUT because the TTP will not knowthe user's identity in advance. The encrypted stringis the only means by which the TTP can identifythe user. However, the only user-speci�c informa-tion in this string is the shared key KUT, and thismay not be a convenient way for the TTP to iden-tify the user. Moreover if KUT is used in this way itis serving two di�erent functions, i.e. to identify theuser and to con�rm the origin of data. For thesereasons it would be better to explicitly include IDUin the encrypted string sent from the user to theTTP via the VASP.� There is an implicit assumption that the asym-metric encryption function provides inherent `bind-ing together' of data items. I.e. it is necessary forthe security of the protocol that an interceptor can-not manipulate an encrypted string to produce an-other one with a predictable decryption, even ifpart of the plaintext is known. This assumptionholds for some public key encryption schemes suchas RSA, as long as all the data �ts in one `block',but it is not clear that it is guaranteed for all suchschemes.� It is also implicitly assumed that the symmetricencryption used to protect data sent from TTP touser via the VASP provides data integrity and ori-gin authentication as well as con�dentiality. If itdoes not, a malicious active interceptor might, forexample, be able to persuade the user to accept adi�erent key K. This combination of con�dential-ity and integrity protection is not easy to achievein practice, and will typically require the computa-tion of a MAC on the data using one variant of thekey, followed by data encryption using a second keyvariant (see also recent work by Gligor and Donescu[14] and Jutla [20], who propose new modes of op-eration of block ciphers that claim to provide bothcon�dentiality and message integrity).� The value of the signed string sent from the TTPto the VASP in the Registration Protocol is un-clear. Although it is intended to commit the TTPto the temporary identity TIDU and the temporaryveri�cation key pU, problems arise because thereare no guarantees regarding the `freshness' of thesigned string. The TTP could issue the same signedstring (and the same temporary identity and sig-

nature/veri�cation key pair) to a number of usersof a single VASP. When the VASP presents signedcommitments for payments by these users, the TTPcould falsely refuse to honour them on the groundsthat he only issued the signed string once. Thisproblem could be avoided by requiring the TTP toinclude the nonce rV inside the signed string it sup-plies to the VASP.The Registration Protocol does not provide en-tity authentication of user to VASP, but this serviceis not strictly necessary within the registration pro-cess itself, since the subsequent receipt of messagessigned using the user's temporary signature key (inthe Service Request Protocol) will implicitly provethe user's presence during the registration process.There is no need for exchange of certi�ed publickeys in this protocol. Joint key control is not pro-vided as the key K is selected by the TTP. Thereis the possibility of a limited content veri�cationattack on the signed string sent from the TTP tothe VASP, since an interceptor will know all thesigned data except for the user's veri�cation keyand its expiry date. Time-memory tradeo� attacksare possible on the hashed value sent from VASPto user in the Service Request Protocol (since theparameter Req may only take a few di�erent val-ues), which implies that the key K should containenough bits (e.g. 128 or more) to resist such attacks.F. The Boyd-Park protocolThe Boyd-Park protocol proposed in Boyd andPark [7] is illustrated in Figure 7. The Boyd-Parkprotocol speci�cation uses the following additionalnotation:pV: public key of the VASP.U! V : EncpVfIDU; rUg (1)V : K = h(rU; rV)U V : rV, EKfrUg (2)U : K = h(rU; rV)U! V : SigUfIDV; h(rV;K)g (3)Fig. 7. The Boyd-Park protocolThe Boyd-Park protocol begins with the usergenerating a random nonce and sending it to theVASP in (1), encrypted using the public key of theVASP. The VASP decrypts this message, generatesa random nonce of its own, and computes key Kby hashing these two nonces together. The VASPthen sends its nonce to the user in (2), includingthe user's nonce encrypted using K. The user cannow also compute K, con�rming it by decryptingthe second part of (2). Finally the user signs amaessage that includes a hash of the VASP's noncetogether with K and sends this in (3) to the VASP.



8 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGYThe VASP veri�es this signature to conclude theprotocol.The Boyd-Park protocol is interesting because itdoes not use a Di�e-Hellman variant to establishthe common key. Rather, the key is a hash of ran-dom nonces selected by the user and the VASP, withonly the nonce of the user being a secret value. Inthis respect the key is very e�cient for both enti-ties to compute. The Boyd-Park protocol appearsto satisfy all the goals except for goal 2, the ex-change of certi�ed public keys, and the last twogoals. The last two goals can easily be met be-cause the Boyd-Park protocol involves a signaturein the third message from user to VASP. Meetinggoal 2 is less straightforward because, although theuser can easily send its encrypted certi�cate to theVASP in the �rst message, the user needs the pub-lic key of the VASP to encrypt this message. Thusto meet all the goals the Boyd-Park protocol mustinvolve an additional initial pass in which the userobtains, and veri�es, the public key of the VASP.The Boyd-Park protocol is vulnerable to a signerveri�cation attack, but in [7] it is suggested thatthis can be prevented by the use of ElGamal signa-tures (or suitable variants).G. The ASPeCT protocolThe ASPeCT protocol was developed by the Eu-ropean Commission ACTS project ASPeCT [1] andversions of the protocol have previously appeared inHorn and Preneel [16] and Martin et al. [23]. Theprotocol that is shown in Figure 8 is explicitly de-signed as an API protocol. The following additionalnotation is used:IDT the identi�er of the user's CA;CertU: certi�ed public signature key of user;CertV: certi�ed public key agreement key (gv)of the VASP;h1; h2; h3: one-way hash functions (see [16] fordetailed requirements).U! V : grU , IDT (1)V : K = h1(rV; gvrU)U V : rV; h2(K; rV; IDV), cd, TS, CertV (2)U : K = h1(rV; grUv)U : H = h3(grU ; gv; rV; IDV; cd, TS, py)U! V : EKfSigU(H), CertU, pyg (3)Fig. 8. The ASPeCT protocolThe ASPeCT protocol also establishes the ses-sion key K = h1(rV; gvrU) using a variant ofDi�e-Hellman that is based on the private key ofthe VASP and a random nonce generated by theuser. The user commences by generating a randomnonce, uses it to compute a temporary public key,and sends this to the VASP in (1), along with an

identi�er of the TTP that can verify the user's cer-ti�cate. The VASP generates a random nonce andcomputes key K. In (2) the VASP sends a certi-�ed copy of his public key, details of the chargingdata, a timestamp (for later use in the paymentprocess), its random nonce and signi�es knowledgeof K by sending a copy of it hashed with its ran-dom nonce and identity. On receipt of (2) the usercan now also compute K. The user replies in (3)by encrypting a signed hashed copy of a numberof protocol variables and his certi�ed public signa-ture key. The signature provides non-repudiationon the billing data, satisfying the last goal in Sec-tion II. The VASP decrypts the message received in(3) and veri�es the signature to conclude the pro-tocol.The ASPeCT protocol meets all the required APIgoals (see [16] for a detailed justi�cation). We notethat signer and content veri�cation attacks are pre-vented by encryption of the signature in the thirdmessage. The inclusion of an identi�er for theVASP and a random value in the hash of the sec-ond message prevents source substitution attacksand practical time-memory tradeo� attack to �ndK. As the key K is equal in two di�erent proto-col runs with negligible probability, the ASPeCTprotocol is not vulnerable to codebook attacks todetermine K. The protocol is potentially vulnera-ble to partial chosen key and key separation attacks(but see Section III).V. Comparison of protocolsIn this section we make a short comparison be-tween the candidate protocols.A. Cryptographic methodsThe cryptographic technology required in mostof the seven protocols is very similar. In all theprotocols except Aziz-Di�e, Zhou-Lam and Boyd-Park, the shared session key established betweenuser and VASP is computed using a variant ofDi�e-Hellman. All the protocols except Aziz-Di�erequire a symmetric encryption algorithm. To sat-isfy the last two goals all the protocols will at leastrequire the user to perform digital signatures. Boththe Zhou-Lam, Boyd-Park and ASPeCT protocolsalso use a one-way hash function. The RevisedBCY protocol is unique in requiring the use of theMSR public key system. The most signi�cant cryp-tographic di�erence between all of these protocolsis probably the fact that the Zhou-Lam protocol isthe only one that is almost entirely symmetric keybased, and requires shared symmetric keys to havealready been established and maintained betweenuser and VASP, and VASP and the TTP.



HORN ET AL.: AUTHENTICATION PROTOCOLS FOR MOBILE NETWORK SERVICES 9B. Procedural and communication issuesSome slight di�erences exist in the protocol pro-cedures. The �rst pass of the Revised BCY andASK (and potentially Boyd-Park) protocols is fromthe VASP, while in the STS, Aziz-Di�e, Zhou-Lamand ASPeCT protocols it is from the user. Theuser-to-VASP scenario requires the user to initiatethe session somehow, and so it makes some sensefor the user to start the protocol, although this isnot such an important point. More signi�cant isthe fact that the Revised BCY protocol only in-volves one pass in each direction between user andVASP, whereas the other protocols have three orfour passes. In this respect the Revised BCY, al-though it fails to achieve several of the protocolgoals, is the most e�cient of the protocols.It is worth commenting that in the ASPeCT pro-tocol, and in all the envisaged extensions of theother protocols to include payment initialisation,the actual payment protocol is decoupled from thisinitialisation process. By contrast, the Zhou-Lamprotocol links initialisation and payment together,both decoupled from the authentication mecha-nism. The relative merits of these two techniquesvery much depend on the likely time period overwhich a series of VAS requests can be made with-out a subsequent re-running of the initialisationprocess. The decoupling arrangement of the proto-cols discussed here is more favourable if the lifetimeof temporary public keys is very short, or a seriesof VAS requests are made to one VASP within ashort time period which can all be based on thesame initialisation data. The alternative decou-pling arrangement may be attractive in situationswhere temporary keys have slightly longer lifetimes,and only one authentication and key establishmentbased on them is needed in advance of a number ofpayment requests.Finally note that, by use of public key techniques,all protocols but the Zhou-Lam protocol avoid theneed for communications between the VASP andthe TTP at the time the user establishes its initialrelationship with the VASP (unless the appropriatecerti�cates are not in place). The Zhou-Lam pro-tocol's need for routine communications with theTTP involves a signi�cantly increased load on thenetwork.C. Meeting the goalsTable I summarises how the seven protocols(listed from left to right in order of presentationin Section IV) meet the goals of Section II. Forgoals 9 and 10, an entry (?) indicates that the pro-tocol is easily modi�ed to meet the goal, and +?indicates that the protocol can be modi�ed to meetthe goal, but involves at least one extra signature(one extra pass in the case of the Boyd-Park pro-tocol). See Section IV-E for comments on how well

the Zhou-Lam protocol meets goal 1.TABLE IGoals achieved by each of the protocolsGoals Protocolachvd SS AD RB AK ZL BP AT1 ? ? (?) ? ?2 ? ? ? ? ? ?3 ? ? ? ? ? +? ?4 ? ? ? ? ? ?5 ? ? ? ? ?6 ? ? ? ?7 ? ? ? ? ?8 ? ? ? ? ?9 (?) (?) +? +? ? (?) ?10 (?) (?) +? +? ? (?) ?From Table I we see that only the STS, Boyd-Park and ASPeCT protocols meet all the speci�edgoals. Further, two of the protocols, the RevisedBCY and ASK protocols, fail to meet at least threeof the goals, including the goal of mutual entityauthentication.D. Computational loadsIn Tables II and III we compare the computa-tional load of the seven protocols. In the �rst rowwe measure the number of pre-computable expo-nentiations, while the number of online exponentia-tions are counted separately in the second row. Thenumbers of generic public key encryptions and de-cryptions are given in the third and fourth rows re-spectively; these may well involve exponentiations,but we count them separately when the public keyalgorithm has not been explicitly speci�ed. Like-wise the numbers of signatures and veri�cations arerespectively indicated in the last two rows. Brack-eted entries in Tables II and III indicate �guresunder the assumption that these protocols havebeen extended to o�er initialisation of the paymentmechanism and non-repudiation of the initialisationdata, in some cases through the addition of one dig-ital signature by the user, and one veri�cation bythe VASP. TABLE IIProtocol computational load at the user endUser ProtocolComp. SS AD RB AK ZL BP ATPrEx 1 0 0 0 0 0 1Ex 1 0 1 2 0 0 1PKE 0 1 0 0 1 1 0PKD 0 1 0 0 0 0 0Sig 1 1 (1) (1) 1 1 1Ver 2 2 1 1 0 (1) 1The results in Table II show that the most com-



10 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGYputationally e�cient protocol is the symmetric keybased Zhou-Lam protocol. The Revised BCY pro-tocols involves one (pre-computable) exponentia-tion less than both the ASK and ASPeCT proto-cols, but with respect to ASPeCT achieves this atthe cost of failing to meet several of the requiredgoals. Of the three protocols that meet all the goalsof Section II, the Boyd-Park protocol involves theleast computational e�ort at the user end. Howeverit achieves this at the expense of requiring an ex-tra protocol pass. Of the other two, the ASPeCTprotocol involves one veri�cation less than the STSprotocol. This gain is also accentuated by the factthat the shorter signature lengths of some ElGamal-type signatures (DSA [13] and elliptic curve vari-ants, for example) make them preferable to RSA-based signatures for implementation on a smart-card, and that these come at an approximate com-putational cost of one pre-computable exponentia-tion for signing, and two exponentiations for verify-ing (see Menezes et al. [24]). Of course, the lengthadvantage of certain discrete logarithm signaturesover RSA signatures disappears if signatures withmessage recovery are used. However, such signa-ture schemes are outside the scope of this reviewand their use has not been proposed with any ofthe cited protocols. Thus the approximate numberof exponentiations in a run of the STS protocol is7 (2 pre-computable) versus 5 (2 pre-computable)for ASPeCT, and 4 (one pre-computable) for Boyd-Park, assuming RSA is used for encryption. TheAziz-Di�e protocol has a similar user overhead tothe STS protocol, but does not provide all protocolgoals. TABLE IIIProtocol computational load at the VASP endVASP ProtocolComp. SS AD RB AK ZL BP ATPrEx 1 0 0 0 0 0 0Ex 1 0 1 2 0 0 1PKE 0 1 0 0 0 0 0PKD 0 1 0 0 0 1 0Sig 1 1 0 0 0 0 0Ver 2 2 (3) (2) 2 (2) 2Although less practically signi�cant at the timeof writing (but see comments in Section I), theVASP computational e�orts are given in Table III.The balance between user and VASP e�ort in eachprotocol is worth noting. The STS, Aziz-Di�e,ASK and Boyd-Park protocols have very similaruser and VASP e�orts. The Extended BCY andZhou-Lam protocols both appear to have succeededin reducing the user computation with respect tothe VASP. The ASPeCT protocol appears at �rstglance to involve more computation at the user end;however if ElGamal-type signatures are used thenthe e�ort becomes marginally less at the user end.

E. Message lengthThe techniques for keeping the lengths of pro-tocol messages as short as possible are often out-side the scope of the protocol descriptions them-selves. For the ASPeCT protocol, it is suggestedin Horn and Preneel [16] that the user generatessignatures using an elliptic curve based AMV sig-nature as speci�ed in ISO/IEC FDIS 14888-3 [19].The ASPeCT protocol has also been implementedusing a streamlined certi�cate format [16]. Similarprocedures could easily be adopted for most of theother protocols.VI. Concluding remarksWe have provided a clear set of goals for a thirdgeneration mobile system API protocol. We listedsome generic attacks against such protocols; thepossibility of these attacks has inuenced the de-sign of the ASPeCT protocol, and more generallyprovides a reference point for future protocol de-sign.Using our de�ned goals, the suitability of sevencandidate API protocols was considered. Four ofthese are shown to have signi�cant shortcomings.Three of these are largely through the failure tomeet all of our protocol goals. A fourth protocol,the Zhou-Lam protocol, largely fails because, al-though it compares very favourably with the otherprotocols in terms of computational load, it imposesan increased load on the network because of theneed for routine communications with a TTP. Ofthe three protocols that meet all the protocol goals,the STS protocol was not designed explicitly forsuch a mobile application and as a result has ratherlarger computational overheads than are necessary.The Boyd-Park protocol seems to be the most com-putationally e�cient at the user's end, but requiresthe most communication passes. The ASPeCT pro-tocol was purposely designed for API applicationand like the Boyd-Park protocol, appears to com-pare well very favourably with the prior art.We acknowledge the cooperation and assistanceof all members of the ASPeCT project and in par-ticular express thanks to Peter Howard, Bart Pre-neel and Konstantinos Rantos, for informative dis-cussions and comments.References[1] Advanced Security for Personal Communications Tech-nologies.http://www.esat.kuleuven.ac.be/cosic/aspect/[2] M. Aydos, B. Sunar and C� .K. Ko�c. An elliptic curvecryptography based authentication and key agreementprotocol for wireless communication. Presented at the2nd International Workshop on Discrete Algorithmsand Methods for Mobility (DIAL M 98), Dallas, Texas,October 1998.[3] A. Aziz and W. Di�e. Privacy and authentication forwireless local area networks. IEEE Personal Commu-nications, First Quarter:25{31, 1994.[4] M.J. Beller, L.-F. Chang and Y. Yacobi. Privacy andauthentication on a portable communications system.
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