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Convergence is a word that promises much for the PC and mobile
telecommunicdions industries. However, it aso a word that shoud worry us al
because of the potential seaurity implicaions.

We have dl become used to the alvantages and disadvantages of the opennessof the
PC platform. We use software appli caions from a huge number of different sources,
withou even thinking abou it. We have an enormous amourt of control over our
own PCs, including the aility to chocse exadly which software we run. This has
huge alvantages in terms of flexibility, and also helps creae alarge and vibrant
market in PC appli cations.

However, this openness aso kbrings with it major problems. Malicious ftware of
many kindsis common, and is a mnstant threa to system integrity. Thisisto alarge
extent true because of the very opennessthat we value. Not only do we have the
ability to run software of possble unknavn origin, bu even ou ‘well trusted’
applicaions, e.g. web browsers, alow us, even encourage us, to permit web sites to
download and exeaute gplets on ou PCs. In most cases we, the PC users, have no
way of knowing whether we shoud trust the originators of such software, and so we
simply accept the software in arder to get the functionality we want. No wonder we
have so many security problems!

The traditional mobile phore is rather a different beast. In the past, the software
within such devices has been fixed, and the aili ty to reprogram such phones has been
very limited. For example, we might be &le to change the ring tone, bu nothing of
any red importance

Convergence means that mobil e phores will soon have functions we exped of a PDA
and more, whether we like it or not. This, in turn, suggests that our phore will
gradually come to resemble aPC. Of course, this brings enormous potential benefits.
We will be @le to customise our phoresin al kinds of ways, including downloading
applicaions from alarge variety of different sources.

This initially seems very appeding; however, do we redly want a phore which will
be prone to virus infection and which will need reboding at regular intervals?
Indeed, which is more important — flexibility and opennessor reliability? Moreover,
once the flexibility arrives, and it appears to be hard to resist, how will we get back
the reliability and simplicity we have mme to exped? Of course, ore solution would
be to allow our mobile phore manufadurer to dedde for us which code shoud be
exeauted on ou device. However, the network operators, and also many users, are
unlikely to be happy with such a situation. Equally, the network operator could
manage dl such iswes, bu this would be unlikely to be welcomed by the
manufadurers.

The MEXE (Mobile Station Application Exeaution Environment) initiative has been
designed to help reduce the potential chaos associated with downloading new
software into ou mobile devices. The am of MEXE is to provide a seaure
standardised environment for exeauting applicaions. That is, MEXE will
automaticdly control which applicaions are permitted to exeaute on your mobile
device The integrity and aigin o pieces of code ae guaranteed by digita
signatures, the validity of which are dhedked using ‘roat’ pullic keys embedded in the
phore (abit li ke the root pulic key embedded in your PC web browser).



However, problems remain with MEXE. It remains to be seen how widely adopted
MEXE will become. Moreover, the effectiveness of MEXE in preventing the spread of
malicious code aso remains to be tested.

One possible source of problems is the MEXE security architecture itself. MEXE tries
to keep both phone manufacturers and operators happy by providing two separate
‘environments’ on the phone for code approved by manufacturers and operators
respectively. A third environment, for third party approved code, aso exists. The
precise privileges associated with the three domains varies slightly. Whether such an
architecture is sufficiently flexible to meet user needs, and yet sufficiently restrictive
to prevent large scale malicious code problems, remains to be seen.

What is clear is that, in the future, there will be a constant tension in many different
application domains between requirements for robustness and reliability and
requirements for openness and flexibility. Exactly similar problems arise not just for
mobile phones but in completely different areas such as motor vehicles, where there
are growing possibilities for flexible reprogramming of engine management systems.
Not only do issues of reliability arise, but magor regulatory problems are aso
looming. The ‘soft world’ has plenty of security surprisesfor us yet!



