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Abstract— To offer location-based services, service providers  This paper introduces a mechanism designed to enable the
need to have access to Location Information (LI) regarding the end user to take advantage of the convenience of location-

users which they wish to serve; this is a potential privacy threat. 5564 services, and yet also control the way LI is used,dstore
Constraints, i.e. statements limiting the use and distribution of LI, and distributed’ !

that are securely bound to the LI, have been proposed as a means g . . )
to reduce this threat. However, constraints may themselves real We begin by introducing constraints [3]. The use of con-
information to any potential LI user — that is, the constraints  straints is a technique which allows a user to dictate theiway
themselves may also be a privacy threat. To address this problem \yhijch LI is managed. We look at some of the disadvantages of

we introduce the notion of a LI Preference Authority (LIPA). ; ; ; ;
A LIPA is a trusted party which can examine LI constraints Fno?;tsra;g?e\:lhmh motivate the design of the scheme prapose

and make decisions about LI distribution without revealing the ) )
constraints to the entity requesting the LI. This is achieved e next look at the security requirements for methods to

by encrypting both the LI and the constraints with a LIPA  enable control of, and privacy for, LI. With this in mind, the

e.ncryp.tion key. This ensures that the LI is only revealed at the notion of a Location Information Preference Authority (AP

discretion of the LIPA. is introduced. A LIPA is essentially a trusted party whiclipse
Index Terms— Location-based services, constraints, trusted control the distribution of LI and accompanying constrairti

third party, security model, privacy. is distributed to service providers in the form of an ‘LI toke
The LI token includes LI securely bound to its constraints.
I. INTRODUCTION The LI and constraints are also encrypted using the LIPAs

As the potential for services provided by mobile phondgublic key, ensuring that unauthorised entities cannottisise
advances [1], it may no longer be appropriate to call sudhformation.
devices mobile phones. Mobile phones already provide farWe then look at how the LIPA mechanism may be used to
more than the voice communications for which they wer@ddress problems with constraints, LI control, and privacy
originally designed. Text messaging and video download are

just two examples of the range of services which are now Il. PREVIOUS WORK
available to the consumer. We therefore use here the more _ ] ) ]
general term ‘mobile device’. In previous work, a variety of different aspects of security

Amongst the features currently available in mobile devicd@r location-based services have been considered. Egistin
are location-based services. Location-based servicesatsay Schemes for LI privacy are in many cases geared towards
be provided to devices which are not mobile, such as deski@? available wireless technology architectures. Theske:de
PCs. We thus refer here to ‘user devices’, which include botREE 802.11 [4] networks, mobile IP [5] and GSM net-
mobile and non-mobile devices. We can then define a locatioMorks [6].
based service as a service based on the location of a usé¥lyles et al. [7] describe constraints which may be used
device [2]. In order to facilitate the provision of such aee, to control the distribution of location information, altingh
it is necessary that LI is made available to one or more estiti they do not describe cryptographic protection mechanisms t
this is at the root of the privacy issues with location-basgfovide privacy. A user registers their privacy requiretsen
services. with a location server, referred to as LocServ. Entitiesaolvhi

To provide a location-based service, it may be necessaffiuire location information make requests to the LocServ,
for LI regarding the user to be passed to an entity with whoRfoviding their own privacy policies. Based on this, the
the user has little or no basis for a trust relationship. It is0¢Serv can then make a decision whether or not to provide
unreasonable, however, for a user to be forced to allow lgcation information. This mechanism does not provide any
LI to be provided to any entity which requests it, since thigeans for entities to pass on information to other entities.
would leave the end user with no control over its LI, which Auraetal. [8] investigate authenticated location information
is, of course, personal information. It is also unreasométi in the Mobile IPv6 protocol. Aurzet al. see authenticated

a service provider to freely distribute the LI of a user toesth location information as a defence mechanism against false
entities without permission. routing information, which could lead to other forms of aka
o _ _ . ~ The subject of authentic location information is also dssad
Anand S. Gajparia and C_hrls J Mitchell are with the InformatSecurity  jn [g] The discussion in this latter paper concerns thetlona
Group, Royal Holloway, University of London, Egham, Surrgk. f GSM devi Th L . | . b d
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cations Research Laboratory, Bristol, UK. access control mechanisms and the inclusion of LI in audit



logs. By contrast, the primary objective of this paper is the A GPS receiver is an example of part of an LI gatherer,
privacy of personal location information. as it obtains location data. An entity in a GSM network
The Internet Engineering Task Force (IETF) geopriv work-  which keeps signalling data for a UD is also an example
ing group is developing a general model for the protection of of part of a LI gatherer. Although a GSM network does
location information [10]. This model is primarily conceih not normally pass on this LI (except in certain special
with securing the Location Object (LO), which encompasses cases), it certainly possesses such information, and could
location information and other necessary information \Wwhic in an appropriate environment, be a valuable source of LI
may include constraints. They describe a general modellwhic ~ for commercial use. Other examples of methods used to
addresses the security requirements for such an object, en- generate LI can be found in [11].
compassing a variety of scenarios. Our LIPA model looks at ae Regulator/Legal authority. This is an entity which ex-

specific scenario for a generally distributed LI token coritey erts legal or regulatory control over the management and
constraints and LI. use of LI. This includes telecommunications regulators,
data privacy authorities, law enforcement bodies, and
I11. LI, CONSTRAINTS AND THEIR LIMITATIONS auditors.
A. LI entities B. Privacy and LI
Below are descriptions of the entities in our simple model |t is pecoming increasingly difficult to keep personal in-
of a system in which LI is used [3]. formation private [12]. It does not help that users have a

« Location Information (LI). This is data which provides variety of incentives to surrender it. Shoppers frequentg
information regarding an LI subject’s location. LI mayloyalty cards in exchange for a variety of benefits. Using¢he
occur in many forms. In general, we can divide LI intaards, information regarding times at which users shop,}twha
two types, namelynferred LI and Actual LI. Actual LI they buy, and where they buy from, may be recorded [13].
refers to a directly calculated geographical locationsThin this case, shoppers typically have the option of denying
type of data indicates, to some degree of accuracy, thecess [14] to such information by simply not using these
physical location of an LI subject. Inferred LI is, byloyalty cards. However, once a customer decides to use a
contrast, obtained by implication. For example, if a user Ieyalty card, restricting access to any information gagder
present on a network, this implies that they are likely to bigom it becomes difficult. This problem applies to all fornfs o
within an certain vicinity, although no specific calculatio personal information, including LI, and does not only apply
of geographical LI has taken place. to loyalty cards.

o LI subject. An LI subject is the entity about whom Almost certainly the main LI security issue is the potential
location information is being gathered, managed arwteach of privacy arising from the transmission of LI to Bes
used. This entity is most commonly a human user.  not trusted by the LI subject. It is important to note that

« Location-Based Service (LBS)This is a service baseda breach of user privacy only occurs when the relationship
on LI, e.g. a vehicular navigation service. between the identity of the LI subject and the LI can be

« Location Information Preference Authority (LIPA).  established. Anonymous communication, where a user may
This entity, discussed in more detail in Section 1V, actgse a resource or service without disclosing its identity, o
like a trusted party on behalf of the LI subject. Thereommunication using a pseudonym, where a user may use a
may exist many LIPA entities, where the LI subject willkesource or service without disclosing its user identityydan
typically be able to choose its preferred LIPA. Wheretill be accountable for that use, could overcome this @bl
an LI subject device has the capability, this device couldowever, in many cases, e.g. for billing, it is difficult to
itself act as the LIPA. use anonymous or pseudonymous communication. Moreover,

» Malicious Party. This is an entity with malicious intent. whilst many proposals for protecting location privacy rely
A malicious party may act as a threat to the confidemnonymisation of the LI subject, this does not seem as if it
tiality, integrity or availability of LI for one or more LI will be a solution of general applicability — many, concdilya
subjects. most, location-based services will require the serviceigey

« User Device (UD).This entity is a device with which the using LI to be able to associate the information with a
LI subject may interact, e.g. to invoke a location-baseghrticular LI subject. Thus we throughout assume that the
service. Such a device may either be static, e.g. a dgskithorised) user of LI is permitted to learn the assoaiatio
top computer, or more typically mobile, such as a mobileetween the LI and the LI subject.
phone or Personal Digital Assistant (PDA). It is, in fact, Another privacy issue is analogous to the problem of ‘spam’,
this device regarding which LI is generated rather thare. the receipt of unsolicited messages. This alreadyase
the user him/herself, since there is typically no way thuge problem in email systems [15], and has also started to
directly measure the location of individuals. Thus thibecome an issue in other domains, e.g. mobile text messaging
entity is a key part of the model. This is a problem which may also migrate to location-based

« LI gatherer. This is an entity which gathers or possesseservices and thereby become even more intrusive. For exam-
LI about an LI subject and then creates an LI token usirge, service providers wishing to advertise their servide]
this information. The LI token is discussed further iimay use LBSs to send unsolicited messages to LI subjects in
section V. a given area.



To resolve these issues, LI should only be provided tehich we call a Location Information Preference Authority

entities authorised by the LI subject.

(LIPA). The LI gatherer is assumed to be in possession of

the list of preferred LIPAs for each LI subject for which it

C. Constraints

generates LI. This is an indication of the LIPAs trusted by th

. ) . LI subject. The LI gatherer must be trusted by the LI subject
Constraints are simply statements, bound to LI, which may 4ct according to its wishes.

be used to help control the use, storage and distributiohief t
LI [3].

An LI subject may, for example, want to limit the period
of time an entity stores their LI. This will prevent entities
collating data to provide information about the LI subject’
travel habits. Storage time may be limited either by stating
in the constraints the amount of time that the LI may be
kept from a specified start point, or by stating a point in
time after which the LI must be deleted. In the first case,
the start point may be indicated by including a time stamp in
the constraints, e.g. the time at which the LI was generated.
However, as previously discussed in [3], placing a time gtam
in the constraints allows receiving entities to learn thaeti
at which LI was generated, and so the time when the LI
subject was at a particular location. By contrast, a medamani
stating the time when the LI expires will limit the informetti
revealed, as the time at which the LI subject was at a location
cannot be precisely determined.

Limiting the distribution of LI ensures that LI is only sent
to entities authorised by the LI subject. Restrictions on LI
distribution may be specified either by stating the entititb®
are authorised to receive the LI, or by listing the entities
not authorised to receive the LI. However, statements about
permitted distribution give a receiving entity knowleddmat 3
relationships between the LI subject and other entities. Fo
example, it enables entities to know which other entities ar
trusted by the LI subject and those which are not.

LI use may be restricted by stating how LI is or is not to be
used. For example, an LI subject may only want their LI used

for navigation purposes, and the constraints could stage th 4)

Conversely, the constraints could contain a negative rattée
indicating that, for example, the LI is not to be used for
advertising purposes. These types of statement also grovid
information about the preferences of an LI subject, i.eythe
are themselves a potential breach of user privacy.

Thus, providing information about how LI is to be managed
allows personal information to be divulged. This is because
the preferences of an LI subject are themselves personal
information. Thus, in order to fully protect user privacy,
the statements in the constraints must somehow be enforced
without divulging the contents of the constraints to the LI
consumers.

IV. A MECHANISM TO PROVIDE SECURITY FOR
CONSTRAINTS

In this section the LIPA-based mechanism, providing pri-

1) LI gathering. The first step in our mechanism involves

the provision of LI by the gatherer. The LI gatherer

may be at any location, including in the UD itself. The

LI gatherer may obtain LI in response to a request by
an LBS provider or an LI subject, or it may constantly

collect LI for a large number of LI subjects.

2) LI token generation. The LI gatherer then creates what

we refer to as an LI token. This includes both LI and
accompanying constraints. The LI and constraints are
encrypted by the LI gatherer using the public key of the
LIPA. This ensures that only the LIPA is able to view
this information. Also contained within the scope of the
token is information which helps to identify both the
LI subject and the LIPA, together with a unique token
identifier. The LI token includes the signature of the LI
gatherer, guaranteeing the integrity of the LI token. This
also provides evidence to receiving entities regarding the
identity of the LI gatherer. An LI gatherer may generate
several tokens for the same LI, e.g. if an LI subject
uses two or more LIPAs. There is also provision for the
inclusion of an optional public key certificate for the LI
gatherer’s public key.

) LI token distribution. When Ll is required, an LI token

is provided to the LBS provider wishing to use the LI
for service provision. This could occur in a variety of
ways, e.g. by using third party LI token repositories, by
sending the LI token via the UD, or by direct transfer
from the LI gatherer to the service provider.

LI token verification and decryption. Once an LBS
provider wishing to use LI receives an LI token, it must
submit it to the appropriate LIPA. From the LI token
the LBS provider can establish the identity of the LI
subject, the identifier for the LI token and the identity
of the LIPA, but not the LI or constraints since they are
encrypted.

Upon receiving the LI token, the LIPA verifies the
signature, then decrypts the LI and the constraints, and
checks if access to this LI is permitted for the requesting
LBS provider. If access to the LI is permitted by the
constraints, the LIPA returns the LI, the date/time of
expiry of the LI, and the identifier of the LI token, all
encrypted with the public key of the LBS provider, and
signed by the LIPA. If permission is denied, a message
stating this, together with the identity of the LI token,
is returned to the LBS provider.

vacy control for LI and associated constraints, is desdribe |N€re are numerous ways that the LIPA may generate income
for the provision of its service. The LIPA may charge for each

request for LI which it receives, or each successful regioest

LI, i.e. when LI is sent to a LBS provider by a LIPA. Also,
In order to ensure that the information held within the corbiling may be per LI token or per individual request. The

straints remains private, we propose the use of a trustay pantities which could potentially be billed for the LIPA sae

A. Overview of the mechanism



are the LI subject and the LBS provider. Billing the LI sultjecsignature (not providing message recovery) computed cm dat
may result in a scenario where LBSs could request LI frostring X using the private key of entityd; ex represents
the LIPA, which will charge the LI subject whether or nothe public encryption key of entityX; X||Y represents the
the LBS provider gives any service to the subject, and thisgencatenation of data iten?§ andY’; L represents the LIPA;
clearly not a desirable scenario. Alternatively, billifgetLBS S represents the LI subject;y represents the LI gatherer;
provider appears a more appropriate solution since the LBS represents an identifier for entity{, e.g. I denotes an
provider can potentially recover the cost of obtaining tHe Lidentifier for the LI gathererG; Certs is the public key
by including it in the charge for services provided. certificate of the LI gatherer];..] represents an optional data
The LI gatherer (unless it is the LI subject him/herselfitfem.
will also typically require a means of obtaining payment for The LI token is divided into four parts: the encrypted part,
providing LI tokens. However, the LI gatherer may have nthe plaintext part, the digital signature, and the (optipna
obvious party to charge except for the LI subject. In casgsiblic key certificate of the LI gatherer. The encrypted isect
where the LI gatherer provides LI tokens for use by LB®ontains thel.l and the constraints). These are encrypted
providers not providing services to the LI subject, this igsing the public key of the LIPAg;,. This ensures that entities
probably unviable. Another possibility might be for the BIP other than the LIPA cannot see this information. The plainte
entities to pass on a percentage of charges they make to L8t consists off;, Is, TokenID and I. The identifierly
providers to the LI gatherers. identifies the LIPA whose public key has been used to encrypt
the LI and the constraints. This enables any entity wishing t
gain access to the contents of an LI token to determine which
LIPA it can be requested from. This identifier could take a
This section describes the requirements on the entitiggriety of forms, e.g. a URL or an IP address. The identifier
involved in use of the mechanism. Is allows any entity to identify the LI Subject to which the
The LI gatherer is the entity responsible for creating LI. It| in the token relates. This identifier may be a pseudonym.
must possess a signature key pair. It must also possesseaitrushe T'okenI D is an identifier which, in conjunction witfc,
copy of the public encryption key for all the LIPAs used bynables an LI token to be uniquely identified. The identifier
the LI subjects for which it generates/collects LI. Thesgske 7. allows any entity to determine which entity generated the
are used to encrypt the LI and the constraints in the LI tokepy. token. This also enables entities to decide which public
The LI gatherer must also be in possession of a reliable copyy to use to verify the digital signature. This identifieryma
of the constraints and LIPA preferences for each LI Subjegtso be a pseudonym_ The d|g|ta| Signature iS Computed over
for which it generates LI. both the encrypted and plaintext parts of the LI token. This
The LIPA entity must possess both a signature key pafovides assurance that the LI Token has not been tampered
and an asymmetric encryption key pair. It must also posseggh, and authenticates the entity which created the LI. The
a trusted copy of the verification key of every LI gatheregertificateCert; may be optionally included in the LI token.
whose LI it needs to process, and a trusted copy of the pubtifis makes it easier for LIPAs which communicate with many
encryption key of each service provider to whom it might| subjects to obtain the necessary public keys.
wish to provide decrypted LI. (The need for LIPAs to hold Before proceeding, note that the encrypted part of the LI
public keys of LI gatherers and LBS providers can be obviatggken could alternatively be encrypted using a symmetric en
by requiring LI gatherers and LBS providers to obtain anghyption scheme with a shared secret key. The major advantag
distribute public key certificates). of such an approach would be that a symmetric encryption
Each LBS provider must possess a trusted copy of the pubdigjorithm is typically much less computationally interesthat
signature verification key of each LIPA with which it intetac gn asymmetric scheme. The main disadvantage is the key
It must also possess an asymmetric encryption key pair. management overhead, since such an approach would require
It is assumed that all the necessary encryption and sigRarch LI gatherer to share a secret key with every LIPA with
ture algorithms have been globally agreed before use of tfich it ‘does business’. A variety of different mechanisms
scheme. exist to provide the necessary key management functions —
see, for example, [17].

B. Requirements for use of the mechanism

C. LI creation

The entity responsible for generating LI is also respoesibP- LI distribution
for creating what we refer to as an LI token. At the time of Section IV-C describes the structure of an LI token. When
creation (or acquisition) of the LI, we suppose that the lthere is a request for LI or, when an LI subject requests a
gatherer generates accompanying constraihtsased on pre- service, the LI token is sent to the relevant LBS provider.

specified LI subject preferences. The structure of the Létok LI Gatherer— P:
is described below. E., (LI|O)|| Ip||Is||TokenID|I¢||
LI Token: E., (LI||C)|| IL||Is||TokenID|/I¢|| Sa(Ee, (LI|C) L Is||TokenID||Ig)|| [Certa]

Sc(Ee, (LI|C)|IL|Is||TokenI D||Ig)|| [Certc] where:

where: Ex (X) denotes the asymmetric encryption of data A — B represents the communication of a message from
string X using the public keyK; S4(X) denotes a digital entity A to entity B; and P represents the LBS provider.



LI should always be distributed within an LI token, regard- LIPA entity — P:

less of who is sending the LI. The message above describes TokenlD| PermissionDenied
direct communication of the LI token from the LI gatherer to

the LBS provider; however, as mentioned earlier, LI tokens V. SECURITY ANALYSIS
may also be distributed via third parties and between LBS

In this section we describe how our mechanism addresses
control and privacy issues for LI. We also describe certain

remaining issues with the mechanism. These could provide
E. LI use suitable topics for further research.

This section describes how an entity uses an LI token. Whe he primary aim is to provide a mechanism which en-

a LBS provider decides that it want to gain access to the EFIes the control of access t9 LI an_d co_nstralnts, enabling
a greater degree of privacy without divulging extra persona

within an LI token, it must send the LI token to the LIPA . . .
whose identifier is in the token, and hence whose public k|nformat|on. By enabling the LIPA to make decisions based

®h constraints, untrusted entities do not gain access to the
was used to encrypt the LI in the token. . . ' . . ;
. information found in constraints or LI. However, this does
P — LIPA entity: mean that the LIPA has access to both the constraints and
Ee, (LI|O)|| Ip|lIs||TokenI D|Ic|| the LI. Should the LIPA be compromised, the malicious party
Sc(Ee,, (LI|O)|IL|/Is||TokenI D| 1) would have access to both the LI and the constraints of any
[Certcl||[Certp] LI subject using its services.
The above indicates that the LBS provider sends the LI tokenOnce an entity is in possession of LI, maintaining control of
to the LIPA entity. The LBS provider may also optionallythis information is a difficult task. Ensuring that LI is mayeal
include a certificate for its public key, to avoid the needtfee according to the preferences of the LI subject once an entity
LIPA to possess a trusted copy of every LBS provider’s publjmossesses it, can only be based on trust. A problem inherent
key. When the LIPA receives the LI token, it must first verifyo LI is that when an entity has plaintext LI, they are free to
the signature and decrypt the enclosed LI and constraihtsdb with it as they please. Our mechanism aims to provide LI
the signature is invalid, or the token syntax is not as exggkct only to entities which can be trusted, giving the LI subject
then the LBS provider must be sent the ‘Permission Deniedontrol over their LI. Of course, even trusted entities @nn
message (see below). The LIPA must then check that the LB8 trusted all the time and once these trusted entities have
is permitted by the constraints of the LI subject to receiis t this LI, the LI subject can only rely on a regulatory or legal
LI. The LIPA must also check the authenticity of the LBSuthority to ensure that messages are being transmittdtkin t
provider, which may be based on the certificate provided Ioyanner which has been previously agreed. If an entity wishes
the LBS provider. Details of a mechanism to provide this &hedo redistribute the LI of an LI subject, it should only distite
for authenticity are not discussed further in this documént the LI token. If it chooses to redistribute LI in other forms,
the LBS provider is permitted to have access to the LI in tithen this can only be addressed by some form of policing,
token, then it may be sent. The structure of the message useagl through peer enforcement. Of course this could enldance
to send the LI back taP is described below. The LIPA alsoby a regulatory authority which ensures that rules are being
keeps a record of the LI token and the entity to which it iadhered to.

providers.

providing LlI. Auditability should allow the identification of entities tatgy
LIPA entity — P in violation of the rules set by the constraints. Identifyin
E., (LI|Expiry||TokenID) these entities is difficult, and is a desirable property. The
S1(Ee, (LI|Expiry||TokenID)) use of peer pressure to enable auditability was introduced

ﬁrg [3]. To prevent unauthorised distribution of LI, its aing
i.e. the entity responsible for generating the LI token, mus
e verifiable. In addition, users of LI must be accountabte fo
s use. Therefore, if a malicious entity redistributes hla
way prohibited by the LI constraints, the recipient will et

is, and the malicious entity can be held responsible fer th
breach of constraints.

An additional concern is the potential for overloading the
ﬁDA with requests for access to LI. This entity is of course,

g central point for LI requests from service providersisTh
nproblem can be addressed by distributing the LIPA service
gcross multiple servers, thereby removing the potentitildso
neck and the single point of failure.

The message from the LIPA to the service entity contai
two parts: the encrypted part, which contaihg, Expiry
and theTokenlID, and the signature. The encrypted part i%
encrypted with the public key of the service entity requesti !
the LI. This ensures that only the service entity can re
this information, preventing malicious parties interéegtdata
while in transit. Expiry is a time-stamp extracted from the
constraints and specifies when the LI expires, i.e. when t
LI should be deleted. This is the only information from th
constraints which needs to be sent to the service entity.
TokenlI D allows the LI subject to relate the LI received fro
the LIPA to the LI token from which it has been taken. Th
digital signature allows the receiving entity to check vitest
the message has been tampered with during transit.

If the requesting entity is not permitted to have access to
the LI in the token then the following?ermissionDenied This paper addresses the issue of control and privacy of
message is sent to the requesting entity: LI and associated usage constraints by introducing a Tduste

VI. CONCLUSION



Third Party based framework. We have introduced a mecha-
nism which gives the end user the ability to control their LI
without having to divulge additional personal data.
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